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INTRODUCTION

The Slovak Republic is a Central European country and a Member State of the European
Union; with its area and population it belongs to smaller countries. The Slovak Republic borders
five States: the Czech Republic, Hungary, the Republic of Poland, the Republic of Austria, and
Ukraine. The Slovak Republic is not a significant financial centre; it has an open economy and
is open to foreign investments which positively affect the economic growth, labour productivity
growth, employment growth and the country’'s competitiveness. At the beginning of the period
from 2016 to 2019, the Slovak Republic recorded a positive economic development and
unemployment decrease at national level; however, at the end of 2019, the Slovak economy
growth decreased which was caused in particular by weak foreign demand. At the same time,
the rate and seriousness of crime and other criminal social conduct decreased.

The murder of investigative journalist Jan Kuciak and his fiancée Martina Ku$nirova in
February 2018 was a turning point considerably affecting the development of the rule of law,
democracy and security in the Slovak Republic. The act itself and its investigation caused cross-
society public pressure, political and social changes in a broader framework.

In the second round of the National Money Laundering and Terrorist Financing Risk
Assessment (hereinafter the “NRA”), the period from 2016 to 2019 was assessed (hereinafter
the “assessment period”). In determining the risk level, the content of the related analysis in the
Fifth Round Mutual Evaluation Report of the SR in the area of anti-money laundering and
counter financing of terrorism measures represented a significant factor as the periods under
assessment overlap to a great extent. The Fifth Round Mutual Evaluation Report of the SR was
worked out by the Committee of Experts from the Council of Europe Moneyval that assessed
the technical compliance of anti-money laundering and counter financing of terrorism measures
(legislative framework) and efficiency of these measures. The background data for the Fifth
Round Mutual Evaluation of the SR in the area of anti-money laundering and counter financing
of terrorism measures was provided by several competent authorities both from the State and
private sectors. The evaluating visit of experts from the Moneyval Committee of the Council
of Europe took place in Bratislava on 7 — 18 October 2019, and the Evaluation Report was
adopted at the 60" Plenary Session of Moneyval (16 September 2020).

The adoption of the Action Plan to Combat Money Laundering, Terrorist Financing and
Financing of Proliferation of Weapons of Mass Destruction for 2019 to 2022 (hereinafter the
“Action Plan”) approved by the Government on 7 May 2019 was an important milestone in the
area of anti-money laundering and counter financing of terrorism (hereinafter “AML/CFT”).
The Action Plan contained measures for the elimination and mitigation of risks identified in the
first round of NRA.

In terms of the risk of international legalisation, the Slovak Republic is not perceived as
an important country, which is proved by findings and results of the NRA. In the assessment
period, several measures were adopted contributing to anti-money laundering and counter
financing of terrorism in the legislative area, with several important acts approved, e.g. Act No.
444/2015 Coll. amending 16 acts (the “anti-terrorism package”) with effect from 1 January
2016, Act No. 91/2016 Coll. on criminal liability of legal persons and on the amendment to



certain acts, Act No. 315/2016 Coll. on the register of public sector partners and on the
amendment to certain acts (act against letter-box companies, which provides greater
transparency in business between the State and the private sector), Act No. 52/2018 Coll.
amending Act No. 297/2008 Coll. on the protection against the legalisation of proceeds of crime
and terrorist financing and on the amendment to certain acts, Act No. 346/2018 Coll. on the
register of non-governmental non-profit organisations and on the amendment to certain acts,
and, as regards beneficial ownership, beneficial owners of legal persons and pooled asset funds
were defined in the AML Act, a central register of beneficial owners was created.

The World Bank’s assessment tool adapted to the legal system of the SR was again used
in the NRA Project. The NRA Project was coordinated by the Financial Intelligence Unit
(hereinafter the “FIU SR”). Eight working teams were created which included 86
representatives of the National AML/CFT Expert Group (hereinafter “NES-LP”). The MJ SR,
MF SR, NBS, GPO SR, MD SR, Ministry of Economy of the SR, selected units of the Presidium
of the Police Force, SIS, as well as professional associations and chambers appointed their
representatives for NES-LP. Five working teams within the NRA Project were focused in risk
identification in particular sectors (banking sector, insurance sector, capital market sector,
sector of non-financial businesses and professions, sector of other financial institutions), and
three working teams were focused on the assessment of threats, vulnerabilities and terrorist
financing.

The overall LEVEL OF THE RISK of legalisation of proceeds of crime is MEDIUM-HIGH.
The overall level of THREATS is MEDIUM-HIGH.
The overall level of VULNERABILITY is MEDIUM.

The overall level OF THE RISK OF
LEGALISATION OF PROCEEDS OF
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Compared to the previous NRA for the assessment period from 2011 to 2015, the overall
level of risk and threat was identified equally as medium-high; a slight improvement was
identified for the overall level of vulnerability from medium-high to medium level. The term
“legalisation of proceeds of crime” instead of the replaced term “legalisation of income from
crime” (money laundering) is used throughout the text of the NRA Report. This change was
carried out on the basis of Act No. 312/2020 Coll. on the execution of asset seizure decision
and seized asset management and on the amendment to certain acts amending Act No. 300/2005
Coll. Criminal Code as amended, changing the name of criminal offence in Article 233 of the



Criminal Code from the original term “legalisation of income from crime” to the term
“legalisation of proceeds of crime” with effect from 1 January 2021.

Compared to the first NRA, a more detailed analysis of the terrorist financing risk
using available FATF methodologies was carried out in accordance with the recommendations
from the process of the Fifth Round of Moneyval Mutual Evaluation of the SR. The overall
LEVEL of terrorist financing RISK in the conditions of the SR is at MEDIUM level. Based on
the evaluation of collected information and data, the overall level of terrorist financing
THREAT in the conditions of the SR was determined at MEDIUM level, and the overall level
of VULNERABILITY was determined at MEDIUM-LOW level.

The current NRA can be considered transitive not only because it overlaps the process
of the 5™ round of Moneyval evaluation but in particular with respect to the fact that substantial
measures adopted in accordance with the Action Plan following the first NRA started bringing
first real results in the area of changed quality of the AML/CFT environment in the second half
of 2019, or some of them were adopted only in 2020 with effect from 2021 (e.g., Act No.
312/2020 Coll.). It is also obvious that the related Action Plan should be perceived as a
complement to the processes of adoption of measures for the purpose of elimination of the
deficiencies found and the recommendations proposed in the Fifth Round Mutual Evaluation
Report of Moneyval. The synergy of the above processes is expected to be seen within two
years; therefore, the submission of another NRA is assumed in 2024, for the period from 2020
to 2023.



ML THREATS

ML THREATS

The module for threat evaluation helps determine a national “level of threat” of money
laundering, which is expressed in a five-point scale from “low” to “high”. The objective is to
draw a conclusion, which areas of the system in the country pose a potentially higher money
laundering risk, and which pose a lower risk, in order to be able to respond adequately in these
areas and mitigate or even fully eliminate them. Threats are defined as facts or activities of
people with the potential to cause harm to the State, society, the economy. The gravity of the
threats depends on various general eclements reflected in the World Bank’s methodology,
however, applied to country’s specifics. The higher the money laundering threat is, the higher
the national level of money laundering threat is.

The assessment of money laundering threats was focused on obtaining data on predicate
offences, criminal proceedings concerning predicate offences and the offence of money
laundering, cross-border threats, money laundering typologies, trends, high-risk branches, high-
risk types of business companies, and the activity of organised crime groups.

KEY FINDINGS OF THREAT ASSESSMENT

THE THREAT OF LEGALISATION OF PROCEEDS OF CRIME IS MEDIUM-
HIGH WITH AN UPWARD TREND.

THE SCOPE OF UNRECORDED AND IN CRIMINAL PROSECUTION NOT
PUNISHED PROCEEDS OF CRIME IS SUBSTANTIALLY HIGHER.

This key finding de facto has not changed compared to the previous period, partial
changes were recorded in framework threats and related trends.

Based on the overall context of long-term criminality development and determination
of potential of the type of criminality and individual predicate offences as a source area for the
generating of proceeds of crime, an assumed amount of unrecorded proceeds was determined
and the following FRAMEWORK ML THREATS AND RELATED TRENDS were set:

ML threat Trend
; e | ¢ S| s | B
Assumed amount of E 5 £ sl = c = S
unrecorded proceeds 58 B |53 © | S5 = g
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ML THREATS

the proportion of
unrecorded proceeds is
(disproportionally)
higher

the proportion of
unrecorded proceeds is
(disproportionally)
higher

the proportion of
unrecorded proceeds is
substantially higher

the proportion of
unrecorded proceeds is
higher

the proportion of
unrecorded proceeds is
slightly higher

except for carrying
concealed weapons
and arms trafficking,
where the proportion
of unrecorded
proceeds is
substantially higher,
the ratio of unrecorded
proceeds for criminal
violence is not
significant

except for the
trafficking in human
beings, where the
proportion of
unrecorded proceeds is
higher, the proportion
of unrecorded
proceeds is not
significant for criminal
offences against
morality

Organised crime

The level of ML threat in the cases of organised forms of crime remains high,
particularly considering the volume of generated proceeds, volume of unidentified proceeds,
nature, societal hazard and scope of related criminal activity for predicate criminal offences
with a balanced tendency, however, with the transformation in the area of specific crime, with
a substantial shift to criminal offences of economic nature.

10



ML THREATS

As regards the development forecast, it can be expected that criminal activities
generating the largest volumes of illegal proceeds will step up; they include tax frauds, in
particular VAT frauds, illicit high-tax goods import/smuggling, corruption in selecting
suppliers, issuing various permits and allocating subsidies, and the area of drug production and
trafficking.

An increase in illicit proceeds for Slovak entities obtaining temporary residence permits
for foreigners in the SR, in particular for the purpose of business, will also have to be considered
a threat.

The organised form of crime represents a permanent ML threat with unchanged
amplitude of trend, however, with a significant change of character of criminal activities
towards economic criminal activities.

Cybercrime

In the Slovak context, cybercrime represents an already stabilised, although in terms of
forms still dynamically developing, type of crime. The most serious forms of cybercrime
represent a medium-high ML threat with an increasing trend but also with an increasing clear-
up rate. The proportion of unrecorded proceeds is substantially higher. The recorded attacks in
cyberspace outmatch traditional criminal activities and become a horizontal element of it. The
existence of digital currencies represents a special threat with the tendency to grow.

In future, it will be possible to observe a high latency of cybercrime in committing
criminal offences on social networks in cyberspace. A rise in related black economy can be
identified, where the volume, scope and material damage caused by cybercrime will be high
with an upward trend.

Environmental crime

In assessing environmental crime, it can be stated that only some forms of environmental
crime, in particular illegal activities with waste (illicit import, dumping and disposal), illegal
trade in timber and illegal trade in endangered species of wild fauna and flora, have an extensive
international dimension; this criminal activity includes high financial proceeds.

Taking into account the unfavourable development in the area of waste management,
we expect extensive development of criminal activities in this area, with the expansion of the
described practices, such as forgery of documents on waste quantities and types, forgery of
documents on legal disposal of waste, and concealing of waste dumping or releasing into the
environment with the objective to obtain financial resources by “saving” costs of its legal
disposal.

Criminal offences of economic nature

The ML threat of criminal offences of economic nature, in particular with respect to the
amount of damage caused and the clear-up rate of criminal offences of economic nature, which
ranges from 48.42 % to 52.95 % in the monitored period, is medium with constantly unchanging

11



ML THREATS

tendency of level, where the assumed amount of unrecorded proceeds is (disproportionally)
higher.

In terms of ML threat, only some criminal offences have the potential to generate
proceeds from criminal offences of economic nature, in particular:

- tax crime, in particular:

a) Tax and insurance premium evasion (high threat, downward trend, the proportion
of unrecorded proceeds is higher),

b) Failure to pay tax and insurance premium (medium-high threat, unchanged
trend, the proportion of unrecorded proceeds is higher), and

- certain types of fraudulent acts, in particular:

a) MTIC frauds (medium-high threat, upward trend, the proportion of unrecorded
proceeds is higher),

b) CEO frauds (medium-high threat, unchanged trend, the proportion of unrecorded
proceeds is higher),

¢) Subsidy fraud and fraudulent bankruptcy (medium-high threat, downward
trend, the proportion of unrecorded proceeds is substantially higher).

The following represents a special ML threat:

- Distortion of data in financial and commercial records (medium threat, unchanged
trend, the proportion of unrecorded proceeds is higher),

- Damaging the European Communities' financial interests and Contrivance in public
procurement and public auction (medium threat, upward trend, the proportion of unrecorded
proceeds is slightly higher).

ML threat for tax crime is medium-high to high. The expected amount of unrecorded
proceeds or the volume of benefit obtained is disproportionately higher than for reported
criminal activities. Taking into account the constant transformation of modus operandi of these
criminal offences, also despite the adopted measures, the trend of ML threat has not changed
except for failure to pay tax and insurance premium with the tendency to increase. There is a
significant potential of ML threat in refunding excess value added tax, and criminal activity in
the form of carousel fraud (missing trader fraud) is a permanent threat with an upward trend.

Especially, the ML threat resulting from the abuse of forms and schemes of
business companies has to be evaluated as high, with a significant disproportion between the
revealed and latent criminal activity. Without the performance of proactive financial
investigation, the volume of generated proceeds identified is substantially lower than the one
really generated. The dynamics of development and transformation of their abuse
represents a special challenge for AML/CFT entities. CEO frauds represent a significant
degree of ML threat with a slightly increased tendency in terms of the way of committing
criminal activities and the proportion of undetected volume of proceeds generated.

12



ML THREATS

The biggest ML threat can be seen in legal persons operating in the banking sector,
sector of commerce and services, brokerage and consulting activities. Limited liability
companies and joint-stock companies are the riskiest forms of legal persons used for ML.

In damaging the European Communities' financial interests, there is an ML threat of
medium level with an unchanged trend.

Taking into account the assumption that criminal offences of economic nature in the
conditions of the SR will have a rising tendency, the related ML threat will also have
progressive character.

Despite the adopted measures, the potential of generating proceeds through tax criminal
activity remains extraordinarily important and represents a high level of ML threat, in particular
if this activity is committed in an organised manner, against a background of corruption
practices and in a sophisticated way.

Drug-related crime

As regards the generation of proceeds from drug-related and so-called pharmaceutical
criminal activity, we can speak about a medium-high ML threat with an upward trend,
where the assumed amount of unrecorded proceeds is much higher. Its organised form has the
same character.

Based on the development it can be expected that cannabis and methamphetamine
consumption, including their production, import, distribution, as well as an interest in
precursors necessary to produce methamphetamine, will further increase.

An increase in the consumption of new psychoactive substances connected with their
procurement via the internet and abuse of courier and postal services to import them can also
be expected. An increase can also be expected in the area of so-called pharmaceutical crime.

These tendencies mean an increase in demand and in consequence, impacts on an
increasing volume of proceeds generated by this criminal activity.

Corruption crimes

As regards the threat of generating proceeds of crime, corruption represents a medium-
high level of ML threat, without substantial trend fluctuation, in particular with reference to the
fact that the assumed amount of unrecorded proceeds is with respect to their character definitely
higher compared to the proceeds identified within the really prosecuted corruption criminal
activities. However, only large and systematic corruption will continue to represent a real ML
threat.

Criminal offences against property

The ML threat of criminal offences against property is medium-low with a downward
trend. The proportion of the amount of unrecorded proceeds is slightly higher, however, the fact

13



ML THREATS

that the percentage of overall prosecutions of people in the SR amounts to almost 55.42 percent
is an important ML factor. The criminal offence of theft of a high-value thing and organised
forms have the biggest potential of generating proceeds from individual criminal offences
against property; their assumed amount of unrecorded proceeds is slightly higher. This,
however, does not apply to the overall ML threat of criminal offences against property.

Taking into account that a higher rate of latency is expected for the criminal offences
against property, the threat of legalisation of proceeds from this type of criminal activity will
remain at the same level as so far or it will have a slightly accelerating trend in the segment of
high-value things.

Criminal violence

As regards the overall ML threat of criminal violence, we can speak about a medium-
low threat with a downward trend. However, with the exception of criminal activities
concerning prohibited acquisition and possession of firearms and trafficking in them,
where the proportion of unrecorded proceeds is substantially higher than the value of detected
proceeds, the ML threat of this particular criminal activity is medium-high with an unchanged
trend.

In general, it can be expected that criminal violence will continue to have a marginal
significance in relation to possible generation of proceeds of crime and their subsequent
legalisation, without a significant change of tendency. The organised form of some types of
criminal violence and trafficking in firearms still has to be considered an ML threat.

Criminal offences against morality

In terms of ML threat, in particular trafficking in human beings (mainly sexual and
labour exploitation, forced begging) has a potential to generate proceeds of crime; the
proportion of unrecorded proceeds is higher than the value of detected proceeds. Taking into
account this fact, the ML threat is medium low and the trend of development remains
unchanged. However, as regards criminal offences against morality as a whole, the share
of ML threat in terms of unrecorded proceeds is not significant.

Within the child pornography criminal offences, the criminal offence of dissemination
of child pornography represents a medium-low ML threat with an upward trend, however, in
particular in connection with cybercrime. The expected amount of unrecorded proceeds cannot
be easily estimated; however, it is definitely higher than for the reported criminality.

In general, an increase in commercially motivated criminal offences against
morality (pimping, trafficking in women and children, etc.) can be expected; they are a source
of illegal proceeds; thus, they will represent the highest rate of ML threat from this type of
criminality. The influence and importance of internet for the spread of criminal offences against
morality (except pimping cases), which represents a significant factor of ML threat, will further
increase.

14



ML THREATS

THE QUALITY OF REALLY INVESTIGATED AND PROSECUTED CASES OF
LEGALISATION OF PROCEEDS OF CRIME DID NOT REFLECT THE GRAVITY OF
THE DETECTED PREDICATE CRIMINAL ACTIVITY.

COMPARED TO THE 1°T ROUND OF NRA, WHEN CONFISCATION OF
PROCEEDS BY DIRECT INSTRUMENTS IN ML CASES WAS IMPOSED TO A
MINIMUM EXTENT, THERE HAS BEEN ONLY A SLIGHTLY POSITIVE CHANGE.

POSITIVE TENDENCIES IN THE NUMBER AND VOLUME OF SEIZURES OF
PROCEEDS OF CRIME CAN BE STATED. HOWEVER, DESPITE THIS PARTIALLY
POSITIVE TREND IN THE AREA OF PROPERTY-RELATED PUNISHMENTS, THIS
PROGRESS IS NOT VERY SIGNIFICANT, AND IN THE AREA OF REAL
CONFISCATION OF PROCEEDS OF CRIME, IT IS ABSOLUTELY INSUFFICIENT.

THUS, IN GENERAL, THE MECHANISM OF IDENTIFICATION, SEIZURE AND
CONFISCATION OF PROCEEDS OF CRIME THROUGH CRIMINAL PROCEEDINGS IS
NOT A SIGNIFICANT FACTOR OF RESTRICTION OF “DIRTY MONEY”
CIRCULATION IN THE ECONOMY.

The analysis unambiguously confirmed the fact that despite the capability to penalise
all types of legalisation (self-laundering, autonomous money laundering or money laundering
by third persons), including the penalisation of legalisation of proceeds generated by criminal
activities abroad, and even despite an increase in the number of investigations, criminal
prosecutions and convictions for legalisation of proceeds of crime, the majority of cases
concerned simple property-related criminal offences, and the share of High Profile Cases
increases only gradually.

In general, despite the adoption of several measures, no stable positive trend in the area
of quantitative increase in the number of cases detected, investigated or with conviction in this
area can be stated in the period 2016-2019.

Penalising the legal persons for the legalisation of proceeds of crime still remains a
challenge.

However, we have registered a qualitative change at the end of 2019 and in 2020; in
addition to other factors, it should be imputed to the functioning of measures adopted within
the fulfilment of the action plan for the previous NRA (e.g. in the area of financial investigation,
in the area of mentality change, adjustment of law enforcement authorities focusing on the
application of the follow-the-money principle). In this period, several criminal prosecutions
were commenced for the organised form of corruption and other types of criminal offences of
economic nature (but for example, also environmental crime) perpetrated in an organised form
including the related moment of legalisation of proceeds of crime generated in such a way. In
the process of performance of this NRA, however, these criminal cases were mostly within pre-
trial proceedings or final decisions of courts still were not available.

Although legal persons are often used as means for legalisation, no legal person has
been finally convicted yet for ML, however, several investigations are under way.
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Despite several convictions concerning organised crime, trafficking in human beings
and drugs, the results of penalising the proceeds generated in an organised form of crime are
modest.

Absolutely in conflict with the threat identified by the previous NRA — no substantial results
were achieved in prosecuting and convicting ML cases in connection with corruption. In this
area, too, a positive trend has been recorded since the end of 2019.

The absence of real proactive parallel financial investigation from the earliest stages of
illicit conduct and consumption of an act of simple legalisation form to a predicate criminal
offence is the biggest source of inefficient system of detection and generation of serious cases
of legalisation of proceeds of crime.

In the monitored period from 2016 to 2019, police authorities assessed 336 ML cases,
which represents a share of only 0.48 % of the total number of 69,635 of all criminal offences
committed.

Despite a certain improvement, statistical data on predicate criminal activities in the
phase of commencement of criminal prosecution is still not sufficiently systematically
collected.

For the period 2016-2019, the Prosecutor’s Office, in connection with legalisation
(Articles 233, 234)
- has concluded the criminal prosecution
o of unknown persons in 421 cases
o of known persons in 245 cases
out of it, in 149 cases, it brought an indictment and in 17 cases, concluded a plea bargain,
and in 10 cases, conditionally discontinued the criminal prosecution

The basic overview of quantitative indicators of criminal prosecution of legalisation of
proceeds of crime for the assessed period
legalisation TOTAL
trend
2016 2017 2018 | 2019 | 2016 - 2019
Total number of
postponed UTs 199 123 71 65 458 !
Number of UTs
postponed by the 194/5 118/5 69/2 62/3 443/15 !
obliged entity/FIU
Forwarding the
postponed UTs to 148 87 44 43 322 l
LEAs
Forwarding FIU
information with
suspicion of ML to 388 273 159 145 965 !
LEAs
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Commenced criminal

. 130 209 149 66 554
prosecution
Concluded criminal
prosecution of 118 110 93 100 421
unknown persons
Concluded criminal
prosecution of known
persons 81 75 36 53 245
of which:
Indicted people 39 58 20 32 149
Draft Plea Bargain 5 10 0 2 17
3 44 68 20 34 166
Interrupted c_r|m|nal 105 98 93 8 304
prosecution
People convicted 17 26 18 13 74
Holding up the
proceeds (all obliged | 5,565,757 | 3,062,393 | *°2% | 1% | 10,780,802
entities)
Seizure of proceeds | 63/6,078,5 | 523,028, | o2 | #9341 215/
(only money, €) within | 80/2,416,8 | 430/17,21 | i 13,748,520/
. . /60,08 | /885,1
pre-trial proceedings — 82 2,353 80,603,810
. 9,430 44
legalisation/ other 380.67
offences 252.00% | 17.59% | 1.98% % 17.06%
. 20,240,78 | 61,281 | 4,334,
Seizure total 8,495,462 3 502 594 94,352,330
= Article 58 4/15 6/23 0/23 | 1/18 11/79
E g 4 Atrticle 60 0/821 0/855 1/863 | 3/560 4/3099
E Zg 9 Article 83 0/51 0/63 /71 | 1/17 1/202
? $ S Article 56 1/454 0/496 | 0/596 | 1/618 212137
Really confiscated
proceeds in € based on 1,957, | 1,094,
asset-related decisions 71,835.88 |76,197.82 672.11 | 999.05 AN

in criminal prosecution

The above can be documented by the following findings of the analysis of concluded
criminal prosecutions of legalisation of proceeds of crime for the assessed period.
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Related predicate criminal offences:

As many as 58.93 % of acts from commenced criminal prosecutions were committed in
the form of fraud. These were in particular frauds committed abroad with the subsequent
unauthorised transfer of financial resources, and in this group, an increased rate of
frauds based on an instruction given by a “false” manager — CEO frauds — was detected;
a share of 12.12 %.

Thefts pursuant to Article 212 of the Criminal Code (in particular thefts of motor
vehicles) follow, with a share of 33.63 %. Other predicate criminal offences® occurred
only marginally, with a share of 5.95 %.

However, this situation did not prove true in assessing finally concluded criminal
cases of legalisation of proceeds of crime. Here, criminal cases of legalisation of
stolen motor vehicles (almost 19% of finally convicted criminal cases), or
associated criminal cases (falsification and fraudulent alteration of motor vehicle
identification numbers) continued to dominate. In this type of criminal activity, all
types of laundering were identified (self-laundering, autonomous laundering, as
well as laundering by a third person). Fraudulent activities and embezzlement
represented predicate criminal activity in 9 %. However, here it is important to
note that legalisation by a third person or autonomous laundering prevailed. In
six cases (4 %), a conviction was achieved, in connection with predicate criminal
activity committed in an organised form (autonomous laundering or self-
laundering). Counterfeiting and altering a public instrument, official seal, official
seal-off, official emblem and official mark was identified as a frequently used
instrument for commission of predicate criminal activity or related legalisation.
More than one half of proceeds of crime is immediately consumed by the perpetrator of
the predicate criminal offence, without special elements of the legalisation moment.
As regards the services used (products) and sectors and institutions interested, the
analysis of all ML cases shows that bank transfers of cash prevail (63.69 % of ML cases)
and the other cases include: possession and use (12.80 % of ML cases), ML cases
connected with the legalisation of stolen vehicles (originality check, District Traffic
Inspectorate and District Office, together with a share of 12.20 %), and conventional
sale (6.85 % of ML cases). Other sectors occurred only sporadically.

Total 491 Slovaks and 368 foreigners participated in ML cases.

Commission of ML cases and their predicate offences was mostly performed in the
territory of the SR, and from the view of possible clear-up rate, the international element
only occurs to a limited extent. The analysis of convicted cases shows that countries,
in which the proceeds laundered in the SR were generated, include besides the SR

! Embezzlement, Illicit production, holding of and trafficking in narcotic drugs and psychotropic substances,
poisons or precursors, Breach of regulations governing state technical measures for labelling goods, Forgery and
fraudulent alteration of control technical measures for labelling goods, Illicit production of alcohol, tobacco and
tobacco products, Human smuggling, Receiving a bribe, Tax and insurance premium evasion, Establishing,
masterminding and supporting a criminal group, Damaging the European Communities' financial interests,
Subsidy fraud, Credit fraud, Failure to pay tax and insurance premium
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(5x) - 2x Czech Republic, 1x USA, 1x Cayman Islands and 1x China. The countries
which the proceeds were directed to, placed or legalised in (unless they were place
in the — at least eight cases) are as follows: 1 x USA, 1x Poland, 1x China, and 1 x
United Kingdom.

Commission of acts with an international element only appears in cases related to thefts
of motor vehicles and frauds (unauthorised transfer of financial resources).

It is obvious from the above data that statistically, the laundered proceeds generated
in the territory of the SR still prevail. However, on the basis of quality, a rising trend
of detection and subsequent prosecution of money laundering with a cross-border
moment of the generation of proceeds of crime has to be stated. This fact is important
in particular in the context of an increase in the volume of prosecution of predicate
criminal activity, such as carousel frauds. In particular the Czech Republic and Hungary,
our neighbouring States, can be considered a relevant regional scope. Ukraine and
Austria, as well as Poland follow with a certain gap. No ML cases of legalisation
including the involvement of tax havens were produced.

The assessment in the area of gravity of predicate criminal offences and related volume
of seizure of proceeds of crime implies that the most serious offences include: criminal
offences in the area of tax, economic and property-related criminality.

Despite the fact that statistically, nominally only 7.09 %? of the volume of legalised
property value identified in criminal prosecution was seized, a positive progress has to
be stated in the area of seizure of proceeds of crime. For the assessed period, in ML
criminal cases, only on bank accounts, the amount of EUR 13,748,519.85 was seized in
89 cases, which means a higher rate of seizure (70% in number and 17% of volume)
compared to the executed seizure for all other criminally prosecuted criminal offences
(126-times in the amount of EUR 80,603,809.55). Moreover, further volumes of
property were covered by other seizure tools (seizure of real estate and movable
property other than money on an account). However, this fact was not reflected to a
greater extent in the scope of final property-related decisions and in the volume of really
confiscated property.

In connection with final confiscation of proceeds, the analysed court decisions for the
period from 2016 to 2019 show that the punishment of property forfeiture was imposed
in 11 ML cases? (for other criminal offences 79x), the punishment of forfeiture of a
thing 4x (other criminal offences 3099x), and a protective measure of confiscation of a
thing 1x (other criminal offences 202x). Compared to the 1% round of NRA, when
confiscation of proceeds by direct tools in the cases of money laundering was imposed
only in minimum cases (e.g., in the previous period, no punishment of forfeiture of a
thing was imposed in any ML criminal case), it is a positive development. However, as
regards efficiency, it is necessary to also consider the above-mentioned share with

2 1t is data for criminally prosecuted ML cases Article 199 table Module 1B — Total detected value of financial
resources EUR 193,817,782.82 in relation to Total value of seized financial resources. However, the data provided
does not take into account currencies other than EUR because conversion into EUR is impossible. Other resources
in the currencies CZK, USD, PLN, GB were also seized; however, they are not included in the total amount of
seized financial resources.
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confiscations for other criminal offences, and in particular the issue of real confiscation
of proceeds of crime as a consequence of such court decision.
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ML VULNERABILITY

The vulnerability of the country assesses the mechanisms of measures used by the SR
in combating money laundering.

The overall level of vulnerability of the SR was evaluated on the basis of the country’s
capacity to combat legalisation and of the overall vulnerability of national economy sectors.
THE OVERALL VULNERABILITY OF THE COUNTRY in terms of fight against
legalisation of proceeds of crime was evaluated at MEDIUM LEVEL. The country’s
capacity to combat legalisation was evaluated at medium level. The country’s capacity to
combat legalisation of proceeds of crime represents the country’s capacity to prosecute and
punish the cases of criminal offence of legalisation and the country’s capacity to seize proceeds
and means of crime. The overall vulnerability of national economy sectors in terms of fight
against legalisation of proceeds of crime was evaluated at medium to medium-high level.

Medium to medium-low vulnerability concerning the quality of investigation, criminal
prosecution, judgements and quality of property seizure framework was identified. Out of the
sectors under evaluation, the highest vulnerability was evaluated in the banking sector and
sector of asset management companies.

Selected vulnerabilities in the system of measures against legalisation identified during
the NRA (other vulnerabilities are identified in the assessment of sectors).

1. Beneficial owner:

- low efficiency of implementation of data on beneficial owners into source registers was
identified, resulting in the insufficient loading of the Register of Legal Persons,
Entrepreneurs and Public Authorities (hereinafter the “Central Register”) with data on
beneficial owners,

- no efficient mechanisms to verify the correctness and timeliness of data on beneficial
owners of legal persons in providing it to respective source registers have been adopted,

- no efficient mechanisms for the application of adequate and dissuasive sanctions in the
event of detecting violations in connection with the provision of data on beneficial
owners have been adopted,

- the Slovak legislation does not regulate the duty to keep information on beneficial
owners of foreign trusts (or similar legal groupings) in the Central Register when a
citizen of the SR permanently residing in the SR is the administrator of the foreign trust
or if the administrator of the foreign trust is resident outside the European Union and
such administrator of the foreign trust establishes a business relationship in the SR or
acquires immovable property in the SR on behalf of the foreign trust,

- the legal persons, which provided data on beneficial owners to the register of public
sector partners (this register is not a source register for the Central Register), are not
obliged to provide information on beneficial owners to the Commercial Register (the
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Commercial Register is a source register for the Central Register), which can cause a
lack of data on beneficial owners in the Central Register.

As the Slovak legal system permits the operation of silent partners in Slovak legal

persons, it is reasonable to pay increased attention to the operation of silent partners in
connection with the issue of beneficial owners in Slovak business companies.

2.

Bonds:

the issuance of bonds by legal persons is not restricted, a legal person may issue bonds
without limitations in any scope. The Central Securities Depository cannot refuse the
registration of an issue, for example, due to doubts about the issuer’s financial standing
or purpose of the issue. Legal requirements for the registration and issue of bonds need
modifying, for example, in the event of unusually high volumes of issues, for foreign
issuers (with a link to off-shore countries) etc.

Cash payments:

for money laundering, perpetrators of criminal offences prefer cash as it allows
uncontrollable movement of financial resources outside the financial system, as well as
their cross-border transfer. The objective of such activity is to prevent the detection of
origin of the financial resources obtained from criminal activities. The use of cash
payments does not require any special knowledge or planning abilities. Cash payments
represent an increased risk en bloc for all sectors. The fines imposed for committing a
delinquency or administrative delinquency in connection with the limitation of cash
payments pursuant to Act No. 394/2012 Coll. on limitation of cash payments do not
have a dissuasive effect.

Provision of collaboration to state authorities:

the action of state authorities against the business entities (in particular the business
entities with a virtual registered office), which do not provide collaboration during
control, is time-consuming and inefficient. It is necessary to improve the cooperation of
state authorities and also to consider an amendment to legislation in several legal
regulations:

a failure to provide collaboration during a control of an obliged person pursuant to the
AML Act — the entity does not pay the imposed fine and the proceedings are time-
consuming,

if the entity is a tax debtor and, at the same time, a “letter-box company”, which, in
general, could not be contacted by the tax administrator already in the past and which
could only be solved by imposing a tax and sanctions, if any, in such case outstanding
taxes usually increase and it is suitable to carry out operative activities by the police,
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and it is necessary to speed up hand-over of information between tax administrators and
police within the operational procedures which would allow timely adoption of
measures on both sides.

It is necessary to carry out fully fledged financial investigation. There are no trainings
in financial investigation including virtual currencies, there is no professional education
in the area of fight against legalisation, the support of analytical activity focused on the
detection of complex schemes of serious economic and corruption criminal activity is
insufficient.

Insufficient efficiency of mechanisms of detection and seizure of proceeds of crime,
(the vulnerabilities should be eliminated by adopting Act No. 312/2020 Coll. on the
execution of asset seizure decision and seized asset management and on the amendment
to certain acts, which came into effect on 1 January 2021, and will provide for efficient
tracking, seizure and confiscation of proceeds of crime and introduction of clear and
effective rules for seized asset management and disposal; the act on central record-
keeping of accounts is in the legislative process, it is expected to come into effect on 1
December 2021).

In several cases, it is very difficult to identify the perpetrator of a predicate criminal
offence, it is also impossible to finally identify the form of money laundering, i.e., to
find out whether the person, who had lured out the financial resources fraudulently, is
the same (or another) person as the person, who subsequently handled the resources as
the owner of/the person holding the right of disposition over the bank account
concerned. The way of commission of some of these acts suggests that several persons
are involved acting in a coordinated manner in various States (which is suggested by
testimony of witnesses usually implying that the perpetrator of the predicate criminal
offence communicated with them in writing in their language, the e-mails did not
contain any grammatical error and probably the communication was not translated using
the available internet translators), or that the activity was committed through organised
groups.

Customs authorities should improve their knowledge of ML/FT risks and related duties
in this area and develop reliable mechanisms allowing revealing false declarations or no
declarations of cash transportation and suspicions of ML or FT,

In the sector of non-financial business and professions, it is necessary to increase
obliged persons’ awareness of measures against money laundering and terrorist
financing; in the sector of gambling games, a higher risk is posed by deposits into
players’ accounts in virtual currencies or through Paysafecard and Skrill (virtual wallet).

The absence of a central register of accounts and improvement of efficiency of the act
on proving the origin of property.
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RISK OF LEGALISATION OF PROCEEDS OF CRIME AT
NATIONAL LEVEL

1.

THE LEVEL OF THREAT OF LEGALISATION OF PROCEEDS
OF CRIME AT NATIONAL LEVEL

Several factors, including the general development of criminality, and the current

characteristics and expected trends of criminal activity were analysed for the purpose of
identification of the ML threat in the SR.

In determining the threat of unreported crime amount, the working group selected the

following evaluation:

the proportion of unrecorded proceeds is not significant,

the proportion of unrecorded proceeds is slightly higher,

the proportion of unrecorded proceeds is higher,

the proportion of unrecorded proceeds is substantially higher,
the proportion of unrecorded proceeds cannot be estimated.

The analytical activity was based on

a)

b)
c)

d)

regular analytical and assessment reports and documents of decisive actors operating in
the area of fight against crime, in particular:

- Reports on the Security Situation in the SR for the respective calendar years
2016 to 2019,

- Reports of the General Prosecutor of the SR on the activity of the
Prosecutor’s Office and knowledge of the Prosecutor’s Office of the
state of lawfulness in the SR, and Reports of the Special Prosecutor on
the activity of the Special Prosecution Office and knowledge of the
Special Prosecution Office of the state of lawfulness for the respective
calendar years, and the respective statistical yearbooks of the GPO SR,

- Annual Reports of the Financial Intelligence Unit,

Special assessment and analytical documents, typological studies,

Special, ad hoc analytical outputs with the involvement of a wide spectrum of
investigators, prosecutors and representatives of the Ministry of Justice®,

Fifth Round Mutual Evaluation Report of the SR in the area of anti-money laundering
and counter financing of terrorism measures worked out by the Committee of Experts
(Moneyval),

3 E.g., within the Prosecutor’s Office, prosecutors were appointed for each part, who directly systematically
participated in the process of threat assessment within the NRA
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e) as well as the data and sources of the third sector and evaluations of the SR by
international organisations, where these were reflected in relation tothe statistical data
produced on the basis of the structure and within the scope of the World Bank’s
methodology from all actors of the process (police authorities — Criminal Police Office
and NAKA (National Crime Agency), OSISP (Department of Administration of Police
Information Systems), authorities of the judicial system and Prosecutor’s Office, FD SR
and Customs Criminal Office, intelligence service and academic community).

The working group focused on the creation of cohesion of quantitative and qualitative
indicators with the highest possible informative capability. In particular, it endeavoured to
include in the analysis the scope and impacts of unreported criminality, whose rate was mainly
affected by the intensity of formal and informal control, tolerance of the injured people, the
level of legal conscience, crime type, etc.

Using the experience from the previous NRA, in order to obtain a comprehensive view,
the working group also focused on the source crime generating income from criminal activity,
which should be subsequently legalised, performed a comprehensive analysis, which was
supplemented with the application of the module according to the World Bank’s methodology.

Based on the decision of the team and with reference to Article 27 of Act No. 297/2008
Coll., data of the Department of Administration of Police Information Systems of the Presidium
of the PF and of the General Prosecutor's Office of the Slovak Republic was considered to be
the basic information source. A special part of data consisted of information obtained by
“manual” assessment in accordance with the module 1B* (see more details in Part 3 of this
analysis), which only confirmed the above facts.

Based on this approach within the module for threat assessment, the working group
identified:

e sources of threats — the areas of criminality producing the biggest volume of proceeds
of crime and related main predicate criminal offences,

e the follow-up trends and procedures used in money laundering — forms of placing and
methods of coverage of the origin of resources from criminal activity, and

e identification of the scope of non-penalised legalisation of proceeds of crime.

4 Data from tables of Module 1B — from the level of police, GPO SR and MJ SR.
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2. ASSESSMENT OF BASIC SOURCE ML THREATS RESULTING
FROM INDIVIDUAL TYPES OF CRIMINALITY AND RELATED
FORMS OF COMMISSION OF CRIMINAL ACTIVITY

FACTORS OF ML THREATS IN THE CONTEXT OF ANALYSIS OF
DEVELOPMENT OF INDIVIDUAL TYPES OF CRIMINALITY IN THE SR

The underlying assumption for the assessment of money laundering threats is to
understand the general context of long-term development of criminality in the conditions of the
SR and its influence and factors affecting the scope and volume of the generation of proceeds
of crime.

A number of factors affecting the commission of criminal activity need to be considered.
However, as regards the ML threat, primarily it is the motive of perpetrators to generate profits
(proceeds), i.e., the reason why they commit the criminal offence, and the determination of
the potential of a type of crime as a source area of the generation of proceeds of crime.

In terms of the number of detected criminal offences, the development of the security
situation in the territory of the SR can be considered extraordinarily positive. Both in the first
assessment period and in 2016 to 2019, a significant decrease in detected criminal offences
was recorded; thus, we can definitely speak about a gradual downward trend of the total
number of reported criminal activity (2016 — 69,635 detected criminal offences; 2019 — 58,829
detected criminal offences).

Overview of overall criminality development in the SR 2016 -
2019

80000
69 635 66 215

61 392

60 000

40 000

20 000

The year 2016 The year 2017 The year 2018 The year 2019

E Number of crimes E Number of crimes cleared up

Criminal offences against property have been dominating in the long term in the
structure of criminal activity recorded in the territory of the SR; in the monitored period they
represented from 33.29 % to 39.41 % of the total number of detected criminal offences.
Criminal offences against property were followed by criminal offences of economic nature
ranging from 21.39 % to 22.65 %, and criminal violence from 9.16 % to 9.42 % of total
criminality. Frauds and tax criminal offences create a specific group within criminal offences
of economic nature, amounting to 15.66 % to 27,62 % of criminal offences of economic nature
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for frauds, and from 31.36 % to 42.87 % of criminal offences of economic nature for tax
criminal offences.

Overall percentage share of individual criminality types in
the total criminality

5.22%

1.66% /
9.31%/J

B criminal offences
against property
37% M criminal offences of
economic nature
i criminal violence

M criminal offences
against morality

21.95%

As regards the identification of ML threats, it is important to distinguish among
individual types of criminality; for the needs of the NRA, criminal offences within individual
types of crime were identified, which generated the highest damage®, and they were
subsequently taken into account in individual statistical data.

In the monitored period, a downward trend was recorded for criminal offences against
property, criminal offences of economic nature, as well as criminal violence. A slight increase
in criminal offences against morality was recorded in 2016 to 2019. The development of tax
criminal activities is stabilised, and varied progress was recorded for corruption crime.

For the purpose of identification and assessment of ML threats resulting from individual
types of crime and related forms of commission of criminal activity, the following were
separately analysed:

- Criminal violence (2.1.)
- Criminal offences against morality (2.2.)
- Criminal offences against property (2.3.)
- Criminal offences of economic nature (2.4.) a
- Special partial types of criminal activity:
o Corruption crimes (2.5.)
Drug-related crime (2.6.)
Organised crime (2.7.)
Cybercrime (2.8.)
ML threat from the view of SOCTA (2.9.)
ML threat in environmental crime (2.10).

0O O O O O

5 The issue of relation between damage and proceeds of crime is discussed below.
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2.1. Criminal violence®

2.1.1. ML threat factors

In terms of ML threat, only certain types of criminal violence have a potential of
generating proceeds of crime.

As regards the formal classification of criminality, this area includes in particular
prohibited acquisition and possession of firearms and trafficking in them, for which the
proportion of unrecorded proceeds is substantially higher than the value of detected proceeds,
ML threat is medium-high and the trend of development is without change.

The overall ML threat of criminal violence is medium-low with a downward trend.

The share of criminal violence in the overall criminality is about 2 % with more or less
balanced tendency. Most violent criminal offences for the monitored period were recorded in
2016 — 1514 cases. In the next years, there was a slight decrease in the percentage of the total
number of detected criminal offences, and in 2019, there were 1299 cases. As regards
development, we can speak about a relatively stabilised development of this criminality in
respect of detected cases, clear-up rate, as well as the reached percentage of the total number of
detected criminal offences.

When assessing the development compared to the previous state found during the first
NRA, it can be stated that there was a significant decrease in the number of violent criminal
offences, by 40% - from 9032 to 5507. The reason behind the decrease was the intensified
work of the police in the area of prevention, an increase in the number of patrols in preventing
street criminality - robberies, better security measures applied to structures (banks, gambling
venues, etc.), prevention of crimes against elderly people, etc.

For the monitored period 2016 to 2019, there were 2409 cases of conviction for criminal
violence (43.74 % of the total number of violent criminal offences), and in 10 cases, the penalty
of forfeiture of a thing was imposed, in five cases the penalty of forfeiture of property, and in
18 cases, the protective measure of confiscation of a thing.

Damage caused by criminal violence amounts to EUR 20,691,000.00, which is a share
of 0.75 % in the overall damage.

Perpetrators of criminal violence used firearms to strengthen the threat and often
committed their act in a particularly brutal manner. Mostly, they were under the influence of
alcohol, and cases of commission under the influence of drugs were also recorded. The
perpetrators were predominantly young and middle-aged people, who utilised their physical
predominance over victims, such as women, children or elderly people. The motive of conduct

6 Premeditated murder Article 144, Murder Article 145 (old Article 219), Robbery Article 188 (old Article 234),
Extortion Article 189 (old Article 235), Gross coercion Articles 190, 191 (old Articles 235a, 235b), Prohibited
acquisition and possession of firearms and trafficking in them Articles 294, 295 (old Articles 184a, 185)
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for this criminal activity was a poor financial situation; the perpetrators concealed their identity
by masking. The perpetrators were interested in particular in financial resources, mobile
phones, jewellery or other personal belongings and documents. The profit/proceeds of crime
are the subject of the perpetrator’s private consumption.

The composition of the most serious and most frequently prosecuted criminal offences
has not changed compared to the previous assessment, it includes robbery, extortion and
prohibited acquisition and possession of firearms and trafficking in them. There was a change
in relation to ML area, where extortion remains and robbery is a new criminal offence
(previously serious threats).

Violent criminal offences prosecuted most frequently
25.51% 34.07%

\
.—

35.83%

m robbery
extortion

prohibited acquisition and possession of firearms and trafficking in them

There is a gradual decrease (1 round of NRA - 2479 cases, 2" round of NRA — 1973
cases) for the criminal offence of extortion, which carries along potential legalisation
continuation. Most frequently, the criminal offence of extortion was committed by juveniles
and unemployed people, who used weapons, and cases committed under the influence of
alcohol or drugs were also recorded.

In this context, it is necessary to perceive a medium-low degree of ML threat only in the
cases of serious criminal activity of extortion prosecuted within the competence of the SPO. In
particular members of criminal groups are included because extortion is among the ways in
which they obtain illicit profits. However, the trend of ML threat is considerably decreasing.

As in the previous assessment, street robberies represent the biggest percentage of
criminal offences of robbery.” In this criminal activity, equally as in the previous period,
victims were in particular randomly selected individuals; the perpetrator or perpetrators used
the situation, attacked the person without preparation and under the threat of violence, using
violence or a weapon, they robbed them (in particular cash, mobile phones). During robberies
in structures (shops, betting offices, gambling venues, casinos, banks), the perpetrators escape
in general along an escape route prepared in advance, and to commit this criminal activity, they
use settled and busy areas to be able to merge into the crowd and escape a possible pursuit and

" In terms of long-term statistical reporting and with respect to the character of the
criminal offence, the criminal offence of robbery is included in criminal violence.
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detection.

Compared to the previous period, the overall damage caused by the criminal offence of
robbery recorded a significant decrease from EUR 8,902,000.00 to EUR 2,572,000.00, which
represents a share of 0.09 % in the overall damage. The motive of activity in robberies was a
poor financial situation, which the perpetrators tried to solve by robbing people, who were
expected to give in easily (elderly people, women), and through robberies in structures, where
sufficient amount of financial resources was expected. The level of ML threat for robbery is
medium-low with a downward trend.

For individual years of the assessed period 2016-2019, it can be stated that the
occurrence of premeditated murders was comparable in individual years, ranging from 16
cases in 2019 to 22 cases in 2018 (2016 — 17 cases, 2017 — 20 cases). Compared to the previous
assessment period, there was a slight increase in premeditated murders.

Premeditated murder is a criminal offence very similar to the criminal offence of
murder. The difference is in its objective aspect, i.e., in the perpetrator’s motive considered in
advance to kill another man, and is characterised by planning with the use of a moment of
correct timing of the execution. We can say that these are murders to order and for money. It
still applies to this most serious criminal offence that its investigation poses particular
challenges to the way of documenting, including related financial aspects.

In connection with the commission of the criminal offence of premeditated murder in
the assessed period, no investigation into the criminal offence of legalisation of proceeds of
crime took place. Therefore, in the following period, the police will have to focus on the activity
of perpetrators of criminal offences of premeditated murders committed with the intention to
obtain property-linked benefit, to seize the benefit or find it, thus to ensure efficient confiscation
of proceeds of crime.

The particularly serious crime of premeditated murder of an investigative journalist and
his fiancée committed in February 2018, which also strongly affected the development of
further events in Slovakia, was among the cases with the greatest media coverage. Foreign
partner units and Europol also participated in the investigation into this criminal case; Threema
application data was seized and extracted and it became underlying data for many other criminal
prosecutions. In September 2018, four people were charged with an offence of premeditated
murder, and in October 2019, a motion for indictment against the persons accused was filed.
Two persons indicted were found guilty of the premeditated murder and they were sentenced
to 15- and 25-years’ imprisonment. In 2019, the results of evidence in this case helped clear up
additional older murders from 2011 and 2016 that had not been cleared up, and preparations of
premeditated murders of three prosecutors were cleared up, where five people were charged
with murder preparation. The results of evidence also brought additional suspicions of criminal
offences of corruption of various public officials, which are mostly under investigation today;
18 persons were charged, out of it 13 judges from various courts were actively working as
judges at the time of charge.

30



ML THREATS

The assessment team also paid special attention to the aspects of combating illicit
manufacturing, possession of trafficking in firearms, ammunition and explosives.® Based
on knowledge obtained from the results of operational and search activity and investigation in
this section of criminality it should be noted that despite tightening up partially the legislation
regulating the possession and sale of Flobert guns, during the monitored period, the legal
arms market in the Slovak Republic was abused by perpetrators, who easily procure
expanding long and short guns without any registration or licence to possess and
subsequently, they easily convert them into guns capable of shooting. Perpetrators purchase
weapons in general from legal vendors in the territory of the Slovak Republic and then, they
modify them themselves or with the assistance of other people so that the guns can be used to
shoot usually with 9mm cartridges, which means that a D category weapon according to Article
7 (1) (a) of the Act on Firearms and Ammunition® becomes A category weapon according to
Article 4 (2) (g) of the quoted act. The modified — prohibited weapons are sold by
perpetrators directly or through other people for unascertained prices with profit to
people from foreign organised crime, usually in the Netherlands, Italy, Belgium, France
and other countries.

Within the OTF LYNA action days in December 2019, a case was detected in
cooperation with Europol (AP&WE), it was a case of particularly serious crime of prohibited
acquisition and possession of firearms and trafficking executed within the framework of
international judicial and police cooperation with the authorities of the United Kingdom, Italy,
Belgium, the Netherlands, and Poland with a working title “LYNA”. For the purpose of
purchase of Flobert guns, their illicit reworking to functional firearms and subsequent sale on
behalf of a business company with its registered office in the SR, after a previous order,
members of an international organised group ensured the purchase of functional firearms, they
had them converted into D type weapons — Flobert by certified manufacturing and test shops
and knowing that the weapons can be and are reworked to functional firearms, they collected
them for citizens of Ukraine acting under a different identity provided into the book of Flobert-
type guns with a common goal to cover the real intention of handling the purchased Flobert
guns. Then, the citizens of Ukraine transported the purchased firearms to an industrial building
in the District of Kosice, where they converted them into functional firearms without respective
permit, using the procured tools; subsequently, they transported them and sold with profit to
various people in the countries of Western Europe. This activity provided them with financial
benefit amounting to at least EUR 152,000.00. In this case, more than 180 firearms were seized
(both short and long), main parts of firearms (prohibited parts of firearms — frame, barrel, slide),
various vice and metal-working fixtures, tools and parts of inserted barrels after the reactivation
of firearms from a Flobert-type weapon precursor to an efficient firearm, and a great amount of
smuggled goods (amber). During the monitored period, the group committing this criminal
activity purchase 1503 weapons and reworked them; the price of modifications amounted
to EUR 13,950.00. With a margin of 16.25 %, this would reach a financial benefit of EUR
172,848.80, and the subsequent sale price within the Slovak Republic would amount to
EUR 1,250,491.00. A hypothetic, however, really possible maximum profit in the

8 In terms of long-term statistical reporting and with respect to the character of the criminal offence, this type of
criminal activity is included in criminal violence.
®Act No. 190/2003 Coll. on firearms and ammunition and on the amendment to certain acts
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Netherlands could represent an amount of EUR 5,318,455.00, in the United Kingdom even
EUR 8,509,528.00.

From information obtained in connection with the “LYNA” case it was obvious that the
main accused person purchased a single-family house, for which they paid in cash, and
despite the police’s effort to prove the income from the above criminal activity, the accused
person was not prosecuted for the legalisation of proceeds of crime because their legal activities
overlapped the illicit activity, thus, evidence of legalisation would be disputable according to
the Prosecutor’s Office. Thus, it was not obvious which activity was at the end of the main
criminal offence, from which the income had been obtained, and what it included, and where
the criminal offence of legalisation of proceeds of crime started. The accused person sold a
great quantity of firearms, which had not been seized yet as illegally reactivated, thus, their sale
was legal. In other words, such weapons were sold for a purpose different from commission of
criminal activity. In connection with the LYNA case, about 150 D Category firearms were
seized, which had been with poor quality reworked from efficient firearms and could have been
or should have been used for further sale and possible reactivation; a decision on the forfeiture
of these firearms will be made by a competent court. The pre-trial proceedings in this criminal
case (LYNA) are pending.

The report of EUROPOL SOCTA from 2017 contains a case from 2016, when two
members of the Italian mafia clan ‘Ceusi’ were arrested on charges of firearms trafficking.
They had legally purchased over 160 decommissioned expansion firearms (at that time, in
Slovakia, these firearms could be sold using the identity card also online, via the internet), some
of the firearms were reactivated and sent to Malta or to Italy by a forwarding company. After
illicit reactivation to efficient firearms, the value of the weapons increases several times on the
foreign market. After the reactivation, several thousands of Euros can be obtained abroad for
an expansion weapon, which cost originally hundreds of Euros. If a greater number of
reactivated firearms is sold, illicit proceeds of this activity can be considerable. The Slovak
police provided the Italian police with necessary collaboration in this case, and based on
information provided by Slovak police authorities, other buyers were identified, who had links
to Italian organised crime abroad.

It can be stated, also using the cases investigated so far as a basis, that purchases of
greater quantities of these firearms by individuals but in particular by organised groups, their
subsequent reactivation to efficient firearms and abuse in committing criminal violence could
also represent an ML threat. Such form is then capable of generating considerable volumes of
proceeds, especially when there are links to cross-border form of criminality. It results from the
executed case that illegal firearms are placed and proceeds are generated in particular in EU
Member States. It should be noted that if the competent institutions and the legislator adopted
sufficient legislative measures in the form of more thorough record-keeping of Flobert guns
(Article 7 (1) (a) of Act No. 190/2003 Coll.), as well as an accurately defined modification of
such firearms from efficient firearms, the interest in purchasing them in the territory of the SR
would be minimised. Both individuals and organised groups abuse gaps in the legal system of
the SR, when they trade in weapon precursors and generate legal profits in the SR, while after
the reactivation, these precursors are abused to generate illicit profits and commit criminal
violence.
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With respect to a high latency of this criminal activity, the volume of illicit trafficking
in firearms and the proceeds of this activity cannot be relevantly estimated.

2.1.2. Forecast of ML threat development in criminal violence

In the next period, a stagnation or a moderate increase in criminal violence is expected.
Poor economic and social situation, as well as alcohol and drugs can be considered the most
important acceleration factors which will affect the development of criminal violence. Other
significant acceleration factors will include unemployment, violence in media, racism and
xenophobia, low penalties. The development of this criminality can be likewise affected by the
global pandemic caused by the COVID-19 disease. On the contrary, experts provide factors of
criminal violence weakening, such as prevention, improvement of economic situation and
reduced unemployment; however, they are only considered to be probable.

In general, it can be expected that criminal violence will continue to have a marginal
significance in relation to possible generation of proceeds of crime and their subsequent
legalisation, without a significant change of tendency. The organised form of commission of
certain types of criminal violence and trafficking in firearms, especially linked to cross-border
form of criminality, should still be considered an ML threat.

2.2. Criminal offences against morality *°

2.2.1. ML threat factors

In terms of ML threat, in particular trafficking in human beings (hereinafter “THB”) has a potential to
generate proceeds of crime; the proportion of unrecorded proceeds is higher than the value of detected proceeds.
Taking into account this fact, the ML threat is medium-low and the trend of development without change.
However, in terms of Criminal offences against morality as a whole, the proportion of ML threat in terms of
unrecorded proceeds is not significant.

The occurrence of criminal offences against morality in terms of their number is not very significant.
Their share in the overall criminality increased by 0.42 % (previously by 0.13 %) compared to previous assessment.
The biggest percentage was recorded in 2019 (0.53 %) and the lowest one was recorded in 2016 (0.27%). An
increase in the number of detected criminal offences against morality compared to the previous assessment was
recorded in particular for the criminal offence of dissemination of child pornography and production of
child pornography, and it results from an increased activity of the police in the area of detection of the
criminal offence of dissemination of child pornography, as well as the risk identification and measures
adopted after the first round of the NRA. On the contrary, there was a decrease in the criminal offence of
pimping compared to the previous assessment. Taking into account the latency of criminal offences against
morality, it is difficult to evaluate their indicators because victims often hide the consequences of the trauma
caused, or there are various cases of sexual abuse. Therefore, it is difficult to determine the accurate amount of
damage caused by this criminal activity. Because of the latency of this criminal activity, it is difficult to
determine the amount of proceeds, however, according to the findings from investigation into this criminal activity,

10 pimping Article 367 (old Article 204), Production of child pornography Article 368 (old Article 205b),
Dissemination of child pornography Article 369 (old Article 205c), Possession of child pornography Article 370
(old Article 205d), Trafficking in human beings Article 179 (old Article 246)
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the profit/proceeds are the subject of the perpetrator’s private consumption (e.g., purchase of motor vehicles,
acquisition of real estate), and they are continuously spent.

For the monitored period 2016 to 2019, out of the total number of criminal offences
against morality, there were 282 cases of conviction (a share of 26.28 %), and in 23 cases, the
penalty of forfeiture of a thing was imposed or the protective measure of confiscation of a thing,
however, these do not cover significant volumes of proceeds of crime.

Even despite an increased growth of criminal offences against morality compared to the
previous assessment, the stabilisation of these criminal offences at the level of occurrence for
the period of the previous four years is expected.

As regards the organised form of commission of criminal activity of trafficking in
human beings (hereinafter THD), from 2016 to 2019, total 13 organised groups were
investigated, with the purpose of labour exploitation in four cases, forced begging in four cases,
sexual exploitation in two cases, and sexual exploitation along with forced marriages in
additional two cases.

The absolute majority of perpetrators were males abusing a poor social and family
situation. Young people, women and children become victims of this criminal activity most
frequently. In most cases, victims knew the perpetrator.

Total number of criminal offences against
oralit
';'1 44 y
-y
trafficking in human
| beings
: pimping
938 child pornography

In terms of ML threats, THB is significant; it is among the most lucrative activities with
an international aspect. It is carried out for various purposes, however, compared to the previous
assessment, the biggest percentage belongs to sexual and labour exploitation followed by forced

begging.

Within the EU, THB is among key threats, and today, it represents one of the most
spread forms of international organised crime. It is a phenomenon bringing profits to its
organisers that are comparable with profits from illicit trafficking in drugs or firearms.

Based on the investigation into circumstances of this type of criminal activity we can
state that the financial resources obtained by the criminal activity from THB, i.e., proceeds of
crime, are used by perpetrators mostly for their own needs, both in the territory of the SR
and abroad (construction of houses in the SR, lease of houses in the UK, purchase of expensive
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cars, jewellery, arrangement of doggish wedding parties and celebrations of family members).
According to obtained information, currently, proceeds generated abroad prevail, however,
only very little compared to proceeds in the territory of the SR.

With 91 cases, THB represents 8.48 % of the total number of criminal offences against
morality, and 22 convictions fall on this criminal offence (a share of 24.18 %), the penalty of
forfeiture of a thing was imposed in one case. No penalty of forfeiture of property or protective
measure was imposed.

After assessing the statistical data for the period 2016 to 2019, we can state a significant
qualitative change: the SR is not only a traditional country of origin or source country of THB
victims, just as in the previous period; we also record an increase in the identified victims
exploited in the SR as a target country, where the number of victims in the monitored period
even exceeded the number of victims exploited in the United Kingdom of Great Britain and
Northern Ireland (hereinafter “Great Britain”), which, in the long term, has been a country with
the highest number of exploited Slovak victims. In 2016 to 2019, the SR was a source country
in particular for Great Britain and the Federal Republic of Germany (hereinafter “Germany”),
as well as other European countries.

In 2019, the first victim of THB was identified, coming from a non-EU country; it was
a young woman of Afghan origin, who was sold by her own father in Iran for the purpose of
forced marriage with a man of Afghan origin living in Germany. During the air transportation
to Germany, the girl was identified by Slovak police authorities when entering the SR and
placed in the Centre for Families and Children. The marriage itself did not take place.

In most cases, perpetrators charged with the criminal offence of THB were Slovak
nationals and only seven perpetrators were foreigners (ltaly, Romania, Hungary, Pakistan,
Serbia, Czech Republic and Poland).

The perpetrators of the criminal offence of THB are sometimes individuals; however,
more frequently they are groups of traffickers. Victims are usually recruited in the SR and
exploited abroad or within the SR. Groups of traffickers consist either only from men or these
are mixed groups of men and women. There were women as individual perpetrators in THB
cases in particular for the purpose of sexual exploitation. In cases of forced begging men prevail
as perpetrators. When recruiting victims, perpetrators use fraudulent conduct and trickery, when
they promise the victim a well-paid job abroad. During the exploitation itself, perpetrators use
various methods, from coercion and mental pressure to violent methods of coercion by locking,
beating, deprivation of food, etc. Perpetrators are often from close surroundings of the victim.
Depending on the person and their age, place of origin and the purpose, the amount collected
when selling a person, ranges from EUR 3,500.00 to EUR 20,000.00.

Almost all identified THB victims in the period 2016 to 2019 were Slovak citizens (199
victims), seven foreign victims were recorded within the monitored period (Romania, Hungary,
Serbia and Afghanistan). Some of the victims were exploited in several countries; therefore, the
number of victims exploited in individual countries is slightly higher than the total number of
identified victims.
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In the area of THB, female victims continue to prevail over male victims; however, we
have recorded an increased number of child victims of THB; they are exploited in particular in
Slovakia. In sexual exploitation and forced marriages, victims are almost exclusively
women; in labour exploitation, victims are mainly men, in THB for the purpose of forced
begging, victims are men to a greater extent than women. Forced Roma marriages represent a
new purpose of THB recorded for the first time in 2017, where victims are minor and youthful
girls from the Roma community. Victims are also individuals attending special schools due to
physical or mental handicaps. The perpetrator’s profit ranges from several hundred of
Euros to several thousands of Euros.

As regards the forms of exploitation, the situation in the SR is equal to the one in other
EU countries and globally, where sexual exploitation prevails (46% of cases), followed by
forced begging (19% of cases), labour exploitation (13% of cases), forced marriage (11%), and
the rest were combinations of the above purposes of exploitation (11%). Some victims were
also abused through several forms of THB, e.g., sexually and by being forced to contract
marriage of convenience.

In detecting and investigating THB cases with an international element, the national unit
cooperates in particular with the international institutions Europol and Interpol, through the
seconded police staff sent to execute civil service abroad, as well as through a direct contact
with police services of EU Member States interested. The system of requests for mutual legal
assistance or the submission of a criminal case abroad is also utilised intensively. However,
within the international cooperation, the conclusion of agreements on joint investigation teams
(hereinafter the “JIT”) is most practical and well-proved; they are used to facilitate investigation
and criminal prosecution, obtain evidence and relevant information, and greatly contribute to
successful conviction of perpetrators, to the thwarting of their activities; evidence obtained can
be used for the purposes of criminal prosecution and seizure and forfeiture of proceeds of crime
in both countries.

The activity of the first JIT (SVANETIA) in history was successfully finished in 2017
(the agreement for setting up the JIT was signed in 2013); Great Britain was a party to the
agreement. The case concerned sexual exploitation of Slovak victims and contracting forced
marriages in the territory of Great Britain with third-country nationals for the purpose of
regularisation of their stay in the territory of the European Union. In 2016 — 2019, the national
unit was member of other four JITs; competent units of Great Britain were a party in all of
them: JIT SYNAPSIS (sexual exploitation and forced marriages of Slovak women in Great
Britain) from 2016, whose activity was terminated by the Slovak party in 2018, JIT ROBOTIC
(labour and sexual exploitation of Slovak victims in Great Britain) from 2017, JIT LANGSAT
(labour exploitation of Slovak victims in Great Britain) from 2017, and JIT TENYCAPE
(labour exploitation of Slovak nationals in Great Britain) from 2019; within the last three JITs,
cooperation still continues.

In the criminal cases investigated by members of the National Unit for Combating
Illegal Migration (NJBPNM) in connection with the criminal offence of THB, financial
investigation is carried out in relevant cases, which verifies the property profile of the
suspicious or accused person, in order to detect transfers of financial resources from criminal
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activities and to ascertain the amount of unjust enrichment from criminal activities based on
which the merits of the criminal offence were qualified.

Despite the fact that THB is a predicate criminal offence for the legalisation of proceeds
of crime, the financial investigations carried out in THB cases in the period 2016 — 2019 did
not manage to obtain sufficient evidence and prove that perpetrators had obtained their
property through criminal activities or from proceeds of crime, based on which criminal
prosecution for the criminal offence of legalisation of proceeds of crime could have been
commenced. Within the investigated cases of trafficking in human beings, the perpetrators
continuously consumed the income obtained from criminal activities to cover their costs of
living and to finance their addictions (drugs, alcohol, gambling machines). As no evidence
proving the acquisition of perpetrators’ property or financial resources from criminal activities
was obtained, proceeds within the investigated cases of the criminal offence of trafficking in
human beings were not drained.

Compared to the previous assessment, a significant increase in the number of detected
criminal offences in the area of child pornography*! was recorded. The increase was recorded
in particular for criminal offences of dissemination of child pornography and production of
child pornography; there are 794 of these cases in this period. This increase also results from
an increased activity of policemen focused on detecting this criminal offence. However,
with respect to the virtual nature of this criminal activity, it is difficult to ascertain the exact
number of victims and more detailed data on them. As in the previous period, girls prevail as
victims of this criminal activity, boys represent a smaller share.

Out of the total number of 938 cases concerning child pornography detected in 2016 to
2019, in 225 cases, a conviction was issued (23.99 %) and in 19 cases, the penalty of forfeiture
of a thing or a protective measure was imposed, thus, the instruments used to commit this
criminal activity were confiscated.

In some cases, the criminal offences of child pornography may occur concurrently with
one or more other criminal offences, mostly from among criminal offences against morality and
criminal violence!?.

Despite the fact that the clear-up rate is not high, compared to other types of criminal
offences, the fact that in this criminal activity it is possible to carry out a very efficient
retrospective investigation because the process of creation and storage of digital tracks is
different from other, for example, biological traces or shoeprints (in this case, the track is de
facto indestructible because any activities leading to its removal allow the creation of other
tracks) can be considered a positive aspect. If a perpetrator uses technical means to conceal
their identity or activity (e.g. anonymous proxies), once having been revealed, this fact becomes
an aggravating circumstance.

11 Production of child pornography Article368 (old Article 205b), Dissemination of child pornography Article 369
(old Article 205c¢), Possession of child pornography and participation in child pornographic performance Article
370 (old Article 205d)

12 Bodily harm (Articlel55, Article156, Article157), Illicit distribution of drugs (Article174), Serving alcoholic
beverages to minors (Article175), Extortion (Article189), Duress (Article192) etc.
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It is exactly the area of dissemination of pornography, where the internet as a source of
communication brought possibilities of more efficient and faster dissemination with the
preservation of a great amount of anonymity, thus hindering the work of law enforcement
authorities.

With respect to the character of child pornography, damage amounting to EUR
83,000.00 was ascertained for the assessed period; however, it can be assumed that the volume
of perpetrators’ proceeds is higher.

Out of the criminal offences of child pornography, the criminal offence of dissemination
of child pornography represents a medium-low ML threat with an upward trend because it is
difficult to estimate the expected amount of unrecorded proceeds, however, it is definitely
higher than in the reported crime.

2.2.2. Forecast of ML threat development in criminal offences against morality

In general, it can be stated that there is a gradual increase in the detected criminal
offences against morality, and in the next period, stabilisation of these criminal offences is
expected at the level of average occurrence for the period of last four years or a moderately
rising trend. Mass media promoting violence and dysfunctional families are the most important
acceleration factors of criminal offences against morality, which will probably take place in the
following years. The development of this criminality can be likewise affected by the global
pandemic caused by the COVID-19 disease. However, criminal offences against morality will
continue to be a small-share category of criminality.

An increase in the commercially motivated criminal activity (pimping, THB), which is
a source of illicit proceeds, will represent the highest rate of ML threat from this type of
criminality. The influence and importance of the internet as an important factor of ML threat
for the expansion of criminal offences against morality will continue to grow.

The THB itself and its latency is also affected by the international character of this
criminality, lack of willingness of victims to cooperate with competent authorities, lack of
evidence convicting traffickers in human beings, as well as the variety of data collection
methodologies and THB definition itself in individual countries.

2.3. Criminal offences against property*3

2.3.1. ML threat factors

In assessing criminal offences against property, it was found out that in terms of ML
threat, the criminal offence of theft still has the highest potential to generate proceeds; its

13 Theft Article 212 (old Article 247), Failure to pay wages and redundancy payment
Article 214 (old Article 248a), Unlawful enjoyment of a thing of another Article 215 (old
Article 249)
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assumed amount of unrecorded proceeds is slightly higher, the ML threat is medium-low with
a downward trend.

The criminal offences of failure to pay wages and redundancy payment and of unlawful
enjoyment of a thing of another represent a low ML threat with a downward trend.

In terms of assumed amount of unrecorded proceeds in these criminal offences we can
state that the proportion of the amount of unrecorded proceeds is not significant. The ML threat
in criminal offences against property as such is medium-low with a downward trend.

As in the previous assessment, criminal offences against property constantly occupy a
dominant position in the general composition of criminality, both in the number of committed
criminal offences and in the number of prosecuted persons. The number of prosecuted persons,
however, despite the dominant position, has a most significantly decreasing tendency (from
15,038 cases in 2019 to 22,414 cases in 2016). Compared to the previous assessment, there was
a significant decrease in criminal offences against property (162,396 cases in the previous
assessment). The percentage of prosecuted persons in total exceeds one half, i.e., 55.42 %
with a stabilised tendency.

The decrease in criminal offences against property is not so much ensured by the entities
responsible for control, it is rather supported by potential victims. Citizens behaving ever more
responsibly provide fewer opportunities to perpetrators. In addition to an improved technical
level of protection of property, insurance companies are also more cautious in verifying
fictitious thefts.

In the monitored period of the years 2016 to 2019, out of the total number of 77,278
criminal offences against property, there were 21,044 convictions (27.23 %), in 23 cases, the
penalty of forfeiture of a thing was imposed, in four cases the penalty of forfeiture of property,
and in six cases, the protective measure of confiscation of a thing was imposed.

The damage caused by criminal offences against property, thus, also the potential
volume of proceeds of crime in the monitored period amounts to EUR 164,052,000.00, it is a
considerable decrease compared to the previous assessment amounting to EUR 597,174,000.00.
In individual years, the damage caused ranged from EUR 33,309,000.00 (2019) to EUR
47,124,000.00 (2017), i.e., the damage caused by criminal offences against property has a
decreasing tendency by 29.32 %. The damage ascertained within criminal offences against
property represents 5.97% of the damage ascertained in overall criminality in the monitored
period.

The profits or proceeds from criminal offences against property are to a great extent
the subject of the perpetrator’s private consumption.

As in the previous assessment, the factors affecting criminal offences against property
include:
- unemployment resulting in lack of resources for the basic necessities of life,
- decreased standard of living, poor social and life economic conditions,
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- drug addiction,
persisting lack of willingness of citizens to cooperate with the police.

As regards territory, thefts are committed in particular in large cities, where there is a
greater concentration of objects of interest of perpetrators, as well as greater anonymity in
comparison with the rural environment. In many cases, inattention and carefree approach to
people’s own things play a great role.

Thefts of high-value things, in particular motor vehicles and machines, which persist in
the long term, have a special importance in relation to the issue ML threats. There is also an
organised form of this criminal activity, in particular in stealing goods transported by freight
road transport, as well as in the area of flat and recreational structure burglaries.

As regards the way of commission of criminal offences of theft, burglary prevails,
mostly in the form of violent overcoming of the securing obstacles (breaking open the windows,
doors, breaking the windows, breaking the locks), however, the forms characterised by a
more sophisticated approach with the use of specially modified burglars’ tools were
identified only in a few isolated cases. In terms of the amount of caused damage and frequency
of recorded occurrence, thefts including burglary are among serious and most frequently
committed criminal offences against property.

Compared to the previous assessment, there was a significant decrease in the number of
thefts including burglary from 52,195 cases to 20,204 cases.

Thefts of motor vehicles (hereinafter “MV”) form a separate category; they are
committed mostly in bigger towns. The number of detected cases, as well as the clear-up
rate has dropped compared to the previous assessment. The adoption of measures, such as
originality check, connection of the SR to the information system of record-keeping of drivers
and vehicles EUCARIS (interconnection of national records of vehicles), control of fictitious
imports, as well as a significant increase in the international police cooperation within
national contact points for car criminality CARPOL contributed to the decrease in the
number of thefts of MV.

MV theft perpetrators are mostly well-organised groups equipped with the state-of-
the-art electronic devices (e.g., GSM and GPS signal jamming) having knowledge of MV anti-
theft devices and the ways of bypassing them, of the location of identifiers and the way of
falsification of MV documents. Most frequently, stolen MV are dismantled for spare parts.
Cases were recorded with an increase in the number of legalised vehicles, which had been stolen
abroad and after legalisation, they had been returned to the used car market within the countries
of the European Union. On a large scale, stolen vehicles were imported to Slovakia, the identity
was changed and legalisation was carried out with authentic blank documents, falsified vehicle
documents and authentic documents of fully damaged and destroyed vehicles. Legalisation was
also confirmed by originality check stations, where modus operandi is based on the principle
of loyal persons working at originality check stations, who, for cash, designated a modified
vehicle as a vehicle in good order but it was a vehicle with modified identifiers and had been
acquired during criminal activity.
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Thefts including burglary and thefts of motor vehicles
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Petty thefts in shops qualified pursuant to Article 212 (2) (g) of the Criminal Code
represent a part of detected thefts. This criminal activity is committed by people at the margins
of society who procure food, cigarettes and alcohol in such a way. A high degree of recidivism
is recorded among the perpetrators of this criminal offence. The application of the above
provision, which has lasted several years, did not contribute to reduction in petty thefts in shops.
This provision did not dissuade the persons previously penalised for the delinquency from
further unlawful conduct despite the fact that under certain circumstances (“has been sanctioned
for such offence in the past twelve months”) they can be liable to a term of
imprisonment of up to two years.

The above unlawful conduct has almost no potential of ML threat, does not generate
income which could be the subject of legalisation of proceeds of crime. However, the above
provision of the Criminal Code disproportionally burdens law enforcement authorities and
courts and consumes resources which could be otherwise used for investigation and criminal
prosecution of serious criminal activities.

Criminal offences based on fraudulent conduct!* with 11,053 cases represent a great
share of criminal offences against property with a potential of ML threat, however, with respect
to their character, they are classified into criminal offences of economic nature (22.85 %
of the total occurrence of criminal offences of economic nature, more details in Chapter
2.4.). The total damage caused by the above criminal offences in the monitored period amounts
to EUR 314,552,000.00, which means 11.45 % of the total damage. In this area, too, there
was a decrease in the damage caused by EUR 364,813,000.00, which means 46.30 % compared
to the previous assessment.

1% Fraud Article 221 (old Article 250), Credit fraud Article 222 (old Article 250a),
Insurance fraud Article 223 (old Article 250c), Subsidy fraud Article 225 (old Article 250b),
Unjust enrichment Article 226 (old Article 250d), Fraudulent bankruptcy Article 227 (old
Article 250e), Induced bankruptcy Article 228 (old Article 250f)
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2.3.2. Forecast of ML threat development in criminal offences against property

In terms of ML threat potential, only some types of criminal offences against property
have the potential to generate proceeds of crime. Based on the team’s analysis, these are mainly
thefts of high-value things.

In the next years, too, criminal offences against property will represent the most frequent
type of criminal activity, which will be accompanied by a relatively low clear-up rate of these
criminal offences. A high level of unreported criminal offences against property will also
persist. Therefore, any further drop in registered criminal offences against property need not
mean that their state really decreased.

Main acceleration factors, which will probably and significantly affect the development
of criminal offences against property in the next years, include: economic and social situation,
drugs and alcohol, unemployment and low protection of private property. This also implies that
in terms of type and volume of generated proceeds of crime, these will be mostly things of
immediate consumption; thus, these things will not bring significant stimuli for sophisticated
legalisation moments and jeopardise the functioning of the market economy.

The most important factors in decreasing the criminal offences against property in the
next years include in particular the strengthening of prevention (moderately more probable) and
repression (moderately more significant), reduction in unemployment and improved protection
of property.

Taking into account that persistence of a higher rate of latency in criminal offences

against property is expected, the threat of legalisation of proceeds of this type of criminal
activity will be at the same level as so far or will have a slightly accelerating trend.
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2.4, Criminal offences of economic nature

2.4.1. ML threat factors

In terms of overall criminal offences of economic nature, we can speak about a medium-
high threat with a sustainable tendency of threat level, where the assumed amount of unrecorded
proceeds is (disproportionately) higher.

Although perpetrators of criminal offences of economic nature are in general interested
in profit, in terms of ML threat, it is not a homogeneous criminality. Only some criminal
offences have the potential to generate significant proceeds with the need of subsequent
legalisation, in particular:

- tax crime, in particular:

a) tax and insurance premium evasion (high threat, downward trend, the proportion
of unrecorded proceeds is higher),

b) failure to pay tax and insurance premium (medium-high threat, unchanged trend,
the proportion of unrecorded proceeds is higher), and

15 Embezzlement Article 213 (old Article 248), Unlawful manufacturing and enjoyment
of payment means, electronic money or other payment card Article 219 (old Article 249c),
Fraud Article 221 (old Article 250), Credit fraud Article 222 (old Article 250a), Insurance fraud
Article 223 (old Article 250c), Subsidy fraud Article 225 (old Article 250b), Unjust enrichment
Article 226 (old Article 250d), Fraudulent bankruptcy Article 227 (old Article 250¢), Induced
bankruptcy Article 228 (old Article 250f), Usury Article 235 (old Article 253), Forgery,
fraudulent alteration and illicit manufacturing of money and securities Article 270 (old Article
140), Tax and insurance premium evasion Article 276 (old Article 148), Failure to pay tax and
insurance premium Article 277 (old Article 148a), Tax fraud Article 277a, Failure to pay tax
and insurance premium Article 278 (old Article 148b), Counterfeiting and altering a public
instrument, official seal, official seal-off, official emblem and official mark Article 352 (old
Article 176), Abusing participation in economic competition Article 250 (old Article 149),
Unlawful business activity Article 251 (old Article 118), Unlawful employment Article 251a,
Unlawful trading in foreign currency and providing foreign-exchange services Article 252 (old
Avrticle 118a), Breach of regulations governing imports and exports of goods Article 254 (old
Article 124), Breach of regulations governing the handling of controlled goods and technologies
Articles 255 (old Article 124a), 256 (old Article 124b), 257 (old Article 124c), Distortion of
data in financial and commercial records Article 259 (old Article 125), Damaging the European
Communities' financial interests Article 261 (old Article 126), Endangering trade, bank, postal,
telecommunication and tax secrets Article 264 (old Article 122), Insider trading Article 265
(old Article 128), Contrivance in public procurement and public auction Articles 266 (old
Article 128a), 267 (old Article 128b), 268 (old Article 128c), Harm caused to a consumer
Article 269 (old Article 121), Unfair trade practices Article 269a
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- certain types of fraudulent acts, in particular:

a) MTIC frauds (medium-high threat, upward trend, the proportion of unrecorded
proceeds is higher),

b) CEO frauds (medium-high threat, unchanged trend, the proportion of unrecorded
proceeds is higher),

¢) subsidy fraud and fraudulent bankruptcy (medium-high threat, downward trend,
the proportion of unrecorded proceeds is substantially higher).

The following represents a special ML threat:

- Distortion of data in financial and commercial records (medium threat, unchanged trend,
the proportion of unrecorded proceeds is higher),

- Damaging the European Communities' financial interests and Contrivance in public
procurement and public auction (medium threat, upward trend, the proportion of
unrecorded proceeds is slightly higher).

Abuse of schemes of legal persons is an important aspect of predicate criminal offences
of economic nature with a significant level of ML threat with an unchanged trend; the
mechanism of their abuse continues to develop and transform itself which represents a special
challenge for AML/CFT entities.

As in the previous assessment, criminal offences of economic nature represent the
second most extensive group of criminality in terms of the number of detected criminal
offences. They are characterised by a high latency, with often large profits obtained by
perpetrators, much higher than for criminal offences against property.

In criminal offences of economic nature, proceeds generated in the territory of the SR
prevail; they are either invested within financial markets or in real estate, cars and for personal
consumption.

As regards the qualitative aspect, it is necessary to note a rising trend of the volume of
detection and prosecution of carousel frauds and related abuse of sophisticated schemes of legal
persons with cross-border generation of proceeds of crime.

In the monitored period 2016 to 2019, out of the total number of 48,381 criminal
offences of economic nature, there were 11,125 convictions (22.99 %), and in 56 cases, the
penalty of forfeiture of a thing was imposed, in nine cases the penalty of forfeiture of
property, and in 14 cases, the protective measure of confiscation of a thing was imposed,
which represents a positive increase compared to the previous period.

Compared to the previous assessment, there was an increase in the total damage caused
by criminal offences of economic nature by EUR 410,091,000.00 to EUR 2,032,443,000.00,
which represents 73.98 % of the total damage. In individual years, the damage ranged from
EUR 207,811,000.00 in 2018 to EUR 249,089,000.00 in 2019. However, in 2017, one specific
case of distortion of data in financial and commercial records pursuant to Article 259 of the

44



ML THREATS

Criminal Code was detected, with damage amounting to EUR 1,118,675,000.00, for that reason
damage in 2017 amounted to EUR 1,425,195,000.00. As in the previous assessment, tax
criminal offences and frauds represent the highest share of this criminality.

It results from the assessment of individual years that the amount of damage caused by
criminal offences of economic nature represents a high potential of ML threat in particular when
considering the clear-up rate of criminal offences of economic nature, which ranged from 48.42
% to 52.95 %.

Number of Damage caused
detected ge C: Share in the
L Clear-up by criminal
criminal Number of . overall
Year o rate in offences of s
offences of | cases clarified . criminality
economic percent economic nature in percent
in thous. EUR
nature
2016 12,927 6,259 48.42 247,094 21.39
2017 12,632 6,375 50.47 1 328 449*16 21.84
2018 11,539 5,974 51.77 207,811 22.01
2019 11,283 5,974 52.95 249,089 22.65
Total 48,381 24,582 50.81 2,032,443 21.95

The perpetrators of criminal offences of economic nature were motivated by obtaining
financial resources through:

- afailure to fulfil tax and levy liabilities by business entities,

- abuse of payment means to withdraw cash from ATMs or during cashless payments,
- abuse of financial resources made available to them for their own purposes,

- unauthorised receipt of social security benefits, and

- afailure to pay pecuniary claims to employees.

Compared to the previous assessment it can be stated that criminal offences of economic
nature have had a long-term trend of gradual decrease in the number of detected criminal
offences, with a positive aspect of gradual increase in the clear-up rate. Despite these facts
it can be expected, the unrecorded cases as well as proceeds are (disproportionally) higher
than detected cases and proceeds of this criminality (high rate of latency).

As in the previous assessment, perpetrators of criminal offences of economic nature
were people with higher education — secondary schools and universities, or these people
managed the so-called executors. These managing persons use sophisticated methods of
commission and concealment of criminal offences of economic nature.

81n 2017, a specific case (the above mentioned one) of distortion of data in financial and commercial records
pursuant to Article 259 of the Criminal Code was detected, with damage incurred that amounted to EUR
1,118,675,000.00.
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Often, in particular in the cases, in which such criminal activities cause high damage,
straw men are used in committing criminal offences. These are in particular the cases, when a
business company does not fulfil its tax and levy liabilities or it performs its business
relationships in such a way that it does not record its income in the company, subsequently, a
partner transfers their business share to a straw man, who also confirms the take-over of
accounting and tax records although it does not really happen. Subsequently, the former partner
acts in a new company with similar or identical objects of the company and uses finances
acquired by unlawful activities in the first company for the personal use.

Proving the subjective aspect of the criminal offence in the above criminal offences
is very difficult and time-consuming. Documentary evidence (e.g., accounting and tax
documents, tax returns, audit protocols, various permits and licences), professional and expert
opinions represent main evidence in criminal offences of economic nature. Criminal
proceedings depend on the provision and assessment of the above evidence.

In particular due to the absence of documentary evidence and proactive parallel
investigation, in the cases with the use of straw men, the documenting of criminal activities is
very difficult, and in general, the beneficial owner is not criminally punishable, which
represents an extraordinary potential of ML threat.

As in the previous assessment, in the monitored period, frauds in freight transport of
goods with an immanent cross-border character were also detected.

It is difficult to estimate the volume of proceeds generated by frauds in international
freight transport, however, it represents a higher rate compared to reported criminal activity; in
this context, it means a significant potential of ML threat with a stabilised or slightly decreasing
tendency.!’

The modus operandi of frauds in transport consists in pretending that transport of goods
will be carried out from one place to another in various countries of the EU by trucks; however,
after the goods have been loaded, they are not delivered, and the goods along with the truck
vanish into thin air. In these criminal activities, perpetrators in various ways conceal the real
identity of people performing and organising the transport and often even the genuine origin of
trucks. The perpetrators, who register to goods transport performance, hide behind non-existing
business entities or business entities established formally in EU countries, which do not
carry out any real business activity, and the persons acting officially in the bodies of the
companies are straw men. The perpetrators also mask their false intention to perform proper
transportation of goods by submitting forged documents necessary for goods transportation in
international freight transport.

17 The measures adopted in the assessed period already reflect the risk
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2.4.2. Tax criminal offences

As in the previous assessment period, criminal offences of economic nature recorded
most frequently were tax criminal offences.®

ML threat for tax crime is medium-high to high. The expected amount of unrecorded
proceeds or the volume of benefit obtained is disproportionately higher than for reported
criminal activities. The trend of ML threat is without any change, except for the criminal offence
of failure to pay tax and insurance premium, whose tendency is slightly rising.

Compared to the previous assessment period, in the period from 2016 to 2019, there was
a slight decrease in the number of tax criminal offences and amount of damage caused. In 2016
to 2019, 21,901 tax criminal offences were detected in total, of which 15,339 were cleared up
(70.04 %). In relation to overall criminality, tax criminal offences represented a share of 8.55
%, and damage amounting to EUR 512,188,000.00 was caused to the state budget, which
represents 18.64% of the total damage within the prosecuted criminality. The occurrence
of tax criminal offences represents 45.27% of criminal offences of economic nature.

More efficient procedures of law enforcement authorities (improved quality of
evidence), and more efficient detection of tax criminal offences (e.g., through VAT control
statement which is an invaluable source of information for law enforcement authorities)
contributed to the decrease in this type of criminal activity. These factors affect probably the
less sophisticated perpetrators who are not as dangerous as large organised groups of tax
criminals also operating in several States.

In the monitored period, out of the total number of tax criminal offences, there were
2,517 cases of convictions (a share of 11.49 %), in eight cases, the penalty of forfeiture of a
thing was imposed, in six cases, the penalty of forfeiture of property was imposed and in two
cases, the protective measures of confiscation of a thing.

It results from the statistics of individual years that the share of tax criminal offences in
criminal offences of economic nature had a rising tendency; the highest increase was recorded
in 2019 (a share of 49.61 %), and the lowest one in 2016 (a share of 42.31 %).

In 2018, in pre-trial proceedings of one criminal case connected with tax criminal
activities, the prosecutor of the Regional Prosecutor’s Office KoSice seized the whole property
of two accused persons, as well as the property, which will be acquired by these accused persons
after the seizure, using the procedure pursuant to Article 425 (1) of the Code of Criminal
Procedure referring to the provision of Article 426 (1) of the Code of Criminal Procedure
(taking into account the nature and gravity of the act and the status of the accused persons, the
imposition of the penalty of forfeiture of property should be expected).

18 Tax and insurance premium evasion Article 276 (old Article 148) of the Criminal Code, Failure to pay tax and
insurance premium Article 277 (old Article 148a) of the Criminal Code, Failure to pay tax Article 278 (old Article
148b) of the Criminal Code, and after the introduction, the criminal offence of Tax fraud Article 277a of the
Criminal Code
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Tax criminal activities are mostly seen in the area of indirect taxes, particularly the value
added tax (hereinafter “VAT”). VAT is the most important source of income of the state budget
and the second most important source of income of general government. MTIC frauds
(missing trader) leading to a failure to fulfil the tax liability, manipulation/abuse of the
VAT system and finally to making proper VAT collection in the State impossible
represent the most serious form of tax criminal activities.

In tax criminal offences, the main modus operandi is the accounting of fictitious
invoices, overvalued or undervalued invoices, i.e., a way of reducing the tax liability and
avoiding payment of tax fees.

Carousel frauds are the most dangerous form of MTIC frauds; they represent a
permanent ML threat with a rising trend.

In carousel frauds, the state of qualified forms of criminal activities persists, when
organised and criminal groups focus on committing criminal offences related to application of
excess VAT deductions through special-purpose chains of business companies, whose statutory
representatives are straw men controlled by the perpetrators. The manner of commission of this
type of tax criminal activities is virtually not changing, i.e., the creation of company chains
across several EU Member States (missing traders, buffer companies, beneficial owners,
international buffer companies), use of straw men (Slovak nationals, nationals of other EU
Member States), declaration of IC acquisition and delivery of goods/services within several
EU States, involvement of such companies in chain or carousel frauds with VAT for the purpose
of either unauthorised withdrawal of excess VAT deductions or — currently in the vast majority
of cases — tax liability evasion by unauthorised deduction of VAT by large “renown” entities
making real business to the detriment of state budgets of several Member States of the EU. The
perpetrators fully utilise the advantages of the EU single market, i.e., free uncontrolled
movement of goods and services within the EU. Mostly it concerns the circulation of goods
which are small, easily relocatable, with minimum storage demands and of high value®®.

Number of investigations of MTIC frauds in the assessed period:

Period Number of Number of Number of Scope of
commenced charges accused consequence
criminal persons
proceedings
EUR
2016 43 172 106 91,137,927.00
EUR
2017 36 38 178 49,741,186.00
EUR
2018 44 48 98 30,153,569.00
EUR
2019 37 22 80 34.680,600.00

19 The analysis of some cases investigated by the FACO identified the following commodities: milk, energy drinks,
sugar, edible oil, marble, steel, cement, scrap metal
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The documented cases concerned in particular the declaration of IC acquisition and
delivery of goods within the V4 countries (Czech Republic, Poland, Slovakia, and Hungary),
countries such as Germany, Romania also occurred to a smaller extent. As regards the
geographic division of Slovakia, the border regions with Hungary (the south of Slovakia) and
with Poland hold a specific position in committing tax criminal activities. This implies that the
tax criminal offences have a multinational character, as organisers of such frauds often include
foreign nationals, whose examination requires international judicial cooperation in the form of
legal assistance from abroad, which considerably affects the length of criminal proceedings,
and in the majority of these criminal offences, it causes considerable delays in clarifying the
case regarding the scope of cases, as well as the number of accused persons.

Another significant form of committing criminal activity with a considerable potential
of ML threat consists in withdrawing excess deductions of VAT.

Commission of this criminal activity consists in producing false supplier invoices issued
on behalf of business companies controlled by the perpetrators, usually for fictive supplies of
construction work and services in various financial volumes according to the requirements of
statutory representatives of various business entities for the purpose of accounting such false
invoices in their accounting records as expenditures for the achievement and maintenance of
proceeds. The objective is to fraudulently reduce the base of assessment of VAT and corporate
income tax. After receiving the false invoices, the statutory representatives of these business
entities perform cashless settlement of the invoices to bank accounts of the companies
controlled by a member of the group, on behalf of which the invoices were issued, and they
withdraw the remitted amounts (proceeds) for the settlement of the false invoices from the bank
account and hand them over back to the statutory representatives of the business entities, who,
according to an agreement, pay a part of the financial resources in cash usually amounting to
10 to 20 % of the value of fictive taxable payment as a reward to group members.

Detecting tax evasions is complicated because of a high rate of latency. In the conditions
of the SR, the Institute for Financial Policy determines latent VAT evasions, describes the
methodology of estimating VAT gap. The loss of state budget income can be approximately
determined by estimating. As estimated, in 2018, the VAT gap reached a value of 26.9% of
potential VAT in the SR. Compared to 2012, when the VAT reached its peak of 40.3%, it
has been reduced by more than one third. In nominal values, the difference between the
potential and real VAT proceeds in 2018 amounted to EUR 2.3 bn. (2.6% of GDP).

The perpetrators of tax frauds include both organised groups and individuals, who, in
some cases, use the untaxed money (proceeds of crime) as a source for bribes to obtain public
contracts, European funds, to purchase public property or illegally obtain other advantages,
usually from the public sector or local governments.

After the legislation concerning tax administration had been amended, the number of
cases of special-purpose mergers of companies with the objective to evade tax liabilities
increased. In such cases, straw men coming mostly from the neighbouring countries act in
the statutory bodies and as owners; they act according to the instructions of real owners.

Legalisation through a network of companies abroad is among the methods of
laundering financial resources illegally obtained from tax and credit frauds and from other
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criminal offences of economic nature in large volumes. Money is transferred using fictitious
business transactions at first to accounts of these foreign companies, and then to the accounts
of letter-box companies in offshore countries, which are owned or managed by organisers of
criminal activities of economic nature. Then, the funds from letter-box companies are
transferred to a network of accounts of other foreign companies, and from them they are
probably returned back to fraud organisers as already legalised resources for the purchase of
property or legal foreign business investments.

2.4.2.1. Impact of the adopted measures — “Tax Cobra”

The ever more sophisticated methods of commission of tax criminal activities affect the
process of their detection, which is closely connected with the demands for taking of evidence
requiring in particular time-consuming expert taking of evidence, without which it is often not
possible to clarify sufficiently the facts of the case to an extent necessary for the charging of a
particular person.

This hindered process was the reason for the adoption of measures focused on the
provision of a joint and efficient procedure of law enforcement authorities with the Financial
Administration, FACO and financial police. These are mainly interministerial meetings at
central and regional levels, and use of expert consultants.

The systematic approach in combating tax criminal activities is based on the Action
Plan to Combat Tax Frauds (hereinafter the “Action Plan”). In the period from 2016 to
2019, new control mechanisms adopted by the Financial Administration and strong cooperation
of law enforcement authorities contributed to considerable prevention of unauthorised payment
of excess VAT deductions and imposition of tax liability.

Summary of requested excess deductions and unpaid excess deductions from the data
of the Financial Administration:

Year Finding in total in EUR | Unpaid excess deductions in EUR
2016 EUR 125,852,169.10 EUR 10,410,212.16

2017 EUR 97,289,499.36 EUR 5,640,895.66

2018 EUR 99,153,719.50 EUR 3,345,844.99

2019 EUR 77,924,125.80 EUR 854,422.37

Total EUR 400,219,513.76 EUR 20,251,375.18

The Action Plan measures implemented and Action Plan updates focused on VAT
allowed reducing the volume of tax evasions in this area and also set high-quality preventive
effects.

The establishment of JACK, the interministerial analytical centre, with the

objective to provide data between the FA and PF in case of suspect entities is among the
measures (Measure No. 6) of the Action Plan.
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In connection with the fulfilment of tasks resulting from the Action Plan, based on a
Government Resolution of the SR, the project of cooperation between the Police Force of the
SR, Financial Directorate of the SR and General Prosecutor's Office of the SR, the so-called
“Tax Cobra” was initiated in 2012. It is a special unit of the above entities with a national
competence, whose purpose is to prevent business entities from committing serious tax criminal
activities, quickly exchange respective information and analyse risks through specialised
software already during the tax proceedings in connection with the verification of
eligibility of a particular excess deduction of VAT by a particular tax entity.

The success of “Tax Cobra” implementation is also proved by the data informing that
from 1 January 2012 (date of Tax Cobra establishment) to 31 December 2019, the financial
finding from completed tax audits amounted to EUR 984,820,130.99, out of which the unpaid
excess deduction of VAT amounted to EUR 88,320,035.00. The cases included mainly frauds
with commodities such as stone, crude oil, concrete steel, non-ferrous metals, cereals,
sugar, meat, timber, wine.

The results of the Tax Cobra project present its justness and high efficiency, and success
in executed cases, with the efficiency of tax audits of 91.13%.

Summary of “Tax Cobra” activity from its establishment to 31 December 2019 based
on the statistical data collected by the police:

Number | Number Damage in Saved Detention | Final judgement
of cases of accused | EUR financial ) Qualification Sentence
persons resources in
EUR
2012 - 95 531 539,192,303.25 | 88,320,035.00 | 50 Article 277 Prison sentence 2x7y.,
2019 Failure to pay | 1x5y., 1x3y., Suspended
total tax and prison sentence 3y./5y.,
insurance prison sentence 12y. +
premium fin.penalty EUR 30,000 +

ban on doing business 10y.
+ confiscation of an
amount of EUR 1,800,000

Recently, tax criminal activities have been recorded, which mean a transition from tax
frauds in the form of unauthorised refund of excess VAT deduction to the so-called
consolidation of tax liability and to frauds with electronic cash registers by unauthorised
modifications of their software.

Controls based on the digitalisation of accounting documentation and introduction of
the duty to back up and hand over the accounting documentation in electronic form to
competent Financial Administration authorities could help increase the rate of success in
detecting and proving tax criminal activities. These measures in connection with control
activities performed by tax authorities could efficiently help detect tax criminal activities and
infer criminal liability.
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2.4.3. Other types of criminal offences of economic nature with a significant potential of ML
threat

The most frequently committed criminal offences with a potential of ML threat, whose
nature causes their classification into criminal offences of economic nature?® include the
criminal offence of distortion of data in financial and commercial records pursuant to
Article 259 of the Criminal Code and the criminal offence of damaging the European
Communities' financial interests pursuant to Article 261 of the Criminal Code.

For the criminal offence of distortion of data in financial and commercial records, the
ML threat is medium with a stable trend.

For the criminal offence of distortion of data in financial and commercial records, there
was a significant decrease by 320 cases compared to the previous assessment period. During
the monitored period from 2016 to 2019, 284 cases in total were detected, which means 0.59 %
of the overall criminal offences of economic nature. On the contrary, the damage increased by
EUR 109,558,000.00 as in 2017, one specific case of distortion of data in financial and
commercial records pursuant to Article 259 of the Criminal Code was detected. This case was
connected with the eligibility of accounting of reserves and contributions to the National
Nuclear Fund of the SR and the damage caused amounted to EUR 1,118,675,000.00. Based on
this case, the total damage caused by the criminal offence of distortion of data in financial and
commercial records for the monitored period 2016 to 2019 amounted to EUR 1,127,241,000.00.

As in the previous assessment period, the criminal offence of distortion of data in
financial and commercial records included cases, when perpetrators pretended to tax or other
control authorities that they did not have certain documents at all or they had placed or hidden
them at a place where they were not available to the authorities using common means.

For damaging the European Communities' financial interests, the ML threat is medium
with an upward trend.

As in the previous assessment period, this criminal activity was focused in particular on
minor EU funds for the support of employment, within which false and mendacious documents
were submitted to the grantor of contribution in order to obtain a contribution, which was used
for another purpose. In these cases, perpetrators were mainly from excluded communities, with

20 Abusing participation in economic competition Article 250 (old Article 149), Unlawful business activity Article
251 (old Article 118), Unlawful employment Article 251a, Unlawful trading in foreign currency and providing
foreign-exchange services Article 252 (old Article 118a), Breach of regulations governing imports and exports of
goods Article 254 (old Article 124), Breach of regulations governing the handling of controlled goods and
technologies Articles 255 (old Article 124a), 256 (old Article 124b), 257 (old Article 124c), Distortion of data in
financial and commercial records Article 259 (old Article 125), Damaging the European Communities' financial
interests Articles 261 (old Article 126), Endangering trade, bank, postal, telecommunication and tax secrets Article
264 (old Article 122), Insider trading Article 265 (old Article 128), Contrivance in public procurement and public
auction Articles 266 (old Article 128a), 267 (old Article 128b), 268 (old Article 128c), Harm caused to a consumer
Acrticle 269 (old Article 121), Unfair trade practices Article 269a
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low education, etc., who try to solve their poor financial situation in such a way. There were
also cases, when after obtaining the contribution, the perpetrators did not carry out the activity
and left the territory of the SR.

Another group in this area of criminal offences consists of the cases committed by
representatives of business companies in a sophisticated manner, with corruption elements in
order to obtain unauthorised proceeds.

This group also includes wrongly received subsidies either from funds of the European
Communities or from the state budget, for the purchase of medical instruments and devices, or
agricultural subsidies.

In the cases with purchase of medical instruments and devices, disproportional
overcharging of purchased medical technology was detected; in this case, there is also a
suspicion of the criminal offence of contrivance in public procurement and public auction
pursuant to Article 266 of the Criminal Code.

In connection with the drawing of agricultural subsidies and related corruption and
legalisation of proceeds of crime (the case “Dobytkar” - Stockman), since 8 October 2019 when
criminal prosecution was commenced, there has been extensive investigation into the criminal
offence of receiving a bribe pursuant to Article 329 (1), (2), (3) of the Criminal Code committed
with accomplices pursuant to Article 20 of the Criminal Code and a particularly serious crime
of legalisation of proceeds of crime pursuant to Article 233 (1) (a), (4) (a) of the Criminal Code
at a stage of preparation pursuant to Article 13 (1) of the Criminal Code in connection with the
provision of a non-repayable financial contribution provided through the Agricultural Paying
Agency within the Rural Development Programme of the Slovak Republic. A group of
individuals, which created a corruption scheme in connection with the provision of a non-
repayable financial contribution provided through the Agricultural Paying Agency operated in
the territory of the SR in 2015-2020; subsequently, this group of individuals also created a
legalisation scheme through contracts for work, which solely should have concealed the
origin of the proceeds of corruption crime and the proceeds could have ranged from 15 to 25%
of the total volume of subsidies provided.

After the commencement of the criminal prosecution, an extensive financial
investigation was carried out, based on which, from 3 March 2020 to 2 July 2020, six
interventions within the DOBYTKAR (STOCKMAN) action took place, with 27 natural
persons detained. Subsequently, the investigator of the PF in his resolutions charged in total 10
natural persons and five legal persons with a particularly serious crime of receiving a bribe
pursuant to Article 329 (1), (2), (3) of the Criminal Code committed with accomplices pursuant
to Article 20 of the Criminal Code, and a particularly serious crime of legalisation of proceeds
of crime pursuant to Article 233 (1) (a), (4) (a) of the Criminal Code at a stage of preparation
pursuant to Article 13 (1) of the Criminal Code. Of the above number, three natural persons and
two legal persons were also charged with a completed particularly serious crime of legalisation
of proceeds of crime pursuant to Article 233 (1) (a), (4) (a) of the Criminal Code. Except for
one person, all the accused persons were prosecuted in detention.
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The total amount of bribes received by the accused persons amounts to about EUR
8,000,000.00, and the total amount of financial resources related to legalisation of proceeds of
crime amounts to EUR 16,000,000.00.

Further, 11 natural and two legal persons (applicants) were charged with an offence of
trading in influence pursuant to Article 336 (2) of the Criminal Code.

Within individual interventions, financial resources amounting to EUR 537,800.00
(during the investigation, one accused person surrendered an additional amount of 400,000.00
which resulted from the above corruption criminal activity) and valuables (pictures, coins,
collector postage stamps) in a total amount of EUR 2,214,000.00 were seized.

In this criminal offence, proceeds generated in the territory of the SR prevail; they are
legalised in particular by handing over a commission to the person, who participated in subsidy
allocation, through a fictitious transfer to third persons, by encumbering the property with third
persons’ rights (fictitious receivables), as well as by purchasing real estate, and to a negligible
extent by investing on the capital market, etc.

In the monitored period, a part of allocated subsidies from EU funds and state budget
was also abused by organised groups. Modus operandi of subsidy abuse was most frequently
connected with the overestimation of projects co-funded from subsidies, after an agreement
with the related persons holding decision-making/approving powers and acting in the
competent management bodies of subsidy schemes. At the same time, after an agreement with
the participating related persons, there was contrivance in tenders for the selection of project
contractors in favour of winners selected in advance. Subsequently, these winners as project
contractors invoiced fictitious or overpriced supplies of goods and services to
investors/submitters of projects, who had them reimbursed from subsidies. The contractors then
distributed the illegal commissions (proceeds) under the contracts to the persons interested,
including those holding decision-making/approving powers from the managing bodies of the
respective subsidy schemes, e.g., in the form fictitious contracts for the supply of services
(consulting) or in cash.

The systemic steps of the current Government in managing and drawing subsidies
reduce the current as well as future ML threat connected with subsidy frauds. It will also
significantly reduce the overall ML threat. This is very important because in 2014 — 2020, the
SR will receive about EUR 20.3 bn. from EU funds for structural and investment projects, for
payments to farmers and for pan-European programmes. A considerable part of them has not
been drawn yet.

According to the Annual Report of the European Anti-Fraud Office (OLAF) for 2017,
an amount of EUR 631 mil., which had been illegally obtained within EU fund frauds in the
SR, was returned to the EU treasury in the previous year. Slovak authorities themselves detected
most of the irregularities in drawing European funds in Member States (at the same time, the
SR had to return 2.55 % of paid EU funds based on OLAF investigations). Thus, in particular
the way of subsidy drawing is a problem in the SR.
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Out of the total number of criminal offences of economic nature, 166 cases are cases of
damaging the European Communities' financial interests, which is only 0.34 % of criminal
offences of economic nature. Out of the above number, there were 62 cases of conviction (a
share of 37.35 %), and property in a total amount of EUR 532,802.00 was seized. One penalty
of forfeiture of property was imposed for the monitored period.

The total damage caused by the criminal offence of damaging the European
Communities' financial interests amounted to EUR 16,012,000.00, which is 0.79 % of all
criminal offences of economic nature. There has been a gradual decrease over the years.

Compared to the previous assessment period, there was a decrease in the number of
detected cases by 107 cases and in the damage caused by EUR 276,273,000.00. The reduced
number of detected cases can be assigned to tightened rules in the area of withdrawal of
financial resources from EU funds.

Explicitly it can be stated that the methods of commission of criminal offence of
damaging the European Communities' financial interests in conjunction with subsidy frauds or
contrivance in public procurement and public auction are under development every year.
Perpetrators endeavour to ensure that the project documentation administratively meets the
contractual or legal conditions for the provision of a financial contribution. Within the cases
under investigation in 2016 to 2019 in connection with the offence of damaging the European
Communities' financial interests it was not proved that workers making decision on the
allocation of non-repayable financial contributions (hereinafter the “NFC”) for individual
providers had been involved in any way in the criminal activities?.

Within the assessed period, on 1 July 2016, Act No. 91/2016 Coll. on criminal liability
of legal persons came into effect; after implementation, it was reflected by prosecution of legal
persons for the criminal offence of damaging the European Communities’ financial
interests. Four legal persons were charged for the monitored period.

In 2016, an investigation into the criminal offence of damaging the European
Communities' financial interests pursuant to Article 261 of the Criminal Code in conjunction
with a subsidy fraud pursuant to Article 225 of the Criminal Code at a stage of attempt pursuant
to Article 14 (1) of the Criminal Code took place. The accused person in the position of a
statutory representative of a legal person as the beneficiary and the Ministry of Economy of the
Slovak Republic represented by the Slovak Innovation and Energy Agency (hereinafter the
“SIEA”) as the provider entered into a Contract of Provision of Non-Repayable Financial
Contribution, whose subject matter was to provide a non-repayable financial contribution to
implement the project “Research and development of complex access control systems”. In mail
delivered to the SIEA, the person submitted to the provider a forged document — “Binding Loan
Commitment” of a bank on the approval of a loan for this legal person amounting to EUR

2L However, in 2020, the former Director of the Agricultural Paying Agency (PPA) and a financier from the Slavia
Capital Group were charged with a continuing particularly serious crime of receiving a bribe committed with
accomplices in connection with the allocation of subsidies by the PPA. The bribes allegedly amounted to almost
EUR one million.
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1,050,000.00 for the purposes of co-financing of the project, which, however, had not been
really issued by the bank. In another mail delivered to the SIEA, the person submitted to the
provider mendacious take-over protocols on the take-over of calls for proposals of two
companies, as well as a false price quotation of another company thus misleading the employees
of the SIEA as regards the fulfilment of conditions for the provision of the NFC. By acting so,
after submitting the application for NFC provision, the accused person attempted to elicit a
contribution amounting to EUR 1,946,000.00 divided into EUR 1,654,100.00 (85 %) from the
funds of the European Union, and EUR 291,900.00 (15 %) from the funds of the state budget
of the Slovak Republic.

In documenting the predicate criminal offence of damaging the European Communities'
financial interests for the assessment period 2016 — 2019, criminal prosecution for the criminal
offence of legalisation of proceeds of crime took place in two cases with the names “PPA-
controller” and “MPSVaR”.

In the case of “PPA-controller”, one of the perpetrators of the predicate criminal offence,
after receiving from a mediator a bribe amounting to EUR 3,000.00 to their bank account for
ensuring the approval of a Single Application for 2016 by the Agricultural Paying Agency, they
withdrew the funds by means of a payment card in cash, thus legalising them.

In the case of “MPSVaR”, after eliciting fraudulently a non-repayable financial
contribution amounting to EUR 593,050.38, the perpetrator trying to conceal the origin of cash
from criminal activities deposited the money into bank accounts in the Slovak Republic, from
where the amount of EUR 424,319.00 was transferred to an account kept by a bank in the United
States and used for the purchase of real estate in the USA, State of Florida.

2.4.4. Tax evasions as a source of illicit proceeds of organised crime

2.4.4.1. VAT frauds

Smuggling of goods, illicit production and sale of high-tax goods, frauds with excess
value added tax (VAT) deductions have been main sources of proceeds of organised crime in
the SR for a long time.

As in the previous assessment period, in the period 2016 to 2019 too, carousel frauds
cause the biggest damage to the state budget; they are committed in trading in various
commodities, as well as services with the objective to draw ineligible excess VAT deductions.
This area is discussed in more detail in Chapter 2.4.2 Tax criminal offences — Tax Cobra.

2.4.4.2. Cigarette smuggling

Based on information obtained in the assessment period between 2016 and 2019 we can
state that as in the previous period, cigarette smuggling to Slovakia and further to the EU in
particular through the border between Slovakia and Ukraine by Slovak-Ukrainian
smuggling groups, often in cooperation with customs officers and policemen on both sides
of the border, continues to prevail. Cigarettes are also illegally imported from Ukraine to
the SR through Hungary or Poland. In the assessed period, untaxed tobacco products with a
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false identification of manufacturer were also manufactured in the territory of the SR, with
the use of illegally imported tobacco.

In 2017, Slovak customs officers in Komarno seized over 2 tons of tobacco, from which
2.3 mil. cigarettes could have been manufactured. The tax evasion would have amounted to
EUR 170,000.00.

Smuggled or illegally manufactured untaxed tobacco products were distributed in the
territory of the SR or further transported to those EU States (Austria, Germany, Italy),
in which tobacco products are burdened with a higher excise tax.

According to a study of the advisory company KPMG,?? the consumption of illegally
imported cigarettes continues to grow in Slovakia. In 2016, the consumption of smuggled
cigarettes represented a volume of 240 mil. pieces, in 2017 about 360 mil. pieces of cigarettes
(an increase by 50%). The share of illegal cigarettes in the total consumption in 2017 amounted
to 4.8%. In 2018, illegal cigarettes represented as much as 6 % of total consumption in Slovakia.
If these cigarettes had been sold legally, the additionally obtained tax income would have
reached EUR 44 mil.

Cigarettes are a naturally attractive article for illicit trade. In western Europe, a pack of
branded cigarettes costs up to seven Euros, the price on the black market in western countries
is about three Euros; the cost of production is counted in cents. In Slovakia, smuggled cigarettes
are sold at half-price, sometimes at an even lower price than legal ones. In the whole EU, tax
evasion amounts to EUR 10 bn. per year.

Traditional methods of transportation of contraband include concealments in cars, fuel
tanks and goods wagons. Water way is also offered — inflatable boats without crew or drums
on the Tisza River, or traditional crossing of the green border. Beneath the eastern border,
customs officers also found a 700-metres-long tunnel equipped with rails and carts for the
transportation of contraband. It was used two to three times a week, which corresponds to tax
evasion of 50 mil. per year. The health warning messages on the packs of confiscated cigarettes
were in English, thus they were probably not intended for the Slovak market. The use of drones
— small unpiloted aircrafts flying over the border with contraband — is among the new trends
recorded in the border area of Slovakia.

Perpetrators used the profit/proceeds illegally obtained from tax frauds in the monitored
period for investments in purchases of real estate and precious metals, which also served as an
underlying commodity in committing VAT frauds. Proceeds generated in the territory of the
SR from criminal activities committed abroad prevail. According to the findings of Europol, in
a broader sense, illicit trade in tobacco also represents a security threat.

Tobacco gets to illegal factories manufacturing cigarettes mostly from the Balkans, the
other components necessary for the technological process of production of cigarettes (e.g.,

22 Pyrsuant to the study of KPMG: “Study of the illicit cigarette market in the European Union, Norway and
Switzerland” from 2017.
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packs, cigarette paper, filters, etc.) are also imported from abroad, where these activities are
legalised through foreign business companies, often with non-existent or hardly searchable
persons interested with foreign bank accounts.

In this type of criminal activities, perpetrators naturally use cash to a maximum possible
extent and for that reason, the seizure of any financial resources on bank accounts is
considerably hindered, in many cases even impossible. In these cases, the cash found during
searches of homes or searches of other premises or lands is seized.

The situation with the seizure of financial resources on accounts or draining of proceeds
of crime is to a certain extent also complicated by the fact that criminal activities related to
illicit manufacturing of cigarettes are more or less a privilege of foreign nationals (this concerns
both the organisers and the workers working directly at these illegal production lines).

2.4.4.3. Frauds with alcohol and mineral oils

An increased risk of alcohol excise tax evasion consists in the fact that alcohol and liquor
can be easily produced from freely available raw materials (fruit and other food commodities)
and they can be relatively simply stored and distributed because of interchangeability with other
goods. The illicit import (smuggling) of alcohol and liquors is less significant than cigarette
smuggling.

Based on the knowledge of the tax and customs administration, as in the previous period,
the methods of alcohol tax evasion include in particular the illicit manufacturing of alcohol
(including by properly registered entities), illicit distillation of alcohol in home conditions, sale
of illegally produced and imported liquors (in particular in pubs), sale of alcohol and liquors
without licences, illicit import and export of alcohol and incorrect declaration of goods
(cleaning agents, anti-icing agents, surfactants).

The alcohol for further use (dilution, flavouring, filling) is mostly imported from Poland
due to more liberal laws concerning alcohol and liqguor management than in the Slovak
Republic.

In the area of mineral oil excise tax evasion, the internationally operating groups use the
modus operandi of declaration of goods different from the goods really sold. For example, when
being imported, diesel oil is declared as mineral heating oil or lubrication oil, whose excise
taxes are much lower because they are intended for other purposes than fuels. Subsequently,
diesel oil is sold to retail consumers through a network of Slovak, as well as foreign companies
without lodging excise tax and VAT returns and without paying these taxes. During the
commission of the criminal activities, the companies are changing. The places of declared
unloading of the oil are also changed, mostly in other Member States.

With respect to the absence of accompanying documents to this mineral oil, there is a

problem with the documenting of its movement in real time and subsequently proving its offer
or use as fuel (which is the fact establishing the tax liability).
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Perpetrators used the profit/proceeds obtained illegally from tax frauds in the monitored
period for personal consumption. Proceeds generated in the SR, i.e., domestic proceeds
consumed in the SR, prevail.

In 2018, during an action, the joint investigation team of the Slovak Financial
Administration Criminal Office (FACO), Czech Police and customs officers from the Customs
Office for the South Moravian Region seized 11,000 litres of illegal mineral oil. The action was
focused on the dismantling of an international organised group trading mineral oils transported
from Poland to other EU Member States through the territory of the Czech Republic and Slovak
Republic. Mineral oils were purchased in Poland, then unloaded at various places in Slovakia
and sold to customers as fuel — diesel oil. They also should have been transported to Austria;
however, they were sold illegally in Slovakia without tax payment. During the action, eight
persons were detained and charged by the investigator of the Financial Administration with the
criminal offence of Tax and insurance premium evasion, Article 276 of the Criminal Code. The
excise tax loss quantified preliminarily amounted to EUR 500,000.00 and VAT loss at least
EUR 200,000.00.

2.4.4.4. Tax and customs duty evasion in illegal import of goods, Asian OCG.

Groups of Asian organised crime (mostly Chinese and Vietnamese) are relatively well
established in particular in the neighbouring States (Czech Republic, Poland, Hungary), but
with business and personnel connections in Slovakia. They commit in particular criminal
offences of economic nature, preferably they import goods with a fraudulently low customs
value (forged invoices), smuggle goods, evade taxes in selling goods, counterfeit branded
goods. The entities controlled by persons from Asia illegally import Asian goods through front
companies. These persons also provide for the contacts to customs administration, preparation
of fraudulent customs declarations covering the goods, accounting, lending and exchange of
money. In 2017, goods for over EUR 5 bn. were imported from China to Slovakia according to
the Statistical Office. Electronic goods represented the biggest share.

Most frequently, the perpetrators (Asian exporters) declare a lower price or quantity of
imported goods (decreased by 60-90%) with the objective to pay lower import duties, and
submit forged documents of goods origin with the objective to avoid quotas or import or
antidumping duties. Customs officers have limited possibilities of verifying the authenticity of
invoices and value of goods, for which duties are paid — in particular for the goods from China.

In most cases, the subject of such illicit trade is import of textile products, footwear and
consumer goods. According to customs analysts, customs and tax debts also occur because the
imported goods do not end in our territory and continue to the neighbouring countries. The trend
of transportation of counterfeited goods from the surrounding EU countries, in particular from
Poland and Hungary, also continues.

In contrast to previous years, the situation has changed mainly due to the amended
legislation. The goods infringing the intellectual property rights greatly disappear from shops
and markets. The establishment of the Interministerial Commission for the Coordination of
Cooperation to Combat Counterfeiting and Piracy under the competence of the Industrial
Property Office of the SR also contributed to situation improvement.
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Today, the sale of goods via the internet is increasingly emerging; it attacks the
intellectual property rights in a similar way. Risky goods in this area include in particular
perfumes, electronic goods and medicines.

The profit/proceeds from such illegal activity are either invested in real estate in the SR
or transferred outside the EU to South-East Asia by couriers beyond the border and then by
bank transfers from an EU Member State or non-EU State. Groups also legalise proceeds in the
form of partially fictitious foreign-trade operations (overestimation of revenues). The scheme
may also include cash deposits of high amounts into bank accounts of companies. Their
Executive Officers are from the Asian community or straw men and the rights of disposal of
their bank accounts are held by Asian people. Proceeds generated in the territory of the SR from
criminal activities committed both abroad and in the SR prevail.

2.4.4.5. Threats resulting from the abuse of Slovak business companies

The overall ML threat of abuse of forms and schemes of business companies is high,
there is a significant disproportion between the revealed and latent criminal activity. Without
the performance of proactive financial investigation, the volume of generated proceeds
identified is substantially lower than the one really generated.

As in the previous assessment period, in 2016 to 2019, it can also be stated that the
involvement of Slovak business companies in the criminal activities generating proceeds in
serious cross-border criminality is manifested in particular in criminal offences of economic
nature.

In this connection, the SR can be characterised as:

- atarget country — straw men are installed in the positions of statutory representatives
of companies, who are managed by another person (perpetrator) standing outside the
company and issuing orders, in particular for withdrawal of financial resources from the
company’s accounts that were obtained by various fraudulent activities (tax frauds, credit
frauds),

- a transit country, where Slovak companies are used to transfer financial resources
abroad, in particular to China (Baltic countries - China, Romania - China).

A significant group of criminal offences involving business companies is represented
by carousel frauds (fictitious circulation of goods, emission allowances), which involve two
to three States at regional level (CR-SR, CR-SR-HU, PL-SR-HU). This area is discussed in
more detail above, in Chapter 2.4.4.1. “VAT frauds”.

CEO frauds represent a significant degree of ML threat with a slightly increased

tendency in terms of the way of committing criminal activities and the proportion of undetected
volume of proceeds generated.
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The so-called CEO frauds?® include a targeted attack based on social engineering with
the objective to mislead an employee so that they transfer certain amounts of money abroad.
Thus, CEO fraud is essentially a fraud with payment order, it is characterised by sophisticated,
harmonised and self-serving attack in particular against private persons and companies, and in
general, it is organised by one managing group. The essential attribute is activity, which also
moves this type of criminal activity to the sphere of cybercrimes. It is necessary to crack the
securing of the CEO manager’s e-mail communication provided that their mailbox contains
information on the business activities under way and on the e-mail addresses of individual
employees.

Finding the perpetrator of such criminal activity is difficult because the perpetrator
mostly communicates from abroad and prevailingly in electronic form. In the cases when
criminal proceedings are under way, the results of investigation depend on the results of
international legal assistance. The main causes of the failure to clear up these cases
definitely include the international aspect and modern ways of concealing the
perpetrator’s identity through electronic communication.

However, in the monitored period, “failures” of perpetrators were also recorded due to
the caution of the affected CEO managers or due to security measures in the form of additional
verification or double approval of transfers of the company’s money, thus, the completion of
criminal offence was prevented.

As in the previous assessment period, in the SR, the most frequent type of CEO fraud is
a false e-mail followed by a fraud through a modified invoice.

Based on available information it is possible state that in the previous assessment period,
the detected CEO frauds showed a stagnating tendency (up to 20 cases per year). Within the
comparison of the years 2016 to 2019, in 2017, a rising trend was recorded (45 cases) to more
than double compared to the previous years, and in 2018, a downward trend was again recorded
(27 cases). In the long term, a stagnating or downward tendency of recorded CEO frauds can
be seen. More attempts than completed acts were recorded.

The damage caused by CEO frauds reaches high amounts; in 2018, the damage
amounted to over EUR 405,000.00. Compared to the previous year, the damage found was
higher for both the completed cases and for cases at a stage of attempt. Of course, the total
amount of damage is affected in particular by the number of cases. For the above reason, the
evaluation of the rate of damage (i.e., the average damage amount in one case) is suitable for
the purpose or more objective assessment.

The recorded cases of CEO frauds are qualified as a criminal offence of fraud
pursuant to Article 221 of the Criminal Code. For better statistical monitoring of CEO frauds
compared to “traditional” frauds, code 858 — “Fraud in connection with false transfer of money
based on an instruction from a fictitious manager” was added to the code-list of the Crime
Recording and Statistical System (hereinafter the “ESSK”’) on 1 October 2017.

23) Analysis of the criminal activity of CEO frauds in the SR — prepared by the Police Criminal Office of the PPF
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Within the characteristics of CEO frauds, a concurrence of criminal offences of fraud
pursuant to Article 221 of the Criminal Code and cybercrime pursuant to Article 247 et seq. of
the Criminal Code can occur.

As regards individual cases of CEO frauds, it should be noted with respect to the
following activity of perpetrators that it is also a predicate criminal offence for the subsequent
legalisation of proceeds obtained by them from crime. Thus, in the SR, CEO frauds can be
followed by another criminal offence of legalisation of proceeds of crime pursuant to Article
233 of the Criminal Code, and in justified cases, also a criminal offence of sharing pursuant to
Article 231 of the Criminal Code and 232 of the Criminal Code. It is the criminal offence of
legalisation of proceeds of crime, which connects the cases showing signs of a CEO fraud
because the method used by the perpetrator to transfer the obtained financial resources and
withdraw them is also the greatest weakness in the complicated structure of CEO fraud. The
time from eliciting the financial resources to their gradual transfer to the perpetrator’s account
or to other accounts (legalisation) plays an important role in these cases.

The SR belongs to a group of countries (SR, CR, Hungary, Poland), through which the
transit of the financial resources from such cases committed abroad is carried out. This state
results from legislative gaps in particular in the area of financial market utilised by perpetrators
during the transfers of financial resources executed among EU States. Purposive opening of
accounts for the commission of CEO frauds became a lucrative source of income in the SR in
particular for foreigners.

In this connection it should be noted that in addition to the cases of CEO frauds detected
by the Criminal Police Office, the cases of CEO frauds, in which financial resources were
elicited abroad from a foreign company and remitted to accounts kept in the SR, were also
solved in the territory of the SR. These cases were detected on the basis of unusual
transaction notification by the FIU SR of the PPF, and for the reason of the need to seize
the financial resources on the account, criminal proceedings were commenced for a
criminal offence of fraud pursuant to Article 221 of the Criminal Code.

In 2017, the FIU SR received a report concerning a foreign payment amounting to about
EUR 1,400,000.00, which was fraudulently transferred from a foreign account kept in Chile
and belonging to a company based there to an account in the SR kept for a Czech business
company. After the funds had been credited to the account of the Czech company, two cashless
urgent payments in the amounts of EUR 150,000.00 and EUR 20,000.00 were immediately
made from the account abroad — to two accounts kept by a bank in Poland. At the same time,
the Slovak bank received from the foreign correspondence bank the first SWIFT message with
a request for return of the payment made from Chile in the amount of about EUR 1,400,000.00
to the account of the Czech company, in which the foreign bank from Chile stated that the
Chilean company had become victim of the so-called CEO fraud. Subsequently, the Slovak
bank took technical measures on the account of the Czech company for potential suspension of
unusual transaction in accordance with Article 16 of the AML Act in order to prevent any
further disposal of the balance on the account. The FIU SR immediately informed the partner
FIU Poland on the above two payments from CEO fraud in the amount of EUR 170,000.00
made to two Polish accounts. Immediately after this information had been sent, both payments
were returned from the accounts from Poland back to the account of the Czech company in the
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SR. Subsequently, the FIU SR prepared and forwarded comprehensive information to law
enforcement authorities. Based on the forwarded information, a criminal prosecution for a
suspicion of commission of a criminal offence of legalisation of proceeds of crime was
commenced, and then the competent Prosecutor’s Office seized financial resources amounting
to approximately EUR 1,400,000.00 on the account of the Czech company.

2.4.5. Other ML aspects resulting from the typology of abuse of legal persons

2.4.5.1. ML threat factors

From the view of individual factors, legal persons operating in the sector of banking,
trade and services, intermediary and advisory services seem to be the biggest threat for ML.
Limited liability companies and joint-stock companies are the riskiest form of legal persons
used for ML.

In the previous assessment period, 299,464 business companies operated in the territory
of the SR,?* and about 1000 new business companies are established every day?. Today, 72,440
legal persons®® (interest associations, associations of flat owners, political parties and
movements, organisations with an international element, civic associations, trade unions,
associations with confirmed activity, trade communities, non-profit organisations and non-
investment funds) are registered in registers and records of the Ministry of Interior of the SR,
of which 50,000 are civic associations.

Based on information found during the assessment period and below mentioned factors,
the following types of legal persons were identified as representing the biggest threat for ML
cases:

By sectors:
- banks,
- legal persons running a business in trade and services (in particular mediatory and
advisory activities).

2 Enterprise statistics/economic entities according to selected indicators, available on 25 October 2017, at:
https://slovak.statistics.sk/wps/portal/ext/themes/special/economic/!ut/p/z1/pZNNb4QgEIZ EiOC6BGxsITjB66
65dJ42pi02x6a_v5idxOTkoU25UbmfWaY IXIkOAmZy K5npeP9e2yvNj7kOmee6bSPI84pPmMEQbFGRIX{S1w
WNP8QNPoB1JF3Uj-SCAhFxobLocM8I11UuiltWOB0gBMMEN14j8Dcr19F5MYLyQ-
E1QBpLSkofhh11scx8NjH7--HO4fD7_hdQBmAacYRYBpgAPD2L5NA 1bwx_gOQR5eZTjAj-xf CbY-
KnuruF2GLm1Rysg6jxuBXH4SggroMeCTk3cOf479155TwHj T z-
HBtz4x2NG5lvim8BQDhNaEuPdgu2TQmMNmfP-

QItQp4Rj1 jrubwSrwiX5C6wX0H4!/dz/d5/L2dJQSEVUUL3QS80TmxXFL102X1ZMUDhCQjFBMEC3VDEWS
U50U1VWOFEzUTgl/.

Bbid.

Binterest associations, associations of flat owners, political parties and movements, organisations with an
international element, civic associations, trade unions, associations with confirmed activity, trade communities,
non-profit organisations and non-investment funds. Individual registers available on 25 October 2017 at
https://www.minv.sk/?registre-evidencie-zoznamy-informacie-o-registracii.

63


https://slovak.statistics.sk/wps/portal/ext/themes/special/economic/!ut/p/z1/pZNNb4QgEIZ_EiOC6BGxslTjB6665dJ42pi02x6a_v5idxOTkoU25UbmfWaYlxlk0AmZy_K5npeP9e2yvNj7k0mee6bSPI84pPmEQbFGR1XfS1wwNP8QNPoB1JF3Uj-SCAhFxobLocM8I1IUui1tWOB0qBMMEN14j8Dcr19F5MYLyQ-E1QBpLSkofhh11scx8NjH7--HO4fD7_hdQBmAaoYRYBpgAPD2L5NA_1bwx_qOQR5eZTjAj-xf_CbY-KnuruF2GLm1Rysq6jxuBXH4SggroMeCTk3cOf479l55TwHjTz-HBtz4x2NG5lvim8BQDhNaEuPdgu2TQmNmfP-QltQp4Rj1_jru5wSrWtX5C6wX0H4!/dz/d5/L2dJQSEvUUt3QS80TmxFL1o2X1ZMUDhCQjFBMEc3VDEwSU5OU1VWOFEzUTg1/
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https://slovak.statistics.sk/wps/portal/ext/themes/special/economic/!ut/p/z1/pZNNb4QgEIZ_EiOC6BGxslTjB6665dJ42pi02x6a_v5idxOTkoU25UbmfWaYlxlk0AmZy_K5npeP9e2yvNj7k0mee6bSPI84pPmEQbFGR1XfS1wwNP8QNPoB1JF3Uj-SCAhFxobLocM8I1IUui1tWOB0qBMMEN14j8Dcr19F5MYLyQ-E1QBpLSkofhh11scx8NjH7--HO4fD7_hdQBmAaoYRYBpgAPD2L5NA_1bwx_qOQR5eZTjAj-xf_CbY-KnuruF2GLm1Rysq6jxuBXH4SggroMeCTk3cOf479l55TwHjTz-HBtz4x2NG5lvim8BQDhNaEuPdgu2TQmNmfP-QltQp4Rj1_jru5wSrWtX5C6wX0H4!/dz/d5/L2dJQSEvUUt3QS80TmxFL1o2X1ZMUDhCQjFBMEc3VDEwSU5OU1VWOFEzUTg1/
https://slovak.statistics.sk/wps/portal/ext/themes/special/economic/!ut/p/z1/pZNNb4QgEIZ_EiOC6BGxslTjB6665dJ42pi02x6a_v5idxOTkoU25UbmfWaYlxlk0AmZy_K5npeP9e2yvNj7k0mee6bSPI84pPmEQbFGR1XfS1wwNP8QNPoB1JF3Uj-SCAhFxobLocM8I1IUui1tWOB0qBMMEN14j8Dcr19F5MYLyQ-E1QBpLSkofhh11scx8NjH7--HO4fD7_hdQBmAaoYRYBpgAPD2L5NA_1bwx_qOQR5eZTjAj-xf_CbY-KnuruF2GLm1Rysq6jxuBXH4SggroMeCTk3cOf479l55TwHjTz-HBtz4x2NG5lvim8BQDhNaEuPdgu2TQmNmfP-QltQp4Rj1_jru5wSrWtX5C6wX0H4!/dz/d5/L2dJQSEvUUt3QS80TmxFL1o2X1ZMUDhCQjFBMEc3VDEwSU5OU1VWOFEzUTg1/
https://slovak.statistics.sk/wps/portal/ext/themes/special/economic/!ut/p/z1/pZNNb4QgEIZ_EiOC6BGxslTjB6665dJ42pi02x6a_v5idxOTkoU25UbmfWaYlxlk0AmZy_K5npeP9e2yvNj7k0mee6bSPI84pPmEQbFGR1XfS1wwNP8QNPoB1JF3Uj-SCAhFxobLocM8I1IUui1tWOB0qBMMEN14j8Dcr19F5MYLyQ-E1QBpLSkofhh11scx8NjH7--HO4fD7_hdQBmAaoYRYBpgAPD2L5NA_1bwx_qOQR5eZTjAj-xf_CbY-KnuruF2GLm1Rysq6jxuBXH4SggroMeCTk3cOf479l55TwHjTz-HBtz4x2NG5lvim8BQDhNaEuPdgu2TQmNmfP-QltQp4Rj1_jru5wSrWtX5C6wX0H4!/dz/d5/L2dJQSEvUUt3QS80TmxFL1o2X1ZMUDhCQjFBMEc3VDEwSU5OU1VWOFEzUTg1/
https://slovak.statistics.sk/wps/portal/ext/themes/special/economic/!ut/p/z1/pZNNb4QgEIZ_EiOC6BGxslTjB6665dJ42pi02x6a_v5idxOTkoU25UbmfWaYlxlk0AmZy_K5npeP9e2yvNj7k0mee6bSPI84pPmEQbFGR1XfS1wwNP8QNPoB1JF3Uj-SCAhFxobLocM8I1IUui1tWOB0qBMMEN14j8Dcr19F5MYLyQ-E1QBpLSkofhh11scx8NjH7--HO4fD7_hdQBmAaoYRYBpgAPD2L5NA_1bwx_qOQR5eZTjAj-xf_CbY-KnuruF2GLm1Rysq6jxuBXH4SggroMeCTk3cOf479l55TwHjTz-HBtz4x2NG5lvim8BQDhNaEuPdgu2TQmNmfP-QltQp4Rj1_jru5wSrWtX5C6wX0H4!/dz/d5/L2dJQSEvUUt3QS80TmxFL1o2X1ZMUDhCQjFBMEc3VDEwSU5OU1VWOFEzUTg1/
https://slovak.statistics.sk/wps/portal/ext/themes/special/economic/!ut/p/z1/pZNNb4QgEIZ_EiOC6BGxslTjB6665dJ42pi02x6a_v5idxOTkoU25UbmfWaYlxlk0AmZy_K5npeP9e2yvNj7k0mee6bSPI84pPmEQbFGR1XfS1wwNP8QNPoB1JF3Uj-SCAhFxobLocM8I1IUui1tWOB0qBMMEN14j8Dcr19F5MYLyQ-E1QBpLSkofhh11scx8NjH7--HO4fD7_hdQBmAaoYRYBpgAPD2L5NA_1bwx_qOQR5eZTjAj-xf_CbY-KnuruF2GLm1Rysq6jxuBXH4SggroMeCTk3cOf479l55TwHjTz-HBtz4x2NG5lvim8BQDhNaEuPdgu2TQmNmfP-QltQp4Rj1_jru5wSrWtX5C6wX0H4!/dz/d5/L2dJQSEvUUt3QS80TmxFL1o2X1ZMUDhCQjFBMEc3VDEwSU5OU1VWOFEzUTg1/
https://slovak.statistics.sk/wps/portal/ext/themes/special/economic/!ut/p/z1/pZNNb4QgEIZ_EiOC6BGxslTjB6665dJ42pi02x6a_v5idxOTkoU25UbmfWaYlxlk0AmZy_K5npeP9e2yvNj7k0mee6bSPI84pPmEQbFGR1XfS1wwNP8QNPoB1JF3Uj-SCAhFxobLocM8I1IUui1tWOB0qBMMEN14j8Dcr19F5MYLyQ-E1QBpLSkofhh11scx8NjH7--HO4fD7_hdQBmAaoYRYBpgAPD2L5NA_1bwx_qOQR5eZTjAj-xf_CbY-KnuruF2GLm1Rysq6jxuBXH4SggroMeCTk3cOf479l55TwHjTz-HBtz4x2NG5lvim8BQDhNaEuPdgu2TQmNmfP-QltQp4Rj1_jru5wSrWtX5C6wX0H4!/dz/d5/L2dJQSEvUUt3QS80TmxFL1o2X1ZMUDhCQjFBMEc3VDEwSU5OU1VWOFEzUTg1/
https://www.minv.sk/?registre-evidencie-zoznamy-informacie-o-registracii
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By types and legal form:
- limited liability company,
- joint-stock company.

2.4.5.2. Sector ML typology of legal persons
2.4.5.2.1. Banks

Legalisation and coverage by legitimately operating enterprises generating cash on a
regular basis is among the most frequent methods used to introduce illegally obtained financial
resources into the financial system. Within the banking system, electronic transfers are used to
transfer financial resources and to a considerable extent, they are used to conceal the
legalisation of proceeds of crime utilising their features such as speed, security and low costs.

As regards the structure of products, in particular payment accounts for legal persons —
small or medium enterprises (so-called SME customers?’), which are the riskiest ones, are
concerned. Legalisation and coverage by legitimately operating small and medium
enterprises (in particular limited liability companies) generating cash on a regular basis
is among the most frequent methods used to introduce illegally obtained financial
resources into the financial system. The fact that cash deposits volumes are about 1.5-times
bigger than cash withdrawals is a negative phenomenon of this product. The total volume of
cash deposits into payments accounts of enterprises at all banks amounts to approximately EUR
16 bn. (which means about 21% of GDP for 2015).

2.4.5.2.2. Legal persons running a business in trade and services

The use of enterprises creating income consists in mixing the illicit financial resources
with the financial flow from seemingly lawful business. The examples of enterprises generating
high income include consulting, advisory and management companies, pubs, restaurants, car
wash services, etc., as well as every legal person, which has or can have low costs as a
consequence of a small number of necessary suppliers, and which creates cash profits or
whose product’s value can be examined and determined only with difficulties (consulting
and advisory services including accounting, tax and legal services, marketing analyses, etc.).

The high rate of risk of this segment is confirmed and interconnected with the above
banking products because the overwhelming majority of entities using bank payment accounts
in the segment of SME, which represent the riskiest banking product in terms of ML, are
business limited liability companies.

Moreover, if control is carried out, it is highly improbable that complete and real volume
of really performed activity will be found. The ML risk in this segment also consists in the fact
that certain key activities for ML are carried out by entities bound by confidentiality and have
ex lege exception from UT reporting, including the risk that most entities running a business in
trade and services are not obliged entities according to the ML legislation.

27 Small and Medium Enterprise
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2.4.5.3. Typology of legal persons

2.4.5.3.1. Limited liability company

As regards the rate of ML risk of individual types of legal persons, in particular limited
liability companies as the most frequent legal form of a business legal person in the SR need to
be included here. This trend is also confirmed by huge fluctuation of establishment of new
business companies, which often do not carry out any activity; they are exclusively SPV
(Special Purpose Vehicles) for tax accounting purposes. At the same time, this legal form is
also mostly used in individual sectors, and also uses the riskiest banking product from the view
of ML, i.e., a payment account for the SME segment.

2.4.5.3.2. Joint-stock company

As regards the rate of ML risk of individual types of legal persons, joint-stock
companies should also be included here because all banks and insurance companies are ex lege
obliged to carry out their activity as joint-stock companies. It also applies to this form of
business company that its ownership structure cannot be verified immediately, just by looking
into the Commercial Register; a request is necessary to the Central Securities Depository. This
means a higher rate of anonymity of shareholders. However, the ML risk of banks is reduced
by regulatory standards of the National Bank of Slovakia, which also oversees and supervises,
inter alia, the ownership structure of banks.

2.4.6. Forecast of ML threat development in criminal offences of economic nature

Criminal offences of economic nature will have a rising tendency. The increasing
patronage, corruption, poor social situation, free movement of people and goods, poor law
enforcement and pursuit of wealth are considered the most important acceleration factors of the
future development.

Improvement of control by supervisory authorities, legislation changes, in particular
stricter penalties, improvement of work of law enforcement authorities are considered the most
significant factors of weakening.

In particular tax criminal activities will continue to have the highest potential of generating
proceeds of criminal offences of economic nature; it is expected that these criminal activities
will be committed mostly in an organised manner and with a high rate of utilisation of
sophisticated schemes of legal persons, with a cross-border aspect within the EU and outside
the EU (a high latency possible).

The number of cases of CEO frauds, phishing, etc., is expected to have a decreasing
tendency. However, a significant increase can be expected in internet frauds, due to an increase
in the interest of the population in purchasing goods online, which is also supported by the
current situation of COVID-19 spread all around the world.
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The acceleration factor of the threat of generating high profits from tax criminal
activities will be supported by the fact that the damage caused by this type of criminal activity
is high, and by the high tolerance of the public in relation to tax criminal activities, where based
on survey, as many as 89 % of respondents?® tolerate this type of criminal activity.

The elements, which can negatively affect the above type of crime (in particular frauds),
include the constantly improving possibility and usability of cyberspace (abuse of online space)
and the related speed, cross-border character, and a considerable rate of anonymity during
individual (fraudulent) activities.

2.5. Corruption crimes®

2.5.1. ML threat factors

As regards the threat of generating proceeds of crime, corruption represents a medium-
high level of ML threat, without substantial trend fluctuation, in particular with reference to the
fact that the assumed amount of unrecorded proceeds is with respect to their character definitely
higher compared to the proceeds identified within the really prosecuted corruption criminal
activities.

According to the evaluation of the SR within the CORRUPTION PERCEPTIONS
INDEX issued on an annual basis by Transparency International,® since 2017, Slovakia
has been reaching only 50 points out of 100 points possible (in 2016 only 51 points, in 2020 —
49). Out of EU countries, only five countries have a lower score — Hungary, Greece, Croatia,
Romania and Bulgaria.

The unsuccessful fight against serious cases of corruption in the second half of the
decade is also confirmed by a survey carried out by Transparency International at the end of
2019 on the basis of verdicts of the Special Criminal Court. Two thirds of penalised cases
concern small corruption up to EUR 500.00, 40 % even up to EUR 100.00. Moreover, the total
number of concluded cases in 2016 — 2019 dropped by one third compared to 2011 - 2015. The
number of convicted politicians, judges, policemen or prosecutors also dropped considerably.
In the current electoral term till October 2019, there were only 12 such cases, whereas there
were 30 of them in the previous one. However, this state concerning corruption in justice also
substantially changed in 2019 and 2020; charges were brought in several cases of corruption
of judges at the level of District and Regional Courts falling under the competence of the
Regional Courts Bratislava and Zilina.

In the cases including high bribes, investigation procedure is usually proactive, thus, the
perpetrators were detained immediately after receiving a bribe; therefore, they could not launder
the funds and obtain benefit for themselves.

28 Source of survey: Academy of the PF

2% Abuse of power by a public official Article 326 (old Article 158), Receiving a bribe Articles 328, 329, 330 (old
Articles 160, 160a, 160b), Bribery Articles 332, 333, 334 (old Articles 161, 161a, 161b), Trading in influence
Acrticle 336 (old Article 162), Electoral corruption Article 336a, Corruption in sport Article 336b
https://www.transparency.org/en/cpi/2019/index/svk
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In corruption crimes, domestic proceeds generated in the territory of the SR are
concerned. The proceeds are most frequently used for the payment of reward for arranging the
provision of service, purchase of real estate, fictitious transfers to third persons, burdening the
property by third persons’ rights (fictitious receivables), etc.

As a consequence of globalisation, free movement of goods and services, influence of
international financial groups, the economy of the SR’s size is not protected against these
practices and all related threats, either. Thus, the SR is still attractive for foreign direct
investments (FDI) because of simplicity of establishment of a business company in Slovakia
and low costs of trained labour.

The SR as part of the EU depends on the efficiency of instruments adopted at EU level
in the area of eliminating of conditions for the abuse of the European mechanism for money
laundering. In this context, however, the fulfilment of implementation and transformation
duties resulting from the membership in the EU is a significant challenge. These duties are not
fulfilled sufficiently actively. The examples include a delay in the transposition of both AMLD
4 and 5, or particular significant deficits in the area of building and the threat to subsequent
integration of the register of beneficial owners, and the current transposition deficit in building
a central register of accounts (and likewise, the threat to its integration into the EU mechanism).

Important procedural methods for revealing and taking of evidence of corruption
include in particular the use of an agent, tracing people and things (operational and search
activity means), interception and recording of telecommunication operation, preparation of
video and audio recording (information technical means), checking the bank accounts, seizure
and analysis of computer data. Taking into account that these methods usually infringe the
constitutional rights of citizens, their use requires high expertise of policemen, prosecutors and
judges.

A principle applies to corruption that the success of the fight against this phenomenon
is increased if it is detected and evidenced in real time, at the time of commission of the criminal
activity (online). Corruption detection and taking of evidence ex post is usually unsuccessful in
particular due to the extinction or unachievability of relevant evidence.

The success rate of corruption detection and taking of evidence is, however, determined
by timely application of the above procedural methods. The primary source of information on
corruption perpetrators for law enforcement authorities are whistle blowers, their own
operational search activities or intelligence information (SIS, Ml).

Compared to the previous assessment period, there was a significant decrease in
corruption crimes by 764 cases, when 774 cases in total were detected in the monitored period
2016 to 2019 representing 0.30 % of overall criminality. A downward trend is seen over years.

The number of corruption crimes decreases, inter alia, because the persons asked for
bribe strongly refuse to hand over a bribe during an initial meeting. Another reason for the
decrease was a low activity of the anti-corruption police in the period 2016-2019, which,
however, started significantly changing from 2019. Although the established anti-corruption
telephone lines caused expanded reporting, it only brought general suspicions of things that had
already happened or without any detailed circumstances.
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After an analysis of the cases executed in the assessed period it can be stated that
compared to the previous assessment, corruption activities move to a qualitatively higher and
more sophisticated level.

Based on the analysis of cases for the period 2016 to 2019, it can be noted in relation to
the entities charged with corruption crimes that they included persons from general government
(e.g., civil servants, employees of municipality offices, members of municipal councils, etc.)
and services (e.g., controller of urban mass transportation, doctors, referees), as well as
corruption activities in the judicial system, prosecutor’s office, in the area of approval and
withdrawal of non-repayable financial contributions from EU funds, in awarding and executing
contracts within companies with the majority participation of the State, in awarding and
executing contracts within private companies in drawing non-repayable financial contributions,
in performing local government, in healthcare and education.

2.5.1.1. Method of asking for and offering bribes

In detecting and investigating corruption crimes, the following ways of conduct of
perpetrators prevailed:

e they do not express the request and offer directly but without a bribe, they knowingly
handle the matter of individual or public interest with delay and problems,

e they express the request for a bribe and offer of a bribe through an intermediary or even
several persons,

e the request and offer are not expressed directly but it is known from “history” and
friends that bribe is offered or received as a matter of course, in particular in the form
of services and non-material benefits,

e direct request for a bribe either in the form of cash according to the contract size or a
reciprocal service in the form of certain work performance by the company.

2.5.1.2. Place and form of bribe acceptance and hand-over

In the assessed period, the persons charged with corruption crimes handed over and
accepted bribes mostly:

e in cash in an office or workplace of the bribe recipient,

¢ Dbribe acceptance and hand-over at public places (car park, restaurant, shopping centre,
etc.), and

e Dbribe acceptance by crediting to a bank account covered by a fictitious service is a
novelty compared to the previous assessment.

As regards the form of bribes, pecuniary bribes in the currently valid EUR currency
prevailed.
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Corruption mostly occurred in connection with the procurement of a thing of public
interest. The areas such as healthcare, land register departments, district offices and tax
authorities were concerned.

In the monitored period 2016 to 2019, corruption crimes were cleared up, in which the
total amount of requested bribes amounted to EUR 2,015,709.00 and the sum of really
accepted bribes amounted to EUR 1,704,908.00. In connection with corruption crimes, a
total amount of offered bribes of EUR 1,663,061.00 was documented, and the funds
amounting to EUR 829,185.00 were really handed over.

As regards related criminal offences with a potential of ML threat it should be noted
that the most frequent criminal offence against public order was the criminal offence of abuse
of power by a public official, for which 223 criminal prosecutions were started, 239 persons
were indicted, 126 persons were convicted, and one penalty of forfeiture of a thing was imposed
in the monitored period. For the monitored period, this crime caused a total damage amounting
to EUR 10,412,000.00.

The criminal prosecutions commenced in 2019 and 2020 showed that other important
criminal offences directly connected with the commission of legalisation of proceeds of crime
include the criminal offence of breach of trust by maladministration of
estates of another pursuant to Article 237 of the Criminal Code and criminal offence of
contrivance in public procurement and public auction pursuant to Article 266 of the
Criminal Code. The reason is that public procurements and State property administration
include the handling and disposal of great amounts of money owned by the State and from State
subsidies and the EU, which represents a high risk for corruption behaviour of persons holding
decision-making powers in this area.

Taking into account the high amounts of financial resources included in public
procurements and State property management, there is a high probability that bribes, often
amounting to 10 and more percent of the contract value, will be in such amounts that legalisation
schemes will be necessary to use and draw them.

In this context, it is extraordinarily difficult to estimate the scope of unreported
criminality or the volume of sources coming from such activity.

In detecting and taking of evidence of corruption, investigation should also be focused
on the financial review of the perpetrator by checking their bank accounts, seizure of movable
and immovable property, analysing material data carriers and computer data. Shortcomings
include the fact that no central register of bank accounts has been established, and ascertaining
information, which is subject to bank secret, is time-consuming. It is not possible to monitor
the movements on the account at the actual time of corruption commission, either. The Slovak
Republic does not have a sufficient legal basis for such property monitoring, it is virtually only
possible to retrospectively ascertain the state of the account or monitor the perpetrator’s real
estate handling by screening and sending new and supplementary requests. However, in such
case it does not mean active monitoring of property in real time, which allows the perpetrators
of criminal offences, not only corruption, to successfully get rid of property with the objective
to avoid the risk of property seizure, penalty of forfeiture of property or duty to reimburse the
damage.
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A low level of operational and in particular, analytical activities of the National Anti-
Corruption Unit in the monitored period contributed to a low rate of detection and clear-up of
serious corruption cases, where also legalisation of corruption proceeds can be expected.

Within its operational activities, the National Anti-Corruption Unit focused on and
partially successfully detected in particular less serious cases of corruption at offices, stations
of technical inspection of cars, police controls, outpatient departments, etc., when perpetrators
receive bribes repeatedly, however, in relatively low amounts and in connection with handling
their usual working matters. However, the operational and analytical activity of the police only
marginally and with small efficiency focused on the detection of complicated corruption
schemes in public procurements, allocation of subsidies from the budget of the Slovak Republic
and European Union, high-value public contracts and similar serious matters, where huge
wastage of public finances occurs. One of the main reasons of low efficiency in detecting
such corruption can be seen in the fact that the analytical component of the police still
fails to a considerable extent. In particular at initial stages still before the commencement
of criminal prosecution, it should perform analyses of financial flows or personal and
property relations among suspicious persons in order to obtain a basic knowledge of
whether a benefit from a particular suspicious operation could have been obtained by
persons affecting the decision on a particular contract, subsidy or other handling of public
resources. The operational units encounter, inter alia, lack of professional staff, as well as
legislative problems, when, for example, during operational detection of corruption, a
policeman cannot request statements of accounts of the suspicious persons from banks in
accordance with Article 29a (4) of Act No. 191/1993 Coll. on the Police Force as amended,
despite the fact that the police are entitled to do so in some other criminal offences (tax evasions,
illicit financial operations or legalisation of proceeds of crime). Moreover, in evaluating
knowledge based on prosecutor’s supervision in corruption criminal cases it was found out that
even in 2019 but in particular in previous years, the detection of complicated corruption
cases encountered various artificially created limitations within the organisation of the
police, in particular in the willingness and possibilities of conducting proactive financial
investigation.

As regards corruption reporting by other state authorities, in particular by other police
units, SIS, National Security Authority, Supreme Audit Office or Financial Intelligence Unit, it
is also necessary to note that only few relevant suggestions and information were received from
them in the monitored period by the National Anti-Corruption Unit and led to detection of
corruption criminal cases. Closer cooperation with these authorities could lead to much better
efficiency in detecting and documenting corruption. In the previous months, some sign of
improvement of this cooperation of some of the above units with the anti-corruption unit of
NAKA was noticed, however, it will be necessary to adjust the whole system of cooperation so
that each of the above authorities will take part in detecting possible corruption crimes under
their competence and forward knowledge found to NAKA on a regular basis. The Financial
Intelligence Unit of the PPF should play one of key roles in this context. Such cooperation
across state authorities may lead to a considerable increase in the detection of corruption
criminal cases.
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If not in other areas but in the area of detection and criminal prosecution of corruption,
a positive trend of prosecution of legalisation of proceeds of crime starting from 2019 should
be pointed out.

Since 2019, despite the persisting of some system problems suggested above, a
considerable improvement in the area of detection and prosecution of serious corruption crimes
in several cases connected with legalisation of proceeds of crime has been recorded. This can
be unambiguously documented by the following criminal cases executed in 2019 and 2020:

1. In 2019, criminal proceedings were conducted for the criminal offence of receiving a
bribe pursuant to Article 328 of the Criminal Code, when the perpetrator, by extensive
corruption criminal activities, “had arranged” judgements as desired by criminally prosecuted
persons at courts in the district of the Regional Court in Zilina. The perpetrator was also charged
with the criminal offence of legalisation of proceeds of crime pursuant to Article 233 of the
Criminal Code. As they disposed of financial resources amounting to at least EUR 64,000.00
obtained from proceeds of corruption crimes, with which they were charged, and they were
going to conceal the existence of such income in an undetected amount and thwart its seizure,
forfeiture or confiscation for the purposes of criminal proceedings, the perpetrator consumed
the assets, partially hid them and transferred to natural persons for disposal as interest-bearing
loans provided as non-bank loans. In connection with the investigation of a predicate criminal
offence (receiving a bribe), within the performance of procedural acts, an amount of EUR
226,000.00 was seized in a bank safe deposit box as proceeds of corruption crimes committed
in the long term.

2. In 2019, a prosecutor indicted two natural and three legal persons for a continuing
crime of receiving a bribe pursuant to Article 329 in concurrence with a continuing particularly
serious crime of legalisation of proceeds of crime pursuant to Article 233 of the Criminal Code,
which occurred so that at least since 2017, the persons designated as XX, Ing. XX, Ing. XX and
Ing. XX had acted in cahoots, where Mgr. XX had ensured the appointment of Ing. XX as Head
at the District Office in Bratislava, Department of Environmental Protection (hereinafter “OU
BA OSZP”) as of 1 November 2016, as a person holding powers in proceedings conducted at
OU BA OSZP, with the intention to obtain unjust property benefit for themselves, as well as
for natural persons Ing. XX, Ing. XX and Ing. XX, or for the legal persons managed by them,
where XX also according to instructions of XX within their function had ensured through their
subordinates the preparation of background documents and issuance of positive decisions and
opinions, the signature of which by Ing. XX had been conditioned by providing bribes, whose
amounts had been set on a case-by-case basis, according to the type of application, after the
mutual agreement among Mgr. XX, Ing. XX and Ing. XX, and bribes had been requested from
individual applicants through Ing. XX and Ing. XX, in particular in the form of mandate
contracts entered into in accordance with the provisions of Article 566 et seq. of the Commercial
Code, the subject matter of which had been the “Negotiation of application lodged with the
District Office Bratislava, Department of Environmental Protection, for the purpose of
obtaining a positive opinion or decision”, and the decisions on dividing such received bribes
had been made by XX; the contracts and the legal acts resulting from them or following them
and several bank transactions through the companies managed by Ing. XX only had served to
conceal the origin of the funds obtained by corruption activities.

3. Further, in 2020, several natural persons and legal persons were charged with a
continuing criminal offence of receiving a bribe pursuant to Article 329 (1), (2) of the Criminal

71



ML THREATS

Code committed in the form of abetting pursuant to Article 21 (1) (a) of the Criminal Code in
concurrence with a continuing particularly serious crime of legalisation of proceeds of crime
pursuant to Article 233 (1) (a), (3) (c), (4) (a) of the Criminal Code, which occurred in such a
way that in the period from at least the beginning of 2017 to March 2020, in Bratislava and at
other places in the territory of the Slovak Republic and in the territory of the Republic of
Austria, the persons designated as Ing. JK, PhD., MK and Ing. M K PhD. had acted in cahoots
for the purpose of committing corruption crimes, as well as legalisation of proceeds of crime,
where Ing. J K, PhD., holding the position of the General Director of the Agricultural Paying
Agency (PPA), as a person holding the power in proceedings conducted at the PPA, with the
intention to obtain unjust property benefit for themselves, as well as for other natural persons
or for legal persons managed by them and related by staff or shares, had ensured the issuance
of positive decisions on the approval of non-repayable financial contributions conditioned by
the provision of cash as a bribe amounting to 10% of the total amount of the requested NFC;
the bribes had been requested from individual applicants through MVDr. I K, in the form of a
contract for work in accordance with Article 536 et seq. of the Commercial Code as amended,
whose subject matter had been, inter alia, “Obtaining a positive decision on NFC approval”;
the contracts and the legal acts resulting from them or following them and several bank
transactions through the companies managed by them had only served to conceal the origin of
the financial resources acquired by corruption activities. Some of the accused persons were
detained for the above criminal activities.

4. Another case, when in 2020, a charge was brought for the criminal offence of
receiving a bribe pursuant to Article 329 (1), (2) of the Criminal Code committed in the form
of abetting pursuant to Article 21 (1) (a) of the Criminal Code in concurrence with a continuing
particularly serious crime of legalisation of proceeds of crime pursuant to Article 233 (1) (a),
(3) (c), (4) (a) of the Criminal Code, is the case of the Chairman of the Administration of State
Material Reserves of the Slovak Republic (ASMR) who had allegedly committed corruption
and legalisation activities in such a way that until 2020, as the Chairman of the ASMR, along
with Ing. JJ as the General Director of the State Material Reserves Section of the ASMR, as the
Director of the Department of Mobilization Reserves and Emergency Stocks acting on behalf
of the ASMR, within the exercise of their authorisations resulting from their functions
concerning the selection of particular suppliers and establishment of business legal relationships
or conclusion of contracts under the competence of the ASMR, they had repeatedly, by acting
in conflict with Article 10 (2), (3) and Article 42 (1) (b) of Act No. 343/2015 Coll. on public
procurement, purposively influenced the announcement and course of public procurements of
the ASMR as the Contracting Authority in such a way that they had manipulated market surveys
for the purpose of determination of the expected contract value for a promised property benefit
from future suppliers, they had purposively modified tender documents so that they had been
suitable for a particular future supplier and in order to restrict the possibility of sending a bid
by other tenderers, or they had manipulated the course of bid evaluation in order to ensure the
winning in public procurements and subsequent property benefit of the business company M,
for which they had subsequently received property benefit from the winning business
companies in the form of payments and in kind rewards, which were concealed as payments of
rent for leased real estate and subsequently a fictitious purchase of two flats in favour of KK
worth EUR 200,000.00, for which he had not intended to pay. In this case, too, the accused
persons were prosecuted in custody.
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5. Another criminal case, when in 2020, a charge was brought for the offence of bribery
pursuant to Article 333 (1) (2) (b) of the Criminal Code in concurrence with the criminal offence
of legalisation of proceeds of crime pursuant to Article 233, is the following criminal case: At
a meeting, accused PC along with accused MS offered a bribe to Ing. M F currently holding the
position of the 1 State Secretary of the Ministry of Agriculture and Rural Development of the
Slovak Republic, in the form of provision of 5% of the value of the bid which they had
submitted in public procurement within a project with the title “Central data repository of the
Central Control and Testing Institute in Agriculture — a comprehensive project for data
management” worth EUR 1,497,614.40, for which IMF holding the position of State Secretary
would ensure the continuation of public procurement, announcement of the winner of public
procurement — their company, and subsequently, he would sign a contract of implementation
of the project; the payment of the above bribe amounting to 5% of the value of the bid submitted
in the above public procurement was to be made so that Ing. MF would provide a business
company, which would provide unspecified services within a subsupply, these services would
be accepted by the accused persons where in fact, the company Lomtec.com a.s. did not need
any subsupplies from the provided company and the mechanism of subsupply and payment was
only to conceal the bribe payment so that it would seem to be a legal payment within a business
relationship; also, an alternative was agreed upon that if the bribe was paid to Ing. MF in cash,
accused PC would invoice their services through an unidentified business company to the
company L a.s., the invoicing would be accepted and financial resources paid, where accused
PC from this company would obtain the money in an unidentified way and pay the amount of
EUR 60,000.00 to Ing. MF.

6. The last serious criminal case when in 2020, a charge was brought for the criminal
offence of receiving a bribe pursuant to Article 329 of the Criminal Code in concurrence with
a criminal offence of legalisation of proceeds of crime pursuant to Article 233 of the Criminal
Code, is the criminal case concerning the state-owned enterprise Lesy s.r.o.: In 2019, in the
town of Banska Bystrica, Ing. TK, Ph.D. holding the position of Business Director of the
company Lesy Slovenskej republiky, after a mutual agreement with Ing. LD, requested a bribe
in cash from AJ for signing a Framework Agreement with J s.r.o. as a winner of a tender
publicised in the Journal of Public Procurement, where the value of the bribe was set in the
amount of 13% of monthly invoicing from the total contractually agreed amount in accordance
with Framework Agreement 1607 amounting to €1,624,200 exclusive of VAT, and
subsequently, in accordance with Framework Agreement 1608 in the amount of €2,120,600
exclusive of VAT, in the period from 31 March 2019 to 31 March 2020, a total amount of
€122,253.59 was provided as a bribe; a part of the bribe was provided in cash in a passenger
car (BMW X5) and a part through the company L P s.r.0., which legalised the bribes in the form
of nine issued invoices in a total amount of €22,617.36 for fictitious consulting services between
the companies J, s.r.0. and L.

It is obvious from the above list of the current serious criminal cases that since 2019,
the number of criminal cases, in which particular high-level officials are criminally prosecuted,
in most cases in detention, for corruption in concurrence with legalisation of proceeds of crime
has considerably increased. It is caused by a more active approach of the police, as well as by
the pressure created by the Prosecutor’s Office on the police to focus on detection of more
serious forms of corruption instead of dealing with minor corruption.
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2.5.2. Forecast of ML threat development in corruption crimes

It is extraordinarily difficult to forecast the development of corruption in Slovakia, either
focusing on ML threats or without them. All partial estimates of development of this type of
criminal activities, which are based in particular on the analysis of already completed, i.e.
detected and prosecuted acts, are not sufficient for the estimate of development in the future as
they do not cover undetected corruption, which is much more extensive. Thus, it is possible to
believe that the size and frequency of commission of these criminal activities will not change
in future and will remain at the current level.

However, with respect to the development of criminal cases in 2019 and 2020, the
forecast trend of detection and criminal prosecution or penalisation of this form of criminal
activities is rising, and it can be expected that compared to 2016-2019, much more corruption
cases in connection with legalisation of proceeds of crime will be detected and criminally
prosecuted. If changes indicated above occur in the police (in particular strengthening the police
with experienced analysts, operational staff and investigators, and completion of the proactive
financial investigation mechanism), a considerable increase in such criminal prosecutions can
be expected.

Taking into account the above-mentioned, it can be stated that the prognosis of threat of
legalisation of proceeds of crime regarding corruption remains medium-high, and large
systematic corruption will represent a real ML threat.

“Minor occasional corruption” cannot be considered a real ML threat in Slovakia,
as the perpetrator of such act (e.g., doctor, policeman, office-holder) acquires in the form of
bribe only an insignificant amount from the view of ML (maximum thousands of EUR), which
does not need to be legalised in a sophisticated manner (normal consumption). A decreasing
trend can be expected also as a consequence of civil society activities which increase the rate
of resistance to the above corrupt behaviour.

2.6. Drug-related crime and so-called pharmaceutical criminal activity®!

2.6.1. ML threat factors

As regards the generation of proceeds from drug-related crime and so-called
pharmaceutical criminal activity, we can speak about a medium-high ML threat with an upward
trend, where the assumed amount of unrecorded proceeds is substantially higher. Its organised
form has the same character.

The transnational dimension is among the most significant aspects of drug trafficking
and commission of drug-related crime.

31 licit production, holding of and trafficking in narcotic drugs and psychotropic substances, poisons or precursors
Articles 171, 172, 173 (old Articles 186, 187)
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The SR is a country with a fully developed domestic drug market offering all the drugs
available in EU countries. ldentically with the previous assessment period, as regards drug-
related crime, the SR is still preferably a transit country or a temporary storage place for
international drug traffickers.

Compared to the previous assessment period, the drug scene in the territory of the SR
has not changed considerably. The development and trends copied the trends in the EU or of
the global drug scene. The abuse of the internet for committing drug-related crime brings a lot
of problems not only in connection with technological demands when detecting, documenting
and investigating drug-related crime.

Drug-related criminal activities are a well-organised, lucrative and in particular latent
form of criminal activity.

Perpetrators of drug-related crime are mostly Slovak nationals. However,
international organised groups also operate in the SR, whose members have backgrounds in or
come from south-eastern Europe. They organise production, import and distribution of narcotic
and psychotropic substances in large volumes to the States of Western Europe, mostly
marijuana and methamphetamine, but the activities of these groups also cover trafficking in
cocaine from South America and heroin from Asia, or in substances with anabolic or other
hormonal effects. These groups may be considered the largest ML threat from the groups
committing drug-related crime in the SR.

Several types of narcotic and psychotropic substances, precursors and pre-precursors
are transported most frequently by cars; however, also postal and courier services are abused
for transportation. The ways of communication as well as concealment of criminal activities
have not changed compared to the previous period; the state-of-the-art technology is used for
communication, such as Internet, mobile phone, notebooks, smartphones, etc. Main
communication means include Facebook, WhatsApp, Viber and similar applications, which
hinders drug-related crime clarification to a great extent. However, dead drops are also used.

The most common way of drug-related crime commission in the SR is that people on
top of the drug chain pyramid ensure the financing of purchase of great amounts of narcotic
substances in the SR or abroad, in particular in the territory of the Czech Republic. Through
other people, they ensure the transportation and storage of these substances at various places,
from where they are distributed to end consumers or to entertainment facilities in other regions.
The profit/proceeds are then divided according to agreed rules among individual units
involved in this illicit trade.

Most perpetrators are also drug consumers; in principle, drug distributors at a higher
degree of hierarchy do not consume drugs. Some persons dealing with drug-related criminal
activities are linked to people working in healthcare, pharmacy or chemical industry, and
through these people medicines, chemicals and other drug precursors needed for the production
of methamphetamine circulate. Drug-related criminal activities are connected in particular with
groups of perpetrators committing criminal offences against property and criminal offences of
economic nature in order to obtain financial resources for the purchase of drugs and legalise
proceeds of drug-related crime.
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The drugs most widespread and used in the territory of the SR are cannabis /marijuana/,
methamphetamine, followed by cocaine, heroin, synthetic drugs and new psychoactive
substances. The most frequent ways of use are smoking, snorting and intravenous use.

Marijuana and methamphetamine are imported from abroad, in particular from the
Czech Republic, where the perpetrators are people studying, working or living in the Czech
Republic.

As regards marijuana, the quantity of substance imported ranges from quantities for
personal use to the import of larger volumes for sale to several consumers. Groups of
perpetrators cooperating with foreign groups also operate in the territory of Slovakia; in such
case, modus operandi is more sophisticated.

Within the SR, methamphetamine was produced mostly individually, by consumers
without sufficient financial resources for purchasing the drug. There are also manufacturers,
who besides personal consumption sell the drug to several people close to them. In Slovakia,
methamphetamine is prepared from over-the-counter medicines (e.g. Nurofen Stop Grip,
Modafen and ParalenGrip), whose sale is, however, limited by law according to the number of
packs needed for one treatment cycle.

As regards trafficking in heroin, Slovakia is a transit country rather than a target one.
The reason for a low interest in heroin is its low quality at street sale, as well as the fact that
current consumers of narcotic and psychotropic substances prefer substances with stimulating
effects, in particular in the form of pills.

Trafficking in cocaine in the territory of Slovakia is an activity of organised groups, as
well as smaller groups of individuals using cocaine. The imported cocaine came from the
Netherlands or Belgium and its concentration was 80% or more. Cocaine is imported to the
territory of Slovakia usually through an intermediary — a contact person or distributor from
countries of South America.

Synthetic drugs and new psychoactive substances are imported to Slovakia mostly from
the Netherlands, Poland, as well as the Czech Republic, or they are purchased via the internet.
As a consequence of an increasing addiction to narcotic and psychotropic substances, as well
as of lack of finances, many consumers get involved in drug-related criminal activities, either
in the distribution or in the production and transportation of these substances. In the cases of
import of cocaine, synthetic drugs and new psychoactive substances, the consumers interested
pool their money for a certain quantity of goods, which are afterwards purchased abroad.

In 2018, the PF dismantled three organised groups and one criminal group. The persons
of interest from the States of former Yugoslavia or the Albanian community carried out their
activities in connection with trafficking, mostly in cocaine. Slovak nationals were involved
mainly in the production and distribution of methamphetamine and Cannabis plants.

In 2019, a sophisticated scheme created for the purpose of legalisation of generated

proceeds of crime — trafficking in substances with anabolic or other hormonal effects - was
recorded. By mutual agreement and in coordination, in order to conceal such illegal income, at
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least six perpetrators opened bank accounts at various banking institutions or used already
existing banking accounts, to which they received cashless payments for supplies of substances
with anabolic or other hormonal effects from various customers, transferred high amounts
among accounts, withdrew cash and further disposed of these illegal funds. To improve the
efficiency of the legalisation scheme, the perpetrators established business companies in the
USA at one registered office and opened or ensured opening of three bank accounts of these
companies in Slovakia holding the right of disposal of them; these accounts were used to
transfer financial resources. In 2017, one of the perpetrators, a barrister, established through an
intermediary — a company in the USA — another business company with a virtual registered
office without real commercial and business premises; the position of Executive Officer of the
company was held by the organiser of the group, and through an account in Slovakia, financial
resources for the sale of substances with anabolic or other hormonal effects were further
transferred, and the perpetrators intentionally carried out several transfers in order to conceal
the origin of the money with a total volume of financial operations of at least EUR
17,560,240.00.

The perpetrators used these illegally obtained funds to commit other drug-related
criminal activities, invested them in various consumer goods including the purchase of at least
five passenger premium-brand motor vehicles and one utility vehicle, the purchase of six
apartments, a part of the funds was transferred to tax havens; in order to improve the efficiency
of legalisation and create a semblance of legal reason for the receipt of an amount of EUR
1,641,332.00, they provided a fictitious loan contract allegedly concluded in August 2017,
for an amount of EUR 2,000,000.00. In this case, in accordance with Article 119 (1) (f) of the
Code of Criminal Procedure, “financial investigation” takes place focused on the evaluation
of the whole property of the accused persons, their proceeds of crime and means to commit
it, their location, nature, state and price. Cash amounting to GBP 21,200.00 and EUR
83,500.00, at least EUR 171,500.00 at bank accounts in the SR, as well as the whole
property of the group organiser and the property of two accused legal persons, together
in the value of at least EUR 1,413,000.00 have been seized so far.

2.6.2. Drugq prices and purity

Drug prices and purity in the territory of Slovakia are ascertained based on operational
information of police members. In 2016, drugs with black market value from EUR 409,814.00
(lower limit) to EUR 1,257,210.00 (upper limit) were seized in the territory of the SR.

Development of prices of narcotic and psychotropic substances in the territory of the SR
in the assessed period in EUR:

2016 2017 2018 2019
Memamphaag”::rf (Perviti) /41 35100 | 35-100 | 20-100 | 20-100
Cannabis / 1 gram 5-10 5-15 3-20 2-20
Hashish / 1 gram 10-20 10-20 8-30 5-13
Cocaine / 1 gram 70-140 60-120 40-120 40-120
MDMA (ecstasy)/ 1 pill 3-12 3-12 5-15 3-12
Heroin / 1 gram 40-100 40-100 20-100 20-100
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The above prices are not the average prices but the lowest and highest prices recorded
in the territory of whole Slovakia for the whole year.

An increase in proceeds from drug sale is ensured by mixing them with other substances,
so-called drug cutting®?.

In the monitored period of 2016 to 2019, in total 6,153 drug-related crimes were detected
which represents a share of 2.40 % in total criminality. Compared to the previous monitored
period of NRA, there was a decrease by 3,240 criminal offences. However, it should be noted
that in the 1st round of NRA, the monitored period lasted five years, in the 2nd round, four
years. Of the total number of detected drug-related criminal offences, there were 3,657 cases of
convictions (a share of 59.43 %), and in 39 cases, the penalty of forfeiture of a thing was
imposed, in five cases, the penalty of forfeiture of property, and in eight cases, the protective
measure of confiscation of a thing. In particular cooperation in law enforcement, increased
activity in the area of detection of illicit production and distribution of drugs and precursors,
strengthened international cooperation in dismantling international organised groups
contributed to the decrease in the number of drug-related criminal cases.

As regards the security situation in our territory, in the area of narcotic and psychotropic
substances and precursors, factors connected with secondary criminality, i.e., criminal
offences committed to obtain drugs, as well as criminal offences committed under the influence
of drugs, must be taken into account in addition to illicit production, distribution and
transportation of these substances.

Ilicit income from drug-related crime of transnational Balkan crime comes in particular
from countries of Western Europe. In Slovakia, it is legalised through related business
companies under the influence of cooperating persons with both foreign and Slovak origin®3.

In the monitored period, illicit income was legalised through transactions with real
estate, cryptocurrency, precious metals (purchase of gold as an investment and its storage in
bank deposits in EU countries), investments in gambling venues, and a part of resources was
invested to maintain and develop drug-related criminal activities. Illicit profits are also invested
in the countries of the Western Balkans, where top representatives of this organised crime also
have political coverage (in particular in Kosovo).

%2Heroin in a mixture with opiates - Tramadol, Codeine (Braun), as well as with cheaper drugs, such as
methadone... we also know a mixture of cocaine and heroin (speedball) Other substances may include: caffeine,
glucose, chalk, talc.

Cocaine often mixed with codeine, lidocaine, oxazepam, diazepam, with other drugs such as heroin (according to
the market price), powder, baking powder (Crack a form of cocaine — ammonia and dough conditioner)
Methamphetamine — it is often already produced as a mixture containing organic solvents (toluene, gasoline,
benzene, acetone or iodine, etc. It is also mixed with other stimulants, sugar, salt, cyclohexanone, washing powder,
pulverised dishwasher tablets, etc. In mixtures with heroin (speedball).

MDMA (ecstasy) mixed with Piperazine (mCPP) — a substance causing depression, gypsum, other powdered
substances, medicines regulating heart activity, often several types (i.e., including opposite effects on heart).

33 Representatives of foreign organised crime have been trying to obtain permanent residence in the SR or the SR’s
nationality for a long time. In addition to the possibility of free movement in European Union States, they also try
to obtain the possibility to organise their illicit activities in the territory of Slovakia or to legalise proceeds of crime
committed abroad in Slovakia through their legal business activities.
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A phenomenon of the current era, the Darknet, which provides room for illicit activities
committed via the internet, continues to be used for the commission of drug-related crime. Illicit
activities are difficult to monitor because the internet is a global environment and it is difficult
to identify organisers of trafficking due to constantly changing IP addresses of traffickers.
Orders placed via internet sales portals usually include smaller amounts of drugs delivered by
post or courier services.

2.6.3. Forecast of ML threat development in drug and pharmaceutical crime

Based on the development it can be expected that cannabis and methamphetamine
consumption, including their production, import, distribution, as well as an interest in
precursors necessary to produce methamphetamine, will further increase.

An increase in consumption of new psychoactive substances connected with their
procurement via the internet and abuse of courier and postal services for their import can
also be expected. There is also an assumption of stagnation of interest in traditional heroin
connected with an increase in the interests in synthetic opiates and opioids contained in
medicines, as well as the involvement of groups of perpetrators coming from the Balkan
Peninsula in trafficking in heroin and cocaine in the SR. Like in other countries of the European
Union, an increase in the interest in the so-called “laughing gas” can also be expected.

Currently, an increasing interest of some groups of the population and civic associations
in a change of the legislation in the area of narcotic and psychotropic substances, e.g., exclusion
of LSD etc., as well as an increased interest of socially vulnerable people in particular in Eastern
Slovakia in solvents®*, as they are affordable, is expected. A greater influence of organised
groups, whose members operate in various other countries and deal with trafficking in narcotic
and psychotropic substances and precursors, as well as alteration of organised groups dealing
with drugs, is very probable.

The Slovak Republic will continue to be considerably affected by the regional factor of
drug-related crime.

2.7. Organised crime

2.7.1. ML threat factors

The level of ML threat in the cases of organised forms of criminal activity remains high,
especially with respect to the volume of generated proceeds, volume of unidentified proceeds,
nature, social hazard and scope of related criminal activities in predicate criminal offences with
a balanced tendency, however, with the transformation in the area of specific criminality with
a considerable shift to criminal offences of economic nature.

The Slovak law does not know the term “organised crime”, therefore, it occurs in
connection with other criminal offences which are committed or were committed by members

34 These are organic-solvent-type drugs which are inhaled (acetone, toluene, chloroform, etc.).
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of organised or criminal groups. Usually, it is not one definite fact or summary of facts; rather
it is a complex form of devious conduct showing signs of unlawfulness with a high degree of
hazard for the society. As regards facts, organised crime is heterogeneous.

As in the previous assessment period, in the second assessment period, too, the trend
prevailing in the territory of the SR was that criminal and organised groups desist from mostly
criminal violence and criminal offences against property, and their illicit activities move
towards more sophisticated and profitable forms, which are more complicated for detection and
conviction of the perpetrator. This includes in particular criminal offences of economic
nature, drug-related crime and criminal offences against property.

The criminal offences of economic nature included frauds with EU funds and in
particular tax criminal offences, in particular in the form of issuance of fictitious accounting
and tax documents for a great number of various business companies without real taxable
transactions with the objective of unauthorised tax advantages in the form of tax liability
evasion and unauthorised application and subsequent refund of excess value added tax
deduction. An international element and abuse of schemes of legal persons were used to
avoid a suspicion of commission of criminal activities as well as to make the activity of
criminally liable persons more obscure.

In the monitored period, a case of a particularly serious criminal offence of legalisation
of proceeds of crime was detected. The perpetrators of the predicate criminal offence of
establishing, masterminding and supporting a criminal group pursuant to Article 296 of the
Criminal Code and a particularly serious criminal offence of theft pursuant to Article 212 (1),
(5) (a) of the Criminal Code allegedly unlawfully had taken possession of a majority interest in
a foreign company and at the following extraordinary general meetings of the foreign company,
they decided on the liquidation of the company and on reducing its registered capital. In order
to thwart the seizure of the acquired financial resources from the reduced registered capital for
the purposes of criminal prosecution, they legalised them by concluding contracts of purchase
of other shares in other foreign companies or by providing loans to related persons, both Slovak
and foreign companies in a total amount of about EUR 4,527,325.75.

Official spheres of business of organised crime members focus on the protection of
property and persons performed through private security services, sale and purchase of real
estate, operation of hotels, restaurants, gambling venues, exchange offices, as well as provision
non-banking loans; the area of tax criminal activities with elements of cooperation with
organised groups of in particular neighbouring countries is becoming ever more dominant.

If any of the criminal groups committed criminal violence, it was only for the purpose
of control of some area of criminality in a small region (town, district), with the objective to
collect fees from drug dealers or persons committing criminal offences of economic nature or
criminal offences against property. Therefore, Slovak authorities endeavour to detect such
newly established organised or criminal groups still at early stages, document their criminal
activities and dismantle them.

In the SR, no serious unlawful activities of foreign-language criminal groups were
recorded, but it is a more frequent phenomenon seen in individual criminal cases that criminal

80



ML THREATS

activities exceed state borders, in particular in the cases of organised drug-related crime,
prohibited acquisition and possession of firearms and trafficking in them, and the so-called
pharmaceutical criminality, where despite the development, organised crime still persists.

In the assessed period of 2016 to 2019, no profiling of new organised or criminal groups
was recorded, which would have such dominance of position in the region that it would raise
concerns about the commission of severe criminal violence like the violence committed in the
previous years by groups of racketeers that were eliminated in the past.

In the assessed period, the “Takac” criminal group was dismantled; its structures were
more sophisticated than in other groups, i.e., they desisted from violent elements and replaced
them by contractual obligations. They did not use proceeds of crime for consumption; they
invested them in particular in the sector of services (e.g., restaurants, hotels). This elimination
also results from 2016, when criminal activities of nine criminal groups and 49 organised
groups were documented; out of them, 26 organised groups and four criminal groups were
dismantled. As regards organised drug-related crime with an international element, five
organised groups were documented; two of them and one criminal group committing drug-
related crime were dismantled.

In the assessed period, policemen from NAKA PPF actively operated in the area of fight
against criminality of criminal groups operating in the territory of the Slovak Republic; they
clarified several cases of “mafia murders”, i.e. murders causally connected with the activity of
criminal groups or commission of the most serious forms of organised crime. They include the
clarified cases of “mafia execution of straw men”. These acts were cleared up despite the fact
that the investigation was hindered due to a considerable time delay between the commission
of the act and detection of the perpetrator (about 10 and more years).

In the monitored period, in connection with the investigation of activity of organised
groups and criminal groups, 279 persons as members of 24 criminal groups and 434 persons as
members of 83 organised groups were charged. Investigation of five so-called mafia murders
committed from 2000 to 2004 by the “Sator” criminal group continued; all the accused
perpetrators are prosecuted in detention. In October 2019, within the “Apac” operation, 19
members of the “Taka¢” criminal group were arrested, 13 of them are prosecuted in detention
and 25 persons were charged.

Legalisation of proceeds of crime by organised or criminal groups is often masked as
legal income from regular business activities.

For that purpose, organised groups operate various businesses, such as gambling venues,
restaurants, shops, exchange offices, etc., where small cash amounts are often handled.
Proceeds of crime are often put into the legal financial system through extensive financial
operations among many legal and natural persons for the purpose of concealment of financial
proceeds. Subsequently, organised groups invest these sham legal financial resources in various
commaodities, such as real estate, securities, or provide various types of loans.

Law enforcement authorities realise the need to improve the efficiency of application of
mechanisms of detection and confiscation of proceeds of crime, as well as property acquired
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using illicit proceeds, however, on the other hand, it should be noted that a lower efficiency of
prosecution of cases of disposal of proceeds of crime consists in particular in insufficient
and unclear definition of the boundary between a plain disposal of proceeds and a
qualified intention of legalisation in accordance with Article 233 (1) of the Criminal Code.
Law enforcement authorities in criminal prosecution, as well as courts in practice often face
defence of the prosecuted persons (accused persons), which can be rebutted with difficulty, that
the disposal of proceed (transfer to their accounts and accounts of close persons or cash
withdrawals) was essentially the consumption of proceeds from a predicate criminal offence,
without an intention to conceal their origin, which disputes the culpability of the act legally
qualified as a criminal offence of legalisation of proceeds of crime. There is also another
important factor — problems of interpretation caused by a complex distinction made between
facts of criminal offences of sharing pursuant to Article 231 of the Criminal Code and
legalisation of proceeds of crime pursuant to Article 233 of the Criminal Code; in consequence,
the perpetrator is more frequently prosecuted and convicted of the criminal offence of sharing
(Article 231 of the Criminal Code), which is virtually a form of the so-called autonomous
money laundering (third party laundering) than of legalisation of proceeds of crime (Article 233
of the Criminal Code).

The ML threat persists in the area of human smuggling, also with respect to the volume
of unidentified proceeds generated by this criminal activity.

The activity of organised crime also focuses on criminal activities of human smuggling
pursuant to Article 355 and Article 356 of the Criminal Code.

As in the previous assessment period, the area of human smuggling in Slovakia was
most significantly affected by the migration wave from the countries of the Western Balkans
from 2015-2017, which went through Slovakia from Hungary and then divided in the direction
of the Czech Republic, Austria and Poland. After 2017, the migration pressure has weakened,
which was reflected by the number of human smuggling cases on the route of illicit migration.
At the end of 2019 and the beginning of 2020, as a consequence of a strained political situation
between the EU and Turkey, the pressure of illicit migration increased on the border between
Turkey and Greece, causing a slight increase in migration pressure on the migration route of
the Western Balkans, however, it did not reach the intensity from 2015-2017.

Economic migrants from countries unaffected by a conflict, who arrive in Ukraine,
obtain illegal documents and try to get into the EU using them. Migrants are smuggled by
Ukrainian or Ukrainian-Slovak organised groups cooperating with security units on both sides
of the border. The price for the transfer of one migrant across the border between Ukraine and
Slovakia is about USD 3,500.00.

As regards illegal migration after 2016, we can see a considerably stronger interest of
third-country nationals in obtaining residence in the Schengen Area, as well as in illegal border
crossing, which is also proved by the changed status of Slovakia from a solely transit country
to a target country. Entities dealing with obtaining temporary residence permits for the purpose
of business operate in Slovakia. For the services provided, they receive an amount of EUR
3,500.00 to 7,000.00 from every person, depending on the difficulties with residence permit
obtaining. Some entities also provide other services to foreigners, such as establishment of
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companies, bookkeeping, formal conduct of business activities so that foreigners seemingly
meet the criteria for granting a temporary residence permit although they in fact do not stay or
run a business in the SR. To obtain residence permit, also marriages with Slovak nationals are
arranged; based on them, foreigners apply for residence for the purpose of family reunification.
In the cases of family reunification abuse, Slovakia used to be a source country of brides or
bridegrooms who were often lured abroad, in particular to Great Britain, with the promise of a
well-paid job and later they agreed with marriages with third-country nationals. Gradually, the
arrangement of contract marriages also started in Slovakia. However, in 2019, the trend started
decreasing again.

High demand for work in Slovakia by third-country nationals, in particular from Ukraine
and Serbia, was used by groups knowing foreigner legislation; covered by HR agencies and
various business companies, they fraudulently obtained necessary documents for applicants for
residence and job in Slovakia.

In the area of human smuggling in Slovakia, a very low level of money laundering has
been recorded because main revenues and main cash flow from human smuggling are not
situated in and transferred through Slovakia. In most cases, the activity of organised human
smuggling groups is managed from abroad and the members performing activities in Slovakia
are paid only partial considerations for services by main organisers. In some cases, illicit
migrants pay for the transportation directly to drivers. The financial resources obtained for
individual services (e.g. transfers of migrants) are either paid in cash or deposited into current
accounts of members (e.g. the amounts for accommodation, fees for handling foreigner
matters). The financial proceeds are further used for the provision of services intended for the
coverage of business activities or invested in motorsport or accommodation companies.
Members of organised groups usually use the proceeds of activities for personal needs or a part
of the resources is paid as wage to illegal migrants working in Slovakia.

As regards ML, business companies reporting fictitious activities with fictitious
accounting with the only objective to obtain residence permits for foreigners from third
countries for a financial fee appear as the riskiest ones in the area of human smuggling.

Sophisticated serious organised criminal activities are dominantly characterised by a
concurrence of several criminal offences.

In the monitored period from 2016 to 2019, in total 218 criminal offences committed by
organised and criminal groups were detected, which represents 0.09 % of overall criminality.

Commenced criminal prosecution for criminal offences committed by organised groups
2016 | 2017 | 2018 | 2019 | 2016-2019

Premeditated murder Article 144 3 0 0 0 3
Murder Article 145 0 0 0 0 0
Bodily harm Article 155 0 0 0 0 0

Ilicit production, holding of and
trafficking in narcotic drugs and
psychotropic substances, poisons or
precursors Article 172

14 6 6 8 34
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with anabolic or other hormonal effects
Article 176
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Trafficking in human beings
Article 179

Kidnapping for ransom Article 186

Robbery Article 188

Extortion Article 189

Gross coercion Article 190

Theft Article 212

Fraud Article 221
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Insurance fraud Article 223

N
w

N
w

Sharing Article 231

o

o

Legalisation of income from crime
Article 233

Harm caused to a creditor Article 239
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Breach of regulations governing
imports and exports of goods Acrticle
254

(@)

(@)

(@)

Forgery, fraudulent alteration and illicit
manufacturing of money and securities
Article 270

Tax and insurance premium evasion
Article 276

25

Failure to pay tax and insurance
premium Article 277

Tax fraud Article 277a

13

Breach of regulations governing state
technical measures for labelling goods
Article 279

Prohibited acquisition and possession
of firearms and trafficking in them
Article 294

Prohibited acquisition and possession
of firearms and trafficking in them
Article 295

Establishing, masterminding and
supporting a criminal group Avrticle
296

Ilicit manufacturing and possession of
nuclear materials, radioactive
substances, hazardous chemicals and
hazardous biological agents and toxins
Article 298

Abuse of power by a public official
Article 326

Receiving a bribe Article 329

Obstruction of justice Article 344

Human smuggling Article 355

OOl O
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Human smuggling Article 356 1 0 0 0 1
Old Criminal Code 0 6 0 3 9
OVERALL CRIMINALITY 66 43 25 26 160

Commenced criminal prosecution for criminal offences committed by criminal groups

2016 | 2017 | 2018 | 2019 | 2016-2019
Premeditated murder Article 144 1 0 4 1 6
Ilicit production, holding of and
trafficking in narcotic drugs and 0 0 0 4 4
psychotropic substances, poisons or
precursors Article 172
Kidnapping for ransom Article 186 0 0 0 0 0
Robbery Article 188 0 0 0 0 0
Extortion Article 189 1 0 0 0 1
Gross coercion Article 190 2 1 0 0 3
Fraud Article 221 0 0 0 2 2
Insurance fraud Article 223 0 0 0 0 0
Sharing Article 231 0 0 0 0 0
Legalisation of income from crime
Article 233 o |10 0 0
Harm done to a thing of another
Avrticle 245 1 0 0 0 .
Breach of regulations governing
imports and exports of goods Acrticle 0 0 0 0 0
254
Distortion of data in financial and 0 0 0 0 0
commercial records Article 259
Forgery, fraudulent alteration and
illicit manufacturing of money and 0 0 0 0 0
securities Article 270
Tax and insurance premium evasion
Article 276 . 2 2 . .
Failure to pay tax and insurance
premium Article 277 0 1 1 0 Z
Tax fraud Article 277a 0 0 0 0 0
Prohibited acquisition and possession
of firearms and trafficking in them 0 2 0 0 2
Article 294
Prohibited acquisition and possession
of firearms and trafficking in them 1 1 0 0 2
Article 295
Establishing, masterminding and
supporting a criminal group Avrticle 3 5 9 1 18
296
Abuse of power by a public official
Article 326 0 0 0 0 g
Old Criminal Code 0 5 2 1 8
OVERALL CRIMINALITY 10 18 19 11 58
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2.7.2. Forecast of ML threat development in organised crime

It can be expected that criminal activities generating the biggest volumes of illicit
proceeds, such as tax (in particular VAT) frauds, illicit import/smuggling of high-tax goods,
asset stripping in state-owned institutions and local and regional government, corruption in
selecting suppliers and issuing various licences and assigning subsidies, and in the area of drug
production and trafficking will step up.

The migration pressure on the external border of the EU considerably decreased, in
particular thanks to the fulfilment of the so-called migration agreement between the EU and
Turkey and introduction of stricter security controls on the borders of countries in the Western
Balkans. However, the migration agreement became a risk tool of Turkey for the enforcement
of concessions of the EU. Its termination cannot be excluded in particular due to the increasing
requirements and even aggressive behaviour of Turkey towards EU Member States. The above
factors may increase the threat of illicit migration across the Schengen/Slovak border with
Ukraine and also illicit profit of smuggling groups on both sides of the border. At the same
time, an increase in illicit proceeds for Slovak entities arranging temporary residence for
foreigners in the SR, in particular for the purpose of business, can be expected (although, as a
matter of fact, this does not happen and foreigners often migrate to western countries of the
EU). The closer connection of Ukraine and Georgia, as well, within the Eastern Partnership to
the European economic and political area brings cancellation of visa duties by the EU and
intensification of economic and business links among these countries.

There is a big problem with forecasting the state, level, structure, and dynamics of
organised crime at least due to the absence of a legal definition of the term “organised crime”.
The factors, which will support organised criminal activity in the SR, will include in particular
difficult taking of evidence, and organised groups will also focus on new forms of abuse of
legal persons.

The organised form of crime represents a permanent ML threat with unchanged
amplitude of trend, however, with a significant change of character of criminal activities
towards economic criminal activities.

2.8. Cybercrime

2.8.1. ML threat factors

Cybercrime in the Slovak context represents a dynamically developing type of
criminality. The most serious forms of cybercrime represent a medium-high ML threat with a
rising tendency but also rising clear-up rate. The proportion of unrecorded proceeds is
substantially higher. The recorded attacks in cyberspace outmatch traditional criminal activities
and become a horizontal element of it. The existence of virtual currencies represents a special
threat with a tendency of growth.

The term “cybercrime” is not defined in Slovak law, however, Slovak law knows and
defines facts of individual criminal offences which together form cybercrime. At the same time,
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for the purposes of the Slovak criminal law practice, definitions such as “computer system” and
“computer data” contained in the Convention of the Council of Europe® ratified by the SR on
12 December 2007 are used.

The categorisation of cybercrime in a narrower sense (direct cybercrime) has not
changed and includes attacks on computers, i.e., unlawful activities carried out against the
integrity or security of computers, computer systems or data that is processed or stored. On the
contrary, cybercrime in a broader sense (indirect cybercrime) means in this assessment period
too, the criminal offences committed by means of computer (a computer as the means for
criminal offence commission), i.e., any unlawful activities committed through computer
systems or computer networks. They include in particular criminal offences of economic nature,
such as frauds, thefts, computer sabotage or illicit penetration into computer networks and to
protected data. They also include criminal offences attacking an individual’s privacy
(modification of personal data, use of false data, illicit collection or abuse of personal data),
however, they are also used in committing other criminal activities, related, for example, to
extortion, threats, dissemination of child pornography and drug-related crime.

The clear-up percentage of criminal offences within cybercrime is also considerably
affected by the fact that in particular PF members in charge are competent for the investigation
of this form of criminal activity in basic facts of investigated criminal offences; however, in
most cases they are not sufficiently experienced. The low clear-up rate of cybercrime is strongly
related to the development of new information technologies and services with the use of various
sophisticated ways in the environment of P2P/TOR networks, social engineering, etc. The
missing legal regulation, which would lay down the telecommunication service providers’ duty
to store data, is a significant problem. This situation results from the practice of the
Constitutional Court of the SR and the Court of Justice of the EU. Although perpetrators of this
criminal activity are more and more sophisticated and the situation is similar as regards the
scope of use of new technologies, currently, even the data available in 2014 is not available any
more. A new efficient legislation at the level of the EU can be hardly expected due to narrow
room for a legislative regulation by the Court of Justice of the EU.

Electronic evidence, which represents the basis for successful investigation of
cybercrime, is characterised by high volatility. Without timely seizure of clues and evidence,
there is only small or no success rate of detection, detention and conviction of perpetrators. The
cross-border character is among the typical signs of cybercrime.

The problem of solution of internet criminality in general in all its known forms at all
degrees of gravity remains the most serious threat. To be able to speak about cybercrime, the
perpetrator must use computer technology or another means for information processing for their
activity, and their activity must fulfil the fact of criminal offence.

In the 2" round of NRA, the biggest share of cybercrime occurrence was
represented by criminal offences in the area of abuse of payment cards. Within the assessed
period, in 2016, the highest damage was recorded, amounting to EUR 1,352,000.00. As regards

%Convention on Cybercrime of the Council of Europe of 23 November 2001

36Computer Crime or Cybercrime is specified by the European Commission and European Union Member States:
“Cybercrime is any illicit, immoral and unauthorised conduct including the abuse or change of data obtained
through computer technology.”
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the development of damage, it was stabilised or slightly decreased compared to the previous
assessment period. This criminal offence is the most frequently committed cybercrime criminal
offence and represents on average, a share of about 78 %.

The number of criminal activities conducted directly against information systems
(damaging and abusing a record on an information carrier - Article 247 of the Criminal Code
and other criminal offences) increased in the assessed period. This criminal activity resulted
from the continuing rise of use of information technologies, in particular in households. In the
assessed period, an increase in the dissemination of child pornography was also recorded,
mainly thanks to the possibilities of anonymity and untraceability. Distribution of
materials with child pornography was and is most frequently recorded at internet chat
portals and internet forums. Within this criminal activity, we do not register the
generating of proceeds of crime because perpetrators of these criminal offences are
usually recipients of these services and products, whose motive is sexual satisfaction
rather than profit, therefore, often the scenario is opposite, when perpetrators pay for it.

Overview of cybercrime criminal offences®’ for the monitored period 2016 — 2019:

Article | Article | Article | Article | Article | Article | Article
201a 219 247 283 368 369 370

2016 5 1741 17 41 30 100 27
2017 11 1579 26 44 29 174 28

Year

Occurrence
2018 15 1537 23 46 36 234 54
2019 13 1368 29 47 60 191 35
2016 1 433 0 8 17 32 21
Cleared- 2017 8 451 0 11 15 48 19
up 2018 6 473 0 10 25 76 38
2019 6 492 4 14 42 58 24

2016 20.00 | 24.87 | 0.00 | 19.51 | 56.67 | 32.00 | 77.78

Clear-up 2017 72.73 | 28,56 | 0.00 | 25.00 | 51.72 | 27.59 | 67.86
percentage | 2018 40.00 | 24.87 | 0.00 [ 21.74 | 69.44 | 32.48 | 70.37
2019 46.15 | 35.96 | 13.79 | 29.79 | 70.00 | 30.37 | 68.57

2016 - [ 1352 | 38 | 122 i _ ;

Damage [ 5017 . 919 | 104 | 246 i _ }
(thous.

EUR) 2018 - | 1268 | 116 | 181 ] _ }

2019 - | 1065 | 250 | 2146 | - _ }

37 The form of criminal offence as the basic statistical instrument does not contain an item whether the criminal
offence was committed via a computer. For that reason, cybercrime includes the criminal offences provided in the
table: Article 201a Sexual abuse, Article 219 Unlawful manufacturing and enjoyment of payment means Article
247 Unauthorised access to a computer system, Article 283 Infringement of copyright, Article 368 Production of
child pornography, Article 369 Dissemination of child pornography, Article 370 Possession of child pornography
and participation in child pornographic performance.
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The development of the fight against cybercrime in 2016-2019 was considerably
affected by Decision of the Constitutional Court of the Slovak Republic No. US 10/2014 dated
29 April 2015, which decided that the provisions of Article 58 (5) to (7) and Article 63 of Act
No. 351/2011 Coll. on electronic communications as amended, Article 116 of the Code of
Criminal Procedure and Article 76a (3) of Act of the National Council of the Slovak Republic
No. 171/1993 Coll. on the Police Force as amended are not in compliance with Article 13 (4),
Avrticle 16 (1), Article 19 (2) and (3), and Article 22 of the Constitution of the Slovak Republic,
Article 7 (1), Article 10 (2) and (3) and Article 13 of the Charter of Fundamental Rights and
Freedoms, Article 8 of the Convention on Human Rights and Fundamental Freedoms and
Avrticle 7, Article 8 and Avrticle 52 (1) of the Charter of Fundamental Rights of the European
Union. It is also considerably affected by the continually adopted case law of the Court of
Justice of the EU.

ML threats related to the use of information and telecommunication technologies
(including social networks and online payment platforms), internet banking etc. can also be
seen in the 2" round of NRA for criminal offences of economic nature and criminal offences
against property. Other forms of criminal activities committed by means of computer system,
e.g., extortion etc., cannot be neglected.

These technologies allow not only efficient and fast communication and transfer of
funds (including the cross-border transfer) within common legally provided services but also
commission of criminal activities.

Encryption of communication as a clear trend facilitates the commission of criminal
activities. Phishing®8, pharming®?, use of malware and ransomware are still present.

In such cases, legalisation proceedings do not take place very often because it is often
almost impossible to investigate even the predicate criminal offence or the act of legalisation is
subsumed in the predicate criminal offence, for which the criminal prosecution takes place. For
example, in the cases of frauds, where the perpetrator fraudulently notifies a change of bank
account for invoice payment and the injured person finds out that it is a fraud and files a criminal
complaint, the financial resources have already been withdrawn or transferred and computer
data cannot be retrieved because the operators’ duty to store data for a certain time is missing.

%8 The cases when a personal computer or mobile phone of an owner of a particular account was intentionally
attacked by software — virus, through an SMS message or by a fraudulent application for the purpose of subsequent
unauthorised transfer of money from the selected account without the account holder’s knowledge and consent.
Some of them even looked as if sent by the bank itself. Subsequently, the injured person’s bank account was
debited.

39 There were abuses of access to injured persons’ accounts; being sure that they carry out common operations on
their accounts via internet banking, the account holders were redirected by an unauthorised intervention without
their knowledge from home websites of their banks to false sites which at first sight were not different from the
genuine domains. In this way, the injured persons involuntarily provided the unauthorised person with protective
and security elements for internet banking, which provided perpetrators with free access to their accounts and they
used it subsequently to fraudulently withdraw financial resources in cash.
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Taking into account that these ML threats and risks do not have a local character
but a cross-border one connected with global spread and availability of internet, these threats
and risks require an international approach both at the level of FIUs and banking systems,
however, they also require cooperation with the providers of telecommunication services
(including social networks).

The primary obstacles to successful investigation of cybercrime include the absence of
the duty of the providers of telecommunication services and social networks to save a defined
scope of data for a certain period, which can only be overcome by EU legislation, and in this
context, a longer period of execution of international judicial cooperation (in particular in
relation to operating and content data). The examples of impacts of this situation include the
fact that at the time when data is provided from abroad and lead, for example, to a Slovak IP
address, it cannot be really used because the Slovak providers do not keep the data anymore.
Finally, insufficient experience of the PF members in charge in investigating less serious forms
of such criminal activity also should be noted here.

In this context, the current state of data storage in the European Union is a significant
threat.

2.8.2. Other forms of related cybercrime with an ML threat

In addition to the most widely known forms of computer piracy and cybercrime, we also
encounter more sophisticated procedures.

Cases were recorded, where a payment card was abused either after physical theft or
after card identification data were acquired illicitly and abused.

There were various forms of fraudulent activities, e.g., the installation of a camera at an
ATM in order to obtain the PIN security code, calling a customer in order to obtain access data
to the bank account etc. By acting so, perpetrators committed the criminal offence of theft
pursuant to Article 212 of the Criminal Code, criminal offence of embezzlement pursuant to
Article 213 of the Criminal Code or criminal offence of fraud pursuant to the provisions of
Article 221 of the Criminal Code, etc.

In 2018-2019, cases of using malware, in particular keylogger and related forms, for
unauthorised acquisition of customer data for various cashless payment services were recorded.
Besides standard services, such as internet banking, the attacks of perpetrators are focused on
the acquisition of identification and authentication data to accounts, such as PayPal, Skrill and
other virtual purses (and services with a link to a payment card or current account).

Last but not least, attacks on databases of e-commerce entities (e-shops) should be
noted, when a software attack on the trader’s customer database containing data is performed,
the data is subsequently abused for unauthorised transactions. Often it is a direct software attack
on an e-commerce POS terminal and sniff data of payment cards, when perpetrators get to
complete data of a customer and their payment card. The data is then distributed to third
persons, who will perform the fraudulent transactions and obtain unlawful profit. The
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booking.com domain has been attacked in such a way several times and data of several hundreds
of customers of Slovak banks have leaked.

A form of commission of criminal offences of economic nature consisting in “diverting
of payments” or “CEO frauds” within a standard business payment system of business
partners in large volumes (millions of EUR), which is used by perpetrators, also persists in
the second assessment period.

CEO frauds are discussed in more detail in Chapter 2.4.4.5 Threats resulting from the
abuse of Slovak business companies.

It is assumed that proceeds are generated in the Slovak Republic and placed abroad.
This assumption can be verified only indirectly, for example, through the cases of international
judicial cooperation, where requests for evidence concerning transfers of financial resources to
bank accounts or crypto exchanges out of the territory of the SR were recorded. No statistical
data on generating proceeds in the SR and placing in the SR is available.

2.8.2.1. Virtual currency

The ML threat resulting from the existence of virtual currencies is high with the
tendency to grow also with respect to the scope of the unidentified volume of placed proceeds
of crime.

The Bitcoin virtual currency is accepted by an increasing number of merchandisers. It
can be exchanged through proven intermediators or exchanges, in a cashless way, with a certain
time delay. Special bitcoin ATMs are another variant, there are 42 of them in the SR; however,
they often offer only purchase and not sale, geographically, they cover the whole SR. In the
assessed period, the Bitcoin virtual currency was also seized in two cases, it was subject to
forfeiture to the State. In this context, there were several application problems regarding the
application of the Code of Criminal Procedure related in particular to the terms of court
decisions on the forfeiture, and subsequently to the issue of transaction costs; the practice also
raised the need to create an internal regulation regulating the process of seizure and subsequent
transfer of Bitcoin to an official purse of the PF in a uniform way for all units.

It should be noted that an increase in the use of virtual currency was recorded in the
assessed period, which means that an increase in the risks connected with the development of
these technologies both at the level of investigation and clarification of predicate criminal
offences and at the level of confiscation of proceeds of crime can be expected. It should also be
noted that among virtual currencies, in particular Bitcoin has become widespread in the assessed
period; the other currencies were used to a minimum extent or were not used at all.

The Prosecutor’s Office prepared a manual concerning virtual currencies for prosecutors
which was updated in 2019 and is available on the intranet. The National Network of
Prosecutors to Combat Cybercrime established in 2017 in close cooperation with the
Cybercrime Department of the PPF SR also deals with this topic. Attention is also paid to this
area through a representative of the Prosecutor’s Office in the European Judicial Cybercrime
Network, which prepares a manual for prosecutors and judges in this area.
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In 2020, a phenomenon of social engineering (formerly known from other States) also
expanded in the SR; in a sophisticated way, perpetrators use, for example, fictitious messages
of problems with Microsoft products, etc., and then based on the obtained access to devices,
they transfer financial means of the injured persons, in many cases these funds are converted
into virtual currency and then disappear. The perpetrators call from phone numbers, which are
generated automatically and often “look like” Slovak phone numbers. This is a global problem
of insufficient regulation of telecommunications, when telecommunication companies are not
able to solve the problem (the possibility of blocking such calls would require a global
legislative and technical solution).

Despite a unique identification of means, virtual currencies allow the owner’s
anonymisation, which along with the possibility of laundering by exchanging creates an
efficient obstacle to transaction tracking.

The Cybercrime Department has no tool to track transactions with virtual currency (e.g.,
Chainalysis), which represents a significant risk for efficient tracking of proceeds with the use
of virtual currencies and suppression of fight against virtual-currency-related crime.

2.8.3. Forecast of ML threat development in cybercrime

In future, a high latency will be seen in cybercrime in committing criminal offences on
social networks in cyberspace. Black economy is also on the rise; the volume, scope, and
material damage committed by cybercrime will be high with a rising tendency.

The essential ML challenge is to provide for the preparation of staff and create technical
conditions necessary to efficiently reveal it, including a new regulation of data storage by
providers of services.

Some EU Member States, taking into account IOCTA 2016-2019 inform that the attacks
recorded in cyberspace overcome the traditional criminal activities. The upward trend will be
supported by both the increasing number of cybercrime and opportunities in these profitable
illicit activities, as well as by the technological development of new instruments, for example,
in frauds with ATMs or malware in mobile phones. There will be problems in particular with
poor security standards and practices of companies and individuals. In accord with IOCTA
Reports 2016-2019, in particular ransomware and malware appeared in the assessed period.

The Europol’s report “Internet Organised Crime Threat Assessment” (IOCTA) from
2016-2019, however, also mentions some positive aspects. Cooperation between companies
and law enforcement authorities gradually develops; it led to the revelation and destruction of
several organised criminal groups and high-level individuals involved in child abuse,
cyberattacks or frauds with payment cards. Social responsibility of ICT providers and service
providers increases.

The rising trend of cybercrime and damage caused by these criminal offences was also
confirmed by SOCTA 2017. The occurrence of cybercrime in the SR in the assessed period
followed this trend only partially, when the documented damage in criminal offences related to
abuse of payment cards increased.
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2.9. ML threats from the view of SOCTA?*

At least two highly professional and mobile organised groups operated in the territory
of the SR in the assessed period; they focused on continuing criminal offences of ATM break-
in with proceeds amounting to about EUR 707,000.00, and thefts after breaking in goldsmiths
stores with proceeds amounting to about EUR 763,000.00.

According to SOCTA 2017, highly mobile organised groups focusing on break-in thefts
will represent one of the main risks in the next period.

In the territory of the SR, continuing thefts were recorded, by breaking in ATMs after
an explosion caused by compressed gas or using a black box** committed by an organised group
from Moldova and Romania. The group committed the activity in the territory of the SR (and
in Hungary, the Czech Republic and Germany) from 14 September 2017 to 19 November 2018
using explosions (hereinafter the “explosive attacks™). In the mentioned period, in total eight
explosive attacks were committed in the territory of the SR, where an unknown substance with
an unknown blasting agent was introduced through a supply hose into the ATM body. The
clarification of other six explosive attacks resulted in a suspicion that they had been committed
by an organised group of Moldova citizens with a total damage covering the stolen cash in the
acts documented in the SR in the amount of EUR 707,480.00.

A series of continuing thefts by breaking in mainly in shopping centres was detected in
the assessment period. In the period from 2 November 2019 to 3 September 2020, in the
territory of the SR, six thefts were committed by breaking in jewellery stores (a part of them at
a stage of attempt). It can be reasonably supposed that they were committed by a mutually
coordinated organised group of perpetrators (citizens of Romania) operating in the territory of
several States presumably using a logistic background (accommodation is assumed before and
maybe after the act) in Hungary and taking various countermeasures in relation to the
clarification of criminal activities (hereinafter the “countermeasures”). Modus operandi of all
the thefts committed by breaking in jewellery stores consisted in general of the arrival of 5 — 8
(most frequently 6 — 7) perpetrators to the place of offence (only the numbers recorded by
camera systems are mentioned, other persons could presumably also participate), getting
through the emergency exit — by breaking the glass and after entering the shopping centre,
breaking into the jewellery store after breaking the entrance door or break opening the
protective lattice using hammers, axes, various metal and assembly rods. In all cases it was
found out that the perpetrators had escaped without the use of transport means, by running to a
distance of several hundreds of metres to several kilometres. The damage caused by stealing
the jewellery (proceeds) in the acts documented in the SR amounts to about EUR 763,000.00.

40 The last published data from 2017
4A form of a logical attack by connecting an ATM to an external device — black box able to change the basic
algorithms and commands of the ATM related to cash withdrawal
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2.10. Environmental crime*?

2.10.1. ML threat factors

In assessing environmental crime, it can be stated that only some forms of environmental
crime, in particular illegal activities with waste (illicit import, dumping and disposal), illegal
trade in timber and illegal trade in endangered species of wild fauna and flora, have an extensive
international dimension; this criminal activity includes high financial proceeds.

Environmental crime means the criminal activity, where the perpetrators attack on the
environment as a whole or some of its integral parts (e.g., water, air, etc.). In accordance with
international legal regulations, this area also includes threats or damage to the environment by
a secondary effect of another unlawful activity, e.g., when unlawfully handling nuclear or
radioactive materials.

Reported Commenced Cleared up Percentage

Year environmental criminal (acharge (Cleared up /

criminal offences prosecution brought) Commenced)
2016 2,482 1,573 982 62.43 %
2017 2,485 1,570 968 61.66%
2018 2,478 1,429 829 58.01%
2019 3,294 1,589 887 55.82%

Total 2016 - 0

2019 10,739 6,163 3,666 59.48%

In the monitored period 2016 to 2019, out of the total number of 6,163 commenced
criminal prosecutions for environmental crime, there were 714 cases of conviction (11.59 %),
in 53 cases, the penalty of forfeiture of a thing was imposed, in four cases, the forfeiture of
property, and in seven cases, the protective measure of confiscation of a thing was imposed.

The damage caused by environmental crime amounts to EUR 44,380,000.00, which is
a share of 1.62 % of the total damage. The highest damage was caused in 2016 (EUR
19,770,000.00), and the lowest in 2018 (EUR 5,787,000.00).

42 Articles 298, 299 Illicit manufacturing and possession of nuclear materials, radioactive substances, hazardous
chemicals and hazardous biological agents and toxins, Article 299a Unauthorised construction, Articles 300, 301
Endangering and damaging the environment, Article 302 Unauthorised handling of waste, Article 302a
Unauthorised discharge of pollutants, Articles 303, 304 Breach of water and air protection
regulations, Article 304a Unauthorised production and handling of ozone-depleting substances, Article 305 Breach
of plant and animal species protection regulations, Article 306 Breach of trees and shrubbery protection
regulations, Articles 307, 308 Spreading on a contagious disease of animals and plants, Article 309 Escape of
genetically modified organisms, Article 310 Poaching, Articles 168, 169 Endangering health due to decayed
foodstuffs and other items, Article 212 Theft (only in relation to timber pursuant to Sect.1 (e), Article 378 Inflicting
cruelty to animals, Article 378a Breaching the duty of care of animals

43 The number does not include the number of convictions for Article 212 (1) (e) of the Criminal Code.
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The Police Force gradually penetrated into the aspect of this criminal activity; the focus
on organised forms of environmental crime allowed detecting various forms and ways of its
commission; with the original general approach, they remained hidden.

In the period from 2016 to 2019, there was a certain period of stagnation at the beginning
of it, which was caused by reaching a limit of expert capacities of the organisational structure
of the Police Force existing at that time and intended for detection and investigation of this type
of criminal activity. In 2019, the first step was taken in the gradual change of fight against
environmental crime; it was the support of specialisation of policemen in detecting and
investigating it by creating first regional departments focused in particular on the detection of
more serious forms of environmental crime.

This change started bringing results in the second half of 2019; logically, at first it was
seen in an increasing number of detected criminal offences, however, at the same time, another
positive fact appeared — the share of detected cases of organised and serious environmental
crime increased. The detected cases of organised crime including the cases with an international
element proved the importance of specialisation of policemen because extensive economic
aspects of this criminal activity including various forms of ML were confirmed.

The continuous analysis of security situation in the area of environmental crime
identified several forms of obtaining proceeds from this type of criminal activity and various
ways of legalisation.

In main three identified areas of environmental crime (wastes, endangered species of
wild fauna and flora, and timber), where various relations to ML were revealed, it should be
noted that there is no completely identical model of obtaining and placing proceeds of this
criminal activity because very specific and often even professional activities are concerned.

In the area of criminal activity concerning wastes, most frequently it is unlawful
obtaining of financial resources by “saving” finances for legal disposal or deposition of waste
in such a way that it is illicitly deposited at a place, which is not intended for it; here,
international forms of commission of criminal activity are often concerned as in Eastern and
Central Europe, the costs of waste storage and disposal are much lower than in Western Europe.
Another method is to forge waste quantities or types, in particular through various documents,
which reduces “official” costs of its disposal. Disposal of waste into legal landfills beyond the
limits of issued permits is also an important method. In such activities, financial resources are
“saved” in millions of Euros. The majority of these activities are accompanied by a certain rate
of corruption at various State supervision entities, in particular at regional level. The first cases
in the territory of the SR showed that this criminal activity takes place in particular
internationally, where perpetrators create various complicated chains of companies which trade
in or transport wastes. Establishment of such business relationships internationally complicates
strongly the activities of the police, and without police specialists for this area, it is not possible
to reveal the real scope of this activity.

Proceeds of international organised environmental crime are mostly placed abroad,

including non-EU countries because financial operations (payments) also mostly take place
outside the territory of the SR.
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Within this area, since 2017, an investigation of a legal person and natural persons has
been conducted; they had illicitly disposed waste worth more than EUR 6 mil. into an already
closed landfill; all the persons charged in this case are permanently propertyless, however, they
dispose of expensive real estate and motor vehicles for personal needs. The investigation has
shown that waste was transported to the landfill both from Slovakia and from abroad; according
to the seized documentation, the waste should have been placed at completely different places
or should have been disposed of. The financial resources obtained by this criminal activity are
placed abroad and the police cooperate with foreign partners in this case.

In the area of trade in endangered species of wild fauna and flora, perpetrators use
animals to the territory of the SR, where subsequently, the perpetrators declare these animals
are their own captive animals they reared, and sell them legalised with profit in particular to
western Europe.

In one case executed in the monitored period it was found out that one person had had
an annual turnover from the sale of parrots amounting to about EUR 300,000.00. The
perpetrator smuggled eggs of parrots to the EU (USD 500.00/1 piece), reared them and declared
as their own breeding, and subsequently sold them all around the world (EUR 5,000.00 —
7,000.00/ 1 piece).

Other methods include forgery of documentary proofs of origin of fauna and flora, use
of the documents of perished animals for new animals smuggled, etc. The obtained financial
resources are subsequently reported as high costs of care of animals and operation of rearing
facilities or the purchase of veterinary medicines. In fact, the obtained financial resources are
mostly invested in purchase of additional animals or used to corrupt supervisory authorities or
to purchase real estate for further development of the activity. It appears that this area will
require attention because it is not a traditional business activity supervised by competent state
authorities; according to Interpol, the financial resources circulating in this “trade” put it almost
to the level of trafficking in drugs and human beings.

The last special area related to legalisation is illegal logging and trade in timber. Here,
it was found out that illegal logging takes place in the territory of the SR, which is reported, for
example, as “removal of calamities” after a wind or pests, logging also exceeds the issued
permits, and data on the quality and quantity of timber produced is forged. All these activities
are performed with the intention to minimise costs of timber production and mainly to
fictitiously reduce the real value of timber, which is then traded. Perpetrators wilfully
manipulate timber quality and quantity depending on whether the objective is to obtain financial
resources from VAT or another method of obtaining money from the difference. The obtained
financial resources are transferred through many companies, which “fictitiously” trade in this
commodity, sometimes also for a longer time, and the objective is to complicate the control
activities of state authorities. In the previous years, this activity has been carried out
internationally; timber has been traded among all countries of Central and Eastern Europe and
often, no timber is really imported or exported and these are only “fictitious” business activities.
This is possible in particular due to an insufficient system of physical controls of these
transactions.
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In general, the following can be stated for environmental crime:

- with respect to the specifics of the “goods” in this criminal activity, their quantity and
quality are widely manipulated because expertise is needed to determine them correctly,

- there are huge differences in the prices of “goods and services” in this area — both within
the EU and outside it,

- perpetrators have certain expertise and abilities and often create relatively closed
communities and markets with “specific” goods and services,

- supervisory entities do not have sufficient capacities for efficient control,

- there are no efficient international control mechanisms for selected types of “goods and
services” in this area.

Information obtained on the methods of legalisation of proceeds in this area:

- the obtained financial resources are placed in particular abroad or are invested as
expenditures within business activities in the purchase of real estate, goods and
technology,

- most cases include an international aspect — i.e., there are extensive and numerous (often
fictitious) business operations among entities from several countries, where often the
quantity and quality of “goods” change, and in the end, it is not obvious where the profit
from the transaction is,

- entities, which do not keep mandatory documentation or lose it or destroy, are usually
included in the chains of such entities, which thwarts the tracking of movements of
money and goods.

2.10.2. Forecast of ML threat development in environmental crime

Taking into account the unfavourable development in the area of waste management,
we expect extensive development of criminal activities in this area, with the expansion of the
described practices, such as forgery of documents on waste quantities and types, forgery of
documents on legal disposal of waste, and concealing of waste dumping or releasing into the
environment with the objective to obtain financial resources by “saving” costs of its legal
disposal.

Environmental crime will also be indirectly supported by the public pressure as a
consequence of rising costs of legal waste disposal. More extensive corruption in the affected
areas can be expected, and a significant quantity of activities will move to the virtual space — in
particular communication, use of virtual currencies and guarantee of anonymity.

In the area of trade in timber, further development of the above illicit activities will
continue, in particular the falsification of timber quantity and quality with subsequent trading
in the territory of several countries. At the same time, the efforts to produce timber as quickly
as possible will be on the rise because of the decreasing reserves and improving control
mechanisms and public pressure on the protection of forests.

We do not expect any increase compared to the current state in trade in endangered
species of wild fauna and flora.
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3. IDENTIFICATION OF SPECIFIC ML THREATS BASED ON THE
ANALYSIS OF INVESTIGATED, PROSECUTED AND FINALLY
CONVICTED CASES OF LEGALISATION OF PROCEEDS OF CRIME

3.1. PROBLEM OF IDENTIFICATION OF PROCEEDS OF CRIME IN THE
CONTEXT OF IDENTIFICATION OF ML THREATS

The overall level of money laundering threat in the conditions of the SR is medium-
high in comparison with the neighbouring States. It results from the comparison of estimated
scope of their illegal economies expressed as a percentage of GDP (illegal economy includes
an estimated financial volume of criminal activity generating illegal income, including money
laundering).

According to a publication of the International Monetary Fund,** the estimated scope of
non-observed economy in the SR is 15.6% of GDP, of it illegal about 0.5% of GDP. The
estimated scope of illegal economy in the Czech Republic is 0.4% of GDP, in Hungary 0.8%
of GDP, in Poland 0.9% of GDP, in Austria 0.2% of GDP and in Slovenia 0.3% of GDP.

In monetary terms, the scope of illegal economy of the SR in the volume of 0.5% of
GDP would represent in 2018 about EUR 450 mil. and in 2019 approximately EUR 470 mil.
According to the Annual Reports on the activity of the PF, solely criminal offences of economic
nature in 2018 caused a total damage of EUR 284 mil. and in 2019 of EUR 420 mil. The
comparison of the above statistics shows that the scope of unrecorded and in criminal
prosecution non-penalised proceeds of crime is only slightly higher.

Within the activity of law enforcement authorities and courts in the SR, there is no
statistical data which would quantify the value of generated proceeds of crime with a sufficient
informative capability. One of the reasons is that the determination of composition and amount
of proceeds of crime is a qualified process which is part of the taking of evidence in a particular
criminal prosecution.* In terms of system, it is qualified data which can be de facto finally
specified only at the end of the whole criminal proceedings. Such data is not gathered
systematically.

However, in the SR, systematically gathered data on the amount of damage caused is
available* for individual criminal offences. This criterion in the given context provides a view

44Shadow Economies Around the World: What Did We Learn Over the Last 20 Years?

4 Another problem is that the seizure of proceeds contains its natural stages, which are not distinguished in
statistics (e.g., an order for the seizure of financial resources is issued for a certain amount, in fact, a different
amount is seized, which can even increase during the seizure). Moreover, the assets acquired legally and illegally
naturally mix; plus, other circumstances resulting from the mentioned process.

46 Article 124 of the Criminal Code

(1) For the purposes of this Act, damage shall mean harm to property or actual loss of assets or prejudice to the
rights of the injured party or other harm, which has a causal relationship with the criminal offence irrespective of
whether the harm has been caused to a thing or to the rights. For the purposes of this Act, damage shall also
mean advantage gained in causal relationship with the criminal offence.
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of the gravity of criminality committed, as damage also means advantage gained in causal
relationship with the criminal offence. In criminal law system in the conditions of the SR,
damage is an important qualification factor determining the gravity of criminal offence. In
principle, however, it can be stated that the amount of reported damage is higher than the
potential volume of proceeds of crime.

It can be stated from the above-described conclusions of the analysis of individual types
of criminality that like in the previous assessment period, in the assessed period from 2016 to
2019, despite the fact that as regards the number of criminal offences committed, criminal
offences against property dominate, as regards the amount of damage, criminal offences of
economic nature definitely dominate with a share of 73.98 %. Tax criminal activity with
a share of 25.20 % represents a significant part of criminal offences of economic nature.
The criminal offences of economic nature are followed by criminal offences against
property with a share of 5.97 %.

The share of damage of criminal offences against property and of economic
nature in the overall damage documented in thous. EUR

14 7
9336 1328 449

486 121
382409, ,- 194 385 266 207 8 249 089
45 992 47 124 37 627

|%01_6 L L f7_017 . 2018 . 2
Overall criminality ®m Criminal offences of economic nature i Criminal offences against property

In the monitored period, a total damage caused by criminality amounted to EUR
2,747,163,000.00. The damage was negatively affected in particular by one case of criminal
offence of economic nature in 2017, when one specific case of distortion of data in financial
and commercial records pursuant to Article 259 of the Criminal Code was detected, with a
damage caused amounting to EUR 1,118,675,000.00.

As regards particular criminal offences generating the biggest nominal damage, they
include in particular tax and insurance premium evasion, fraud, theft, failure to pay tax and
insurance premium, embezzlement. The highest damage was recorded for the criminal offence
of distortion of data in financial and commercial records, however, it was affected by one case
from 2017, as mentioned above.

(2) Damage within the meaning of paragraph 1 shall also mean the loss of profit to which the injured party,
considering the circumstances and their personal situation, would otherwise be entitled or could reasonably expect
to obtain.

(3) In case of criminal offences against the environment, damage shall mean the combined environmental harm
and property damage; property damage shall also comprise the costs of restoring the environment to its original
state. In case of the criminal offence of illegal handling of waste pursuant to Article 302, the scope of the offence
shall be determined on the basis of customary price charged at the time and place of the offence for the collection,
transport, export, import, recycling, disposal or dumping of waste, and the price charged for the removal of waste
from the site that is not designated for dumping.
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Criminal offences generating the highest Damage caused in thousands of EUR
damage for 2016 - 2019
Distortion of data in financial and «
commercial records Article 259 1,127,241
Tax and insurance premium evasion
Article 276 326,951
Fraud Article 221 264,007
Theft Article 212 161,346
Failure to pay tax and insurance premium
Atticle 278 89,758
Failure to pay tax and insurance premium
Atticle 277 71,104
Embezzlement Article 213 46,855
Credit fraud Article 222 32,595
Tax fraud Article 277a 24,375
Damaging the European Communities' 16.012
financial interests Article 261 ’
Extortion Article 189 15,059
Subsidy fraud Article 225 12,278
Abuse of power by gzpéjbllc official Article 10,412
Unlawful manufacturing and enjoyment of
payment means, electronic money or other 4,604
payment card Article 219

* the high damage was affected by a single case from 2017

In terms of ML, also environmental crime can be assigned to criminal offence generating
damage:

- Unauthorised handling of waste Article 302 with a damage caused of EUR
14,171,000.00,

- Breach of trees and shrubbery protection regulations Article 306 with a damage caused
of EUR 16,946,000.00,

- Poaching Article 310 with a damage caused of EUR 586,000.00,

- Theft Article 212 (1) (e) in relation to timber, with a damage caused of EUR
1,174,000.00.

However, as regards ML threat definition, it should be noted that in this case the damage
caused by detected criminal activity is concerned, without unreported criminality.

Based on a combination of various facts and in accordance with the World Bank’s

methodology, the working group also identified the scope of assumed amount of unrecorded
proceeds.
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Criminality Assumed amount of unrecorded proceeds

except for carrying concealed weapons and
arms trafficking, where the proportion of
Criminal violence unrecorded proceeds is substantially
higher, the ratio of unrecorded proceeds for
criminal violence is not significant
except for trafficking in human beings,
where the proportion of unrecorded
Criminal offences against morality proceeds is higher, the proportion of
unrecorded proceeds is not significant for
criminal offences against morality
the proportion of unrecorded proceeds is
slightly higher
the proportion of unrecorded proceeds is
(disproportionally) higher
the proportion of unrecorded proceeds is
higher
the proportion of unrecorded proceeds is
substantially higher
the proportion of unrecorded proceeds is
substantially higher
the proportion of unrecorded proceeds is
(disproportionally) higher
the proportion of unrecorded proceeds is
substantially higher

Criminal offences against property

Criminal offences of economic nature

Corruption crimes

Drug-related crime

Organised crime

Environmental crime

Cybercrime

The following conclusions result from the analysis of prosecuted and finally convicted
cases of legalisation of proceeds of crime and related character of identified proceeds:

A great part — more than one half of proceeds of crime are immediately consumed by
the perpetrator of the predicate criminal offence, without special elements of legalisation.

Legalisation of proceeds of crime in the prosecuted cases was carried out in particular:

- by transferring to bank accounts and withdrawing money from the accounts,
- by selling the stolen and modified things with a concealed origin of acquisition from
criminal activity.

These conclusions are quantitatively determined in particular by the scope of prosecuted
criminal activity of legalisation, whose subject was the legalisation of stolen cars. However, the
conclusion is objectified by consistent examination of all finally convicted ML cases and by
the fact that except for one significant ML case, virtually all seized assets in the convicted
ML criminal cases for the mentioned period were returned to the injured persons from
the related predicate criminal offences already during the criminal prosecution.

One sophisticated scheme created for the purposes of legalisation of generated
proceeds of crime coming from trafficking in substances with anabolic or other hormonal

101



ML THREATS

effects was detected; the proceeds were invested in purchases of real estate in Slovakia, a part
of the funds was transferred to tax havens, and one foreign company from the USA was also
involved in the chain. Financial investigation is pending in this case and so far, cash amounting
to GBP 21,200.00 and EUR 83,500.00 has been seized; based on Article 95 of the Code of
Criminal Procedure, financial resources on 15 bank accounts at inland banks amounting to at
least EUR 171,500.00 have been seized, and based on a prosecutor’s resolution pursuant to
Article 425 (1) of the Code of Criminal Procedure, the whole property of the group organiser
and the property of two accused legal persons in the amount of at least EUR 1,413,000.00 have
been seized.

In organised crime, the biggest sources of illicit proceeds in particular of criminal groups
include criminal offences of economic nature, criminal offences against property, drug-related
crime, possibly in concurrence with criminal violence.

The experience in the legal contacts with foreign countries shows that like in the
previous assessment period, in 2016 — 2019 too, the majority of illicit proceeds are produced
by various types of frauds committed via computer systems, i.e., cybercrime in connection
with criminal offences of economic nature with a cross-border character. In these cases,
for example, payments are elicited via the internet for advertised goods, services or based on
various sham reasons — loan, winning, etc., money is transferred from accounts to foreign
accounts without the owners’ knowledge and other; payments go to accounts abroad. Mostly,
it is difficult to clarify the cases in the period of limitation of criminal prosecution of predicate
criminal offences.

3.2. Assessment of the scope and character of detected, investigated, criminally prosecuted
and finally convicted cases of legalisation of proceeds of crime

The essential signs of the criminal offence of legalisation of proceeds of crime*’
include the perpetrator’s intention to conceal the existence of income or thing, to cover their
origin in a criminal offence, i.e., to perform an activity, as a consequence of which the income
or thing would seem to have been obtained in compliance with law. Income or other assets,
which come from or are reasonable suspected to have come from criminal activity or
participation in criminal activity committed in the territory of the SR or out of our territory, can
be concerned.

The objective of the perpetrator is, inter alia, to also thwart their seizure for the purposes
of criminal prosecution, their forfeiture or confiscation, i.e., to act in such a way as to prevent
criminal legal sanctions relating to these things and any pre-trial proceedings.

47 The provision of Articles 233, 234 of the Criminal Code — Act No. 300/2005 Coll. as
amended, by adopting Act No. 312/2020 Coll. on the execution of asset seizure decision and
seized asset management and on the amendment to certain acts, the title of Article 233 was
changed to “Legalisation of proceeds of crime”, and, at the same time, a negligence from of
this provision was added in Article 233a.
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The basic quantitative indicators of criminal prosecution of legalisation of proceeds of

crime are as follows:

proceeds of crime for the assessed period

The basic overview of quantitative indicators of criminal prosecution of legalisation of

legalisation

TOTAL

2016 2017 2018 2019

2016 -
2019

trend

Total number of
postponed UTs

199 123 71 65

458

Number of UTs
postponed by
the obliged
entity/FIU

194/5 118/5 69/2 62/3

443/15

Forwarding the
postponed UTs
to LEAS

148 87 44 43

322

Forwarding FIU
information
with suspicion
of ML to LEAs

388 273 159 145

965

Commenced
criminal
prosecution

130 209 149 66

554

Concluded
criminal
prosecution of
unknown
persons

118 110 93 100

421

Concluded
criminal
prosecution of
known persons
of which:

Indicted people

81 75 36 53

39 58 20 32

245

149

Draft Plea
Bargain

17

)Y

44 68 20 34

166

Interrupted
criminal
prosecution

105 98 93 8

304

People
convicted

17 26 18 13

74
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Holding up the
proceeds (all | 5,565,757 | 3,062,393 | 509,659 | 1,642,993 | 10,780,802 7
obliged entities)
Seizure of 63/6,078, | 52/3,028, | 52/1,192, | 48/3,449, | 215/13,748
proceeds (only [580/2,416 | 430/17,21 | 072/60,08 | 150/885,1 | ,520/80,60 )
money, €) ,882 2,353 9,430 44 3,810
within pre-trial
proceedings —
legalisation/ 252.00% | 17.59% 1.98% 389.67% 17.06%
other offences
Seizure total | 8,495,462 20’2;10’78 61’221’50 4,334,294 | 94,352,330 )
o |Adiclel .o 6/23 0/23 118 11/79 1
S 58
5, |Adicle] 500 0/855 1/863 3/560 4/3099
S 2 60
T = o
g S |Article) ;0 0/63 071 117 1/202
o> | &
g ATl wass | omes | osvs | uels | 22137 -
<
Really
confiscated
proceeds in €
based on asset- 1,957,672 11,094,999 | 3,201,004.8
related 71,835.88 | 76,197.82 11 05 5 )
decisions in
criminal
prosecution

3.2.1. Detection — identification of cases of legalisation

The Financial Intelligence Unit of the PPF (hereinafter the “FIU SR”) is a central
national unit in the area of prevention and detection of legalisation of proceeds of crime and
terrorist financing. The FIU SR is part of the global network of FIUs, whose task is to apply the
international standards of the Financial Action Task Force (hereinafter the “FATF”) in
combating money laundering and terrorist financing.

Based on the act on the protection against money laundering*® (hereinafter the “AML
Act”), the FIU SR is preferably focused on receiving, registering, analysing, evaluating and
processing reports on unusual transactions (hereinafter the “UTs”’) from banks, various financial
institutions, which are not banks, and non-financial institutions.

48 Act No. 297/2008 Coll. on the protection against money laundering and terrorist financing and on the amendment
to certain acts as amended
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3.2.1.1. Suspending UTs based on the AML Act

The suspension of an UT pursuant to Article 16 of the AML Act by an obliged entity is
an important legal act within the efficient fight against legalisation of proceeds of crime, which
is used in the event of a danger that UT execution may frustrate or substantially hinder the
seizure of proceeds of crime or resources intended for terrorist financing. Since 1 January 2016,
the time-limits for UT suspension carried out by an obliged entity have been 120 hours, and if
the case is forwarded to a competent law enforcement authority by the FIU SR, the period is
extended by additional 72 hours.

For the monitored period from 2016 to 2019, the FIU SR suspended in accordance with
the provision of Article 16 of the AML Act 458 transaction in a total amount of EUR
24,483,362.27.

If during verification of the suspended UT, the suspicion of commission of a criminal
offence was confirmed, information was forwarded to law enforcement authorities; in the
monitored period, 251 UTRs were forwarded to law enforcement authorities in connection with
the suspicion of legalisation of proceeds of crime.

The total suspended amount from the UTRs forwarded was EUR 10,602,390.49, which
represents a share of 43.30 % of the suspended financial resources.

Number of
suspended MUILSE 0
pen The value of UTs | suspended UTs Total value of
UTs in .
v . suspended by | and forwarded to | suspended UTs in
ear compliance . " . ; ;
. . obliged entities LEAs in connection with
with Article . : ..
and FIU SR connection with legalisation
5 el legalisation
AML Act g
2016 199 28,039,385.00 112 5,565,271.00
2017 123 9,895,434.00 77 2,943,550.49
2018 71 4,017,793.52 29 494,630.00
2019 65 7,766,749.75 33 1,598,939.00
2016-2019 458 24,483,362.27 251 10,602,390.49

In the monitored period from 2016 to 2019, the FIU SR forwarded to law enforcement
authorities (Criminal Office Police of DH PF or Criminal Office Police of RH PF) 965 cases in
connection with the suspicion of legalisation of proceeds of crime (of which 251 suspended
UTs — a share of 26.01 %). Based on the delivered feedbacks concerning the forwarded
information it was found out that PF investigators commenced criminal prosecution pursuant
to Article 199 of the Code of Criminal Procedure in 310 cases, in 75 cases, a charge was brought
pursuant to Article 206 of the Code of Criminal Procedure, 173 persons were charged and 61
persons were convicted.

In the cases when the FIU SR obtained information which could be used within tax

proceedings, the information was forwarded to the Financial Directorate of the SR. For the
period from 2016 — 2019, in total 4,308 pieces of information were forwarded; based on them,
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the Financial Administration commenced tax audits in 1,928 cases. In performing the tax audits,
the Financial Administration employees verified whether any illicit tax evasion or tax fraud had
occurred.

The lower number of commenced criminal prosecutions and of accused, indicted and
convicted persons results from the fact that in verifying the cases, it was confirmed that the
financial resources were legal (e.g., a gift or loan, etc.), some cases did not fulfil the criteria of
a criminal offence of legalisation, or if a case included an international element, information
was forwarded abroad, where the proceedings took place. However, it should also be noted that
some of the forwarded information is still in the process of investigation or have not been
concluded yet.

In the first NRA as well as in the period from 2016 to 2019, the forwarded information
concerned in particular the cases of CEO frauds, internet frauds and sham transfers with a
link abroad. As regards CEO frauds, there has been a significant decrease since 2019 caused
by the cautiousness of banks’ customers provided for by increased edification by banks as well
as by repressive units of individual States in the area of such criminal activity as it was a
criminal activity with an international element.

Compared to the previous assessment period, in 2019, new cases were recorded
concerning transactions related to “romance scam” frauds. These were frauds with the objective
to elicit cash by using emotional insisting, when perpetrators contacted the injured persons via
an e-mail, social networks or sites offering online dating. These types of cases are not directly
related to ML/FT, however, the FIU SR forwarded such cases to LEAs in order to prevent such
criminal activity and to reveal its perpetrators.

In the detected cases, the FIU SR also cooperated with foreign FIUs of affected States.
However, in most cases no criminal proceedings took place because foreign banks, in order to
avoid the risk of damaging the reputation in connection with criminal proceedings, indemnified
the injured customers.

3.2.1.2. Exchanging information with foreign FIUs

A fast and efficient exchange of information at international level is a precondition for
comprehensive and efficient examination of cases of money laundering or terrorist financing.

The FIU SR exchanges intelligence information using a secured encrypted electronic
communication network - ESW (Egmont Secure Web) created for that purpose within the
international organisation Egmont Group associating units from around the world. Information
concerning the detection and documenting of ML/FT cases is also exchanged among the
financial intelligence units of EU Member States using the FIU.NET encrypted network.

Information exchanged is exclusively of intelligence character. If such information is to
be used in criminal proceedings or any other official proceedings as evidence, it is necessary to
apply for such information via the international legal assistance provided for by the General
Prosecutor's Office of the SR.

106



ML THREATS

In the assessed period, the FIU SR cooperated in exchanging information in particular
with the partner FIUs from the Czech Republic, Hungary, Germany, Austria, Poland, Italy, and
the Netherlands. There was more information sent by the FIU SR to foreign States (2,409 pieces
of information) than information from abroad to the SR (2,007 pieces of information).

As regards the share of foreign entities (natural persons and legal persons) in the reports
sent by Slovak obliged entities in accordance with the AML Act, mostly entities from
Hungary, the Czech Republic, Italy, Poland and Romania were included, like in the
previous assessment period; they were also the most frequently reported entities to LEAS in
connection with the suspicion of legalisation of proceeds of crime.

If the FIU SR evaluated the obtained information as information necessary for foreign
intelligence units, for the purpose of prevention and elimination of legalisation of proceeds of
crime and terrorist financing, it was forwarded directly to a foreign FIU of a particular State for
further use.

3.2.2. Basic facts found on the basis of the World Bank’s methodology

Based on the 1B module, particular cases of criminal prosecution of legalisation of
proceeds of crime were manually assessed. The police proceeded in this way in all cases, in
which a resolution pursuant to Article 199 (1) of the Criminal Code (commencement of criminal
prosecution) was issued in the respective calendar year, the Prosecutor’s Office and the Ministry
of Justice — based on an analysis of final court decisions within the period. Moreover, a
comprehensive overview of convicted criminal cases was prepared, which contains the most
important quantitative and qualitative data and is a significant source of knowledge in the above
area.

Law enforcement authorities carry out investigations of ML cases in criminal
proceedings based on their own knowledge from the criminal complaints filed by injured
persons, based on legal assistance, etc. to a disproportionally greater extent compared to the
cases when the FIU SR initiates investigations.

In the monitored period from 2016 to 2019, police authorities assessed 336 ML cases
(116 cases on the basis of information forwarded from the FIU SR), which is only 0.48 % of
the total number of all committed criminal offences — 69,635. Out of the total number of
assessed ML cases, 64 were cleared up, which means a clear-up rate of 19.05 %*°. The low
percentage of clear-up rate is caused by the fact that out of 336 ML cases, 87 cases are at a stage
of investigation, and in as many as 185 cases, criminal prosecution was suspended pursuant to

49 The cases in which a bill of indictment was filed or the investigation was ended in a way reported as cleared up
although no particular person was accused (e.g., due to the inadmissibility of criminal prosecution, absence of a
witness, transfer of criminal prosecution abroad) are reported as cleared up in the registration statistical system of
criminality of the PF.
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Article 228/1 of the Code of Criminal Procedure or terminated pursuant to Article 215/1a of the
Code of Criminal Procedure %°.

These were mainly wilful criminal offences and so-called main ML cases, whose
priority goal was to possess, use or legalise the things and income from criminal activity. The
cases of crime of omission held a much lower share, where the criminal offence of legalisation
of proceeds of crime pursuant to Article 234 of the Criminal Code represented only 1.19 % of
all ML cases. The number of ML cases did not change much during the monitored period from
2016 to 2018 (86 — 110 cases), only in 2019, there was a significant change, when the number
of ML cases recorded was by almost one half lower than in the previous year (50 cases).

The criminal offence of legalisation of proceeds of crime included in particular:

transfers of financial resources from accounts kept abroad; legalisation was usually
deduced only from the fact that it was a suspicious payment based on an additional notice from
the sending foreign bank, and in general, it was difficult to determine the real identity of the
person who had made the payment in the foreign country or established the account in our
country. Investigation is also complicated and protracted by the acts of active legal assistance,
often to several States, sometimes out of the EU.

Serious ways of commission of criminally prosecuted legalisation of proceeds of
crime are interconnected with the most serious forms of criminal activity committed in various
sophisticated ways, where the detection, taking of evidence and investigation of predicate
criminal offences is time-consuming demanding, as regards contents. In such cases, law
enforcement authorities have only limited personnel and technical possibilities of proving a
predicate criminal offence along with the method of legalisation of proceeds of crime.
Primarily, sufficient conditions for the identification of proceeds of crime are not available. In
the absence of proactive parallel investigation, it is virtually impossible.

For the period 2016-2019, the Prosecutor’s Office, in connection with legalisation
(Articles 233, 234)
- has concluded the criminal prosecution

o of unknown persons in 421 cases

o of known persons in 245 cases
e outof it, in 149 cases, it brought an indictment,
e in 17 cases, it concluded a plea bargain, and
e in 10 cases, conditionally discontinued the criminal prosecution.

0 Termination of criminal prosecution pursuant to Article 215 (1) (a) of the Code of Criminal Procedure: The
prosecutor shall terminate the criminal prosecution if it is beyond any doubt that the act, on the grounds of which
the criminal prosecution is to be instituted, did not occur.

Suspension of criminal prosecution pursuant to Article 228 (1) of the Code of Criminal Procedure: A police officer
shall suspend the criminal prosecution if no grounds were established warranting the criminal prosecution against
a certain person.
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3.2.3. Final decisions

All court decisions of conviction for legalisation of proceeds of crime pursuant to Article
233 and Article 234 of the Criminal Code for the period from 2016 to 2019 were assessed based
on the World Bank’s methodology.

After the statistics of the Analytical Centre of the MJ SR and General Prosecutor's
Office of the SR had been cross-checked, 43 final court decisions were assessed for the period
2016-20109.

Based on the assessment of the contents of final judgements for legalisation of proceeds
of crime pursuant to Articles 233, 234 it was found out that out of 43 convictions and 65
convicted persons, 42 convictions and 63 persons were convicted pursuant to Article 233 of
the Criminal Code and one conviction and two persons were convicted pursuant to Article 234
of the Criminal Code (in 2017). In all cases, only natural persons were convicted of ML. As
in the period from 2016 to 2019, a variable development was recorded, despite the adopted
measures at the level of the police and Prosecutor’s Office, a positive trend of penalisation of
money laundering in the SR cannot be determined.

Positive tendencies can be seen only at the end of 2019 and in 2020, in the area of
commenced criminal prosecutions (charges brought) for some specific types of predicate
criminal activity (corruption, environmental crime), which, however, will be subject to a
subsequent iteration of NRA.
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3.3. Composition of predicate criminal offences in assessing the criminal prosecutions for
legalisation of proceeds of crime

The biggest share of the predicate criminal offences of assessed commenced criminally
prosecuted ML cases was represented by frauds (58.93 %) followed by thefts (33.63 %). The
other predicate criminal offences® occurred only marginally with a share of 5.95 %.

Predicate offences of the prosecuted ML
cases under assessment

Thefts
5,95% 33,63%

\ ’ Frauds
Other predicate
58,93%_ ~ criminal

offences

As regards fraudulent activities, they included in particular frauds committed abroad
with subsequent unauthorised transfers of financial resources, and frauds on the basis of a “false
manager’s” instruction — CEO frauds were increasingly detected in this group with a share of
12.12 %. In thefts, in particular motor vehicles were of interest for perpetrators (25.30 %).

When compared with the previous round of NRA, it can be stated that the number of
detected cases is at a constant level. The way of commission of ML cases changes (profiles)
from the so far most frequently committed predicate criminal offence (legalisation of motor
vehicles often stolen abroad) to ML cases committed in connection with unauthorised
transfer of financial resources via the internet (internet banking), where the funds come from
criminal activity (fraudulent activity or fraudulently elicited payments). The financial resources
are often sent to Slovakia from abroad, with the objective to conceal the origin of such acquired
financial resources in criminal activity and to thwart their seizure for the purposes of criminal
prosecution. The reason for the change may be the fact that perpetrators gradually desist from
“simpler” methods of committing ML cases in connection with legalisation of stolen cars,
whose proceeds are not so much attractive anymore in proportion to the risk of revelation.
Currently, perpetrators try to focus on an unquestionably higher rate of anonymity of the
internet and online space, which ensures a considerable decrease in the risk of revelation, with

51 Embezzlement, Illicit production, holding of and trafficking in narcotic drugs and psychotropic substances,
poisons or precursors, Breach of regulations governing state technical measures for labelling goods, Forgery and
fraudulent alteration of control technical measures for labelling goods, Illicit production of alcohol, tobacco and
tobacco products, Human smuggling, Receiving a bribe, Tax and insurance premium evasion, Establishing,
masterminding and supporting a criminal group, Damaging the European Communities' financial interests,
Subsidy fraud, Credit fraud, Failure to pay tax and insurance premium
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the possibility of a higher profit in fraudulent activities in connection with unauthorised
transfers of financial resources through banking institutions or using their services.

In terms of the possible clear-up rate of offences, the international element occurs only
to a limited extent. Five detected ML cases also involved persons from organised or
transnational groups.

As regards the geographic origin, the proceeds generated in the territory of the SR
statistically prevail, like in the previous assessment.

However, this situation did not prove true in assessing finally concluded criminal
cases of legalisation of proceeds of crime. Here, criminal cases of legalisation of stolen
motor vehicles (almost 19% of finally convicted criminal cases), or associated criminal
cases (falsification and fraudulent alteration of motor vehicle identification numbers)
continued to dominate. In this type of criminal activity, all types of laundering were
identified (self-laundering, autonomous laundering, as well as laundering by a third
person). Fraudulent activities and embezzlement represented predicate criminal activity
in 9 %. However, here it is important to note that legalisation by a third person or
autonomous laundering prevailed. In six cases (4 %), a conviction was achieved, in
connection with predicate criminal activity committed in an organised form (autonomous
laundering or self-laundering). Counterfeiting and altering a public instrument, official
seal, official seal-off, official emblem and official mark was identified as a frequently used
instrument for commission of predicate criminal activity or related legalisation.

Overall overview
of identified predicate crime, finally concluded ML cases

2016 2017 2018 2019 >
Article 212 11 9 3 5 28
Article 219 1 1
Article 220 2 4 6
Article 221 1 4 2 2 9
(Article 250)
Article 213 1 1
(Article 248)
Article 237 1 1
Article 326 1 1
Article 172 1 1
Article 356 1 1
Article 352 1 1 2
Article 274 1 1
Article 276 1 1
Article 296 1 2 2 5
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Overview of identified predicate crime, finally concluded ML cases
AUTONOMOUS LAUNDERING

2016 2017 2018 2019 )
Article 212 7 1 2 10
Article 220 1 1
Article 221 1 1 2 4
(Article 250)
Article 213 1 1
(Article 248)
Article 326 1 1
Article 276 1 1
Article 296 1 1 1 3

Overview

of identified predicate crime, finally concluded ML cases
SELF-LAUNDERING

2016 2017 2018 2019 )
Article 212 1 5 1 2 9
Article 219 1 1
Article 220 3 3
Article 237 1 1
Article 326 1 1
Article 172 1 1
Article 356 1 1
Avrticle 352 1 1 2
Article 276 1 1
Article 296 1 2 3

Overview
of identified predicate crime, finally concluded ML cases
3" party ML

2016 2017 2018 2019 >
Article 212 4 3 2 2 11
Article 220 2 1 3
Article 221 1 4 2 1 8
(Article 250)
Article 352 1 1
Article 274 1 1
Article 296 1 1 1 3

The above mentioned also affects the conclusions regarding the cross-border dimension
of predicate criminal activity:

The analysis of convicted cases shows that the proceeds laundered in the SR were

generated in the SR (5x) and 2x the Czech Republic, 1x USA, 1x Cayman Islands and 1x China.
The countries which the proceeds were directed to, placed or legalised in (unless they were
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place in the SR — at least eight cases) are as follows: 1 x USA, 1x Poland, 1x China, and 1 X
United Kingdom.

Thus, based on the logics of criminal proceedings it is objective to expect a change of
structure of predicate criminal activity for finally concluded criminal prosecutions when they
come to a stage of court proceedings.

3.4. Proceeds in the assessed criminal prosecutions of legalisation of proceeds of crime

In the commenced criminally prosecuted ML cases, the subject of legalisation was
property (detected financial resources, things used, income or property in an ML case) in the
amount of EUR 193,817,782.82 and CZK 122,375,837.14 (the amount of 1B tables). It should
be noted here that it is not a final amount because statistically not in all of the cases, the value
of property legalised was properly documented (in particular, for example, for vehicles stolen
abroad, legalisation of vehicles coming from criminal offences, etc.). For this reason, the data
has only an approximate informative capability.

3.4.1. Seizure of proceeds in the assessed criminal prosecutions of legalisation of proceeds of
crime

The comparison of statistical data shows another factor of inefficiency, which weakens
a total efficiency of the AML process — a low volume of confiscation of proceeds of crime.

The total value of seized property (financial resources, things, income or property) in
these assessed ML cases amounted to EUR 13,748,519.85, CZK 3,117,700.00, USD 6,507.00,
PLN 36,510.00 and GBP 21,200.00.

Statistically, only 7.09 %°? (the value only in EUR) of the nominal volume of the
legalised property value identified in criminal prosecution was seized.

However, the above quantitative data need to be interpreted in a broader context because
in addition to seizure of financial resources on accounts (or cash), also things were seized as
proceeds (in particular within the duty to surrender a thing and by confiscating a thing), or a
whole property or particular real estate, which were not valuated and are not recorded in the
above statistics. The working group also dealt with the assessment of the content of statistical
data of the Police Force in this area, however, it came to a conclusion that it is not possible to
specify unambiguously for the reported data whether it was a thing important for proceedings
(as evidence) or proceeds of crime or a claim of the injured person. In assessing a value, only
estimated data is often entered or no data is entered at all, which would considerably deform
the assessment of weight of the data for the above purpose®.

52 This is data for criminally prosecuted ML cases Article 199 table Module 1B — Total detected amount of EUR
193,817,782.82 in relation to Total seized amount. However, the data provided does not take into account
currencies other than EUR because conversion into EUR is impossible. Other resources in the currencies CZK,
USD, PLN, GB were also seized; however, they are not included in the total amount of seized financial resources.
3 When seizing proceeds, policemen often follow Article 89 of the Code of Criminal Procedure (surrender of a
things) and prosecutors Article 95 of the Code of Criminal Procedure (seizure of funds). The legal regulation
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A statistical overview of the scope of application of selected seizure methods of the
Code of Criminal Procedure in criminal proceedings for all criminal offences and for criminal
offences of legalisation of proceeds of crime pursuant to Articles 233, 234 of the Criminal Code
provided in the Annual Reports of the FIU SR:

Seizure of proceeds according to the statistical data of the FIU SR*

The duty to surrender a thing Article
89 of the Code of Criminal
Procedure, Seizure of a thing Article
91

2016 ML cases / all cases 64,900/ 3,574,816

2017 ML cases / all cases 852,787 / 2,352,250

2018 ML cases / all cases 289,330/ 6,246,527

2019 ML cases / all cases 23,850/0

Total 2016 - 2019 ML cases / all cases 1,230,867 / 12,173,593

* A statistical overview of the scope of application of selected seizure methods of the

Code of Criminal Procedure in criminal proceedings for all criminal offences and for
criminal offences of legalisation of proceeds of crime pursuant to Articles 233, 234 of the
Criminal Code prepared by the FIU SR from data sent by unites of the PF of the MI SR, from
the FACO, criminal department of the GPO SR, Special Prosecution Office of the GPO SR and
MJ SR in accordance with Article 27 (3) of the AML Act.

Real seizure of money according to the analysis of the GPO SR to NRA in EUR
currency + other currencies
ML cases Other criminal offences
2016 6,078,580.13 2,416,882.14 + CZK 292,947.11
2017 3,028,717.31 17,212,353.38 + CZK 2,000.00
2018 1,192,072.10 60,089,429.67 + BTCN 161.90957883
2019 53,449,150.31 885,144.36
80,603,809.55+
2016-2019 13,748,519.85 CZK 294,947.11+
BTCN 161.90957883

effective till 31 December 2015 virtually did not allow the prosecutors to return the seized financial resources to
the injured persons if ownership of the financial resources was ascertained and proven, and another person also
exercised the right to them. The defect was resolved only by an amendment to the Code of Criminal Procedure, by
adding the provisions of Article 95a and Article 95b of the Code of Criminal Procedure.
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NUMBER OF REALLY EXECUTED ORDERS and REALLY SEIZED VALUE

The whole Prosecutor’s Office
SEIZURE OF PROCEEDS (MONEY)
Basic overview

2016 2017 2018 2019 2016 - 2019
TO 30 16 14 10 70
TA ,§ 3,097,476. | 2,743,466. | 1,108,110.0 | 858,750.76 7,807,804.09
L 58 74 1
Dist 19 23 23 28 93
rict 2,070,382. | 425,255.54 | 1,459,502.7 | 833,640.04 4,788,780.75
Pro o 42 5 1
sec % + + CZK 292,947.11
utor | © CZK BTCN 1
’S 292,947.11 161.909578 BTCN
Offi 83 161.90957883
ce 49 39 37 38 163
5,167,859 | 3,168,722. | 2,567,612.7 | 1,692,390.8 12,596,584.84
1 28 6 0 1
5 CZK + CZK 292,947.11
292,947.11 BTCN +
161.909578 BTCN
83 161.90957883
TO 5 5 1 7 18
TA S 2,981,103. | 285,250.57 | 73,962.09 | 2,590,399.5 5,930,715.76
L 55 5
Reg 6 5 3 3 17
iona g 177,499.72 | 250,871.84 | 41,145.92 51,504.32 521,021.80
I @ + +
Pro CZK 2,000 CZK 2,000
sec 11 10 4 10 35
utor 3,158,603. | 536,122.41 | 115,108.01 | 2,641,903.8 6,451,737.56
’S s 27 + 7 +
Offi CZK 2,000 CZK 2,000
ce
TO0 | = 0 0 1 - 1
TA | ™ 10,000 10,000.00
L Q 3 3 10 - 16
SP 5 169,000 | 16,536,226 | 58,588,781 75,294,007.00
0 3 3 11 - 17
> 169,000 | 16,536,226 | 58,598,781 75,304,007
TO 35 21 16 17 89
TA E 6,078,580. | 3,028,717. | 1,192,072.1 | 3.449.150,3 13,748,519.85
L 13 31 0 1
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for 28 31 36 31 126
PO 2,416,882. | 17,212,353 | 60,089,429. | 885,144.36 | 80,603,809.55
5 14 38 67 -
= ¥ ¥ ¥ CZK 294,947.11

= | CzK |CzK2000| BTCN "
292,947.11 161.909578 BTCN
83 16190957883
63 52 52 48 215
8,495,462, | 20,241,070 | 61,281,501. | 4,334,294.6 | 94,352,329.40
27 69 77 7 ¥
5 + - - CZK 294,947.11
CZK | CZK 2,000 | 161.909578 +
292,947.11 83 BTCN
BTCN 16190957883

Further, we provide an overview of the Prosecutor’s Office concerning other seized
property (immovable and movable assets, other than money on accounts). The added value of
this overview is the documented fact that compared to the previous period, the scope and
volume of seizure of proceeds in criminal proceedings acquires signs of systematic
understanding, a mechanism based on adopted measures in the area of financial investigation.
In substance, these are very important facts as in the case of seized real estate, these are
significant forms of placing proceeds of crime, and perpetrators of predicate criminal offences
are strongly affected (e.g., the seizure of the building of a business centre — Technopol — by a
prosecutor of the SPO GPO SR, or the below example of seizure of property in a tax criminal
case by a prosecutor of the Regional Prosecutor’s Office Zilina). Record-keeping and reporting
the value is a problem because it would require an expert opinion.

However, after eliminating the vulnerability elements in the area of seized property
management (as a consequence of Act No. 312/2020 Coll.), there is a real justified assumption
for the intensification of the prosecutors’ activities in the area of property seizure based on the
results of intensified performance of systematic proactive financial investigation of policemen.

OVERVIEW OF OTHER SEIZED PROPERTY
Movable and immovable assets - OTHER THAN MONEY ON ACCOUNTS
The whole Prosecutor’s Office -
Movable assets Immovable assets TOTAL
description about € description about €
2016 Regional 329.795,72
Prosecutor’s
Office
District 533.745,68
Prosecutor’s | CZK 3,135.00
Office USD 1
SPO 19,000.00 150,000.00
Total 882,541.40 Total 150,000.00 1,032,541.40
CZK 3,135.00 CZK 3,135.00
USD 1 USD 1
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2017 Regional 877,405.39 357,000.00
Prosecutor’s
Office
District 275,861.99
Prosecutor’s | HUF 8,000.00
Office CZK 74,000.00
SPO 0 1,500,000.00
Total 1,153,267.38 Total 1,857,000.00 | 3,010,267.38
HUF 8,000.00 HUF 8,000.00
CZK 74,000.00 CZK
74,000.00
2018 Regional 472,947.80 374,000.00
Prosecutor’s
Office
District 396,518.41
Prosecutor’s | HUF 4,000.00
Office
SPO 21,688,781.00 37,000,000.00
Total 22,558,247.21 Total 37,374,000.00 | 59,932,247.21
HUF 4,000.00 HUF 4,000.00
2019 Regional 394,947.30 15,676.00 410,623.30
Prosecutor’s + + +
Office USD 570.00 other real USD 570.00
PLN 1,480.00 estate, value PLN 1,480.00
undetermined
District 158,590.00 1,600,000.00 1,758,590.00
Prosecutor’s
Office
SPO 500.00 2,630,000.00 | 2,630,500.00
Total 554,037.30 Total 4,245,676.00 | 4,799,713.30
+ +
USD 570.00 USD 570.00
PLN 1,480.00 PLN 1,480.00
€25,148,093.29 €43,626,676.00 | 68,774,769.29
TOTAL + + +
CZK 77,135.00 other real CZK
+ estate, value 77,135.00
USD 571.00 undetermined +
+ USD 571.00
HUF +
12,000.00 HUF
+ 12,000.00
PLN 1,480.00 +
PLN 1,480.00

Kv 53/19/5500 — Regional Prosecutor’s Office Zilina

Investigation case No.: KRP-72/2-VYS-ZA-2019 — RH PF Zilina
2 accused persons - A.B. and J.B.
legal qualification: Article 20, Article 276/1/4 OZ — both persons
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Article 233/ 1ab / 4a OZ - only A.B.
Factual basis:

Tax evasions — at least for two years, in 2017 and 2018, both A.B. and J. B. organised
import of great quantities of car tyres from Poland and sold them to end customers in Slovakia
through two e-shops operated by them. Formally, the trade was provided for by two limited
liability companies with A.B. as real owner of both companies; formally, they were managed
by dummies — homeless people of Hungarian and Polish origin. These two companies never
fulfilled value added tax resulting from running a business in Slovakia (sale to end customers);
import of tyres from the EU is not subject to VAT. Although they formally reported VAT in
the form for an invoice to end customers, it was never reported to tax authorities and deducted
from the grow income of the company. This scheme allowed the two electronic shops to be the
cheapest suppliers around, and thanks to tax evasions, their business could be extended to a
large scope. Tax evasion determined at the beginning of criminal prosecution - €601,782.83.

Legalisation signs — in the period from 20 April 2018 to 16 May 2018, A.B. transferred,
within 16 transactions, a total amount of €206.105.00 from the bank account held by one of the
companies involved in the scheme of tax entities to their private account and then transferred
the amount to various bank accounts registered for their family members — probably with the
intention to conceal the cash flow, which would prevent the activity of authorities in the area
of monitoring.

There is a strong suspicion that the proceeds of “business” of the company of A.B. were
invested in real estate — it is obvious that the scope of ML will grow with the progress of
investigation.

The following was seized in cooperation with FACO, Real Estate Register and
Commercial Register:

4 bank accounts seized based on Article 95 of the Code of Criminal Procedure — the amounts
seized so far:

1) €3,428.06
2) €131.95

3) €79,577.63
4) €129,374.54

Cash seized during home searches:
€87,473.30

USD 570.00
PLN 3,660.00
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One newly constructed flat seized by prosecutor’s decision pursuant to Article 461/2 of
the Civil Procedure Act dated 29 November 2019 — a value of €15,676.00 (costs of construction,
not the market value)

The flat was formally registered as belonging to the father of A.B. but the construction
was financed by A.B. from proceeds of crime — seizure of additional real estate is expected
because registration of construction and ownership by family members of A. B. is expected.

It results from the analysis of cases that the greatest obstacle in seizing proceeds is the
absence of proactive financial investigation.

Only Article 119 (1) (f) of the Code of Criminal Procedure corresponded to this
requirement in technical terms in the assessed period. The National Unit of Financial Police of
the PPF, the department of property verification (till 31 January 2017, it was part of the FIU
SR) should have been a cooperating professional authority of the police. However, in the
assessed period, LEAs were not able to involve these authorities to a greater extent and
systematically in the process of detection of proceeds of crime. The above processes contain a
necessary requirement of multi-sectoral specialisation. Moreover, without efficient seizure of
property in initial phases of criminal prosecution, basic conditions for confiscation of proceeds
of crime will not be created.

In 4Q 2019, Order of the President of the PF dated 3 October 2019 No. PPZ-KP-OVY'S-
2019/051760-001 as amended was adopted; it specified the job description for newly
established two financial investigation specialists at each other District Unit of the Criminal
Police Department of the TH PF, i.e., 16 specialists for the territory of the SR. These specialists
preferably prepare the property profile of a person of interest by screening and through requests
sent to affected entities. The average preparation of a simple property profile lasts about 2-3
months. Samples of filings and statistics for property profiles and for the reporting of value and
character of seized proceeds of crime were prepared, with effect of reporting from 1 January
2020. The above statistical instruments were also forwarded to NAKA and Inspection Service
Office for the purpose of uniform procedure and statistical reporting. The comprehensive
indicators of efficiency of financial investigation will be processed in the National Risk
Assessment for the next period. This task also results from the approved Action Plan for fight
against ML/FT.

Outside the framework of the assessed period in 4Q 2020, there was a considerable
legislative strengthening of financial investigation instruments and seized assets management
by adopting Act No. 312/2020 Coll. with effect from 1 January 2021, which, inter alia
(establishment of an Office for Seized Asset Management, change of criminal material law in
the facts of the criminal offence of legalisation of proceeds of crime), introduced new
procedures, such as seizure of real estate, seizure of a business interest, virtual currencies or
any other values in the procedure after the commencement of criminal prosecution. The purpose
of criminal prosecution was also expanded, which expressis verbis also includes confiscation
of proceeds of crime. The above act also facilitated the use of financial investigation outputs as
evidence in criminal proceedings, which are usually executed through the procedure according
to a special act, in accordance with a newly formulated provision of Article 119 (2) of the Code
of Criminal Procedure. The real impacts of the new legal framework will be evaluated in the
next iteration of the NRA.
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Outside the framework of the assessed period, it should be pointed out that by the end
of 2021, a specialised department for financial investigation with national competence will be
established in the territory of the SR, in total 172 policemen will carry out this activity. This
fact also represents the fulfilment of the Government Manifesto.

Proceeds of crime in a tax criminal case conducted at the Criminal Police Department
of the RH PF ZA in a total volume of about EUR 80,000.00 in cash, about EUR 300,000.00 on
bank accounts, and three real properties (a flat and two lands) in the total value of about EUR
350,000.00 were seized in 4Q 2019 thanks to excellent cooperation among the Criminal Police
Department of the RH PF ZA, Regional Prosecutor’s Office ZA and FACO.

3.4.2. Withdrawal of proceeds of crime and the character of sanctions in the assessed criminal
prosecutions of legalisation of proceeds of crime

The analysed court decisions for the years 2016 to 2019 in connection with final
withdrawal of proceeds show that the penalty of forfeiture of property pursuant to Article
58 of the Criminal Code was imposed 11 times, the penalty of forfeiture of a thing pursuant
to Article 60 of the Criminal Code 4 times and the protective measure of confiscation of a
thing pursuant to Article 83 of the Criminal Code once. Compared to the 1% round of NRA,
when withdrawal of proceeds by direct instruments in the cases of money laundering was
imposed to a minimum extent, it is a positive development. However, in terms of efficiency,
the comparison with confiscations imposed for other criminal offences should be taken into
account; in the years 2016 to 2019, in total 79 penalties of forfeiture of property were imposed,
3099 penalties of forfeiture of a thing and 202 protective measures of confiscation of a thing.

A progress also occurred in confiscating proceeds of legalisation of proceeds of crime
pursuant to Article 60 (1) (c), (d) of the Criminal Code as a thing which the perpetrator acquired
through a criminal offence or as a reward for it.

This is, for example, the case “Nephew” from 2019 concerning the transfer of untaxed
financial resources from import of lubrication and heating oil and its sale as diesel oil, and the
subsequent purchase of real estate and motor vehicles using the illegally obtained resources,
when the Special Criminal Court imposed the penalty of forfeiture of a thing pursuant to Article
60 (1) (c) of the Criminal Code (an amount of EUR 19,560), the penalty of forfeiture of a thing
pursuant to Article 60 (1) (c) of the Criminal Code (an amount of EUR 2,845) and the penalty
of forfeiture of a thing pursuant to Article 60 (1) (d) of the Criminal Code (a single-family
house, industrial building, tourist hostel, industrial premises, hotel, 4 motor vehicles—in a total
value of EUR 1,145,450), thus also confiscating the proceeds of this criminal activity and
real estate along with vehicles obtained from these proceeds. At the same time, this
judgement also imposed the confiscation of a thing pursuant to Article 83 (1) (a) of the
Criminal Code — cash amounting to EUR 1,130, cash amounting to EUR 9,264, trucks with
tractors and semi-trailers, as well as mineral oil belonging to legal persons, which could not be
prosecuted.

Despite the above-mentioned, there were also cases, when with imposed penalties of
forfeiture of a thing, courts confiscated only the tool used for the legalisation of proceeds of
crime pursuant to Article 60 (1) (a), (b) of the Criminal Code and not the proceeds.
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For example, the penalty of forfeiture of a thing imposed in 2016 in the case of
legalisation by dismantling a stolen motor vehicle worth EUR 5,386 for the purpose of its use
as spare parts concerned a transmitter with a charging adapter of unspecified value. In the case
of money laundering in 2018 through the transportation, sale and possession of stolen footwear
worth EUR 180,000 with real proceeds amounting to EUR 12,000 EUR and potential profit of
EUR 9,565, the imposed penalty of forfeiture of a thing concerned only one Lenovo notebook
of undetermined value. Although the value of confiscated propertied or things is provided in
judgements only exceptionally, it is obvious from some decisions that the value of the
confiscated thing is disproportional to the obtained proceeds.

Eleven compulsorily imposed penalties of forfeiture of property®* concerned in four
cases a large bank fraud, in two cases a mortgage fraud and establishing, masterminding and
supporting a criminal group, in two cases human smuggling and illegal employment of
foreigners and in one case, drug-related crime. In two serious cases of money laundering —
“American mortgages” and “Nephew ”, the penalties of forfeiture of property imposed by the
Special Criminal Court were subsequently cancelled by the supreme Court of the SR (for a
disproportionate penalty and a fault concerning the principles of imposition of penalties by
imposing the penalty of forfeiture of a thing and forfeiture of property concurrently).

The total value of confiscated property pursuant to Article 58, Article 60 and Article 83
of the Criminal Code_provided in judgements (the value of property is not provided in most
decisions on confiscation) reached EUR 1,178,249.00.

Besides confiscations, from the view of proceeds withdrawal also a money penalty can
be taken into account; it does not require evidence of acquisition of a thing in an illegal way,
however, it was only imposed twice during the monitored period in an amount of EUR 300.00
and EUR 10,000.00, which does not allow considering a money penalty to be an efficient
indirect way of withdrawal of proceeds obtained by legalisation of proceeds of crime. Twice in
criminal proceedings, the courts also imposed a duty on the convicted person to reimburse
damage to the aggrieved persons in the amount of EUR 1,837.00 and EUR 1,161,787.16. In
the third case, the duty to reimburse the damage amounting to EUR 5,000.00 and EUR 728.60
to the injured persons concerned the conviction for theft in Point 2 of the judgement rather than
the legalised proceeds. The statistics of results of cases, in which the court referred the injured
person with their claim for damages to a civil process, are not available.

In relation to the above mentioned it should be noted that with respect to efficiency,
proportionality and dissuasive effect of sanctions, in the examined cases of conviction for
legalisation of proceeds of crime, in particular sentences of imprisonment (62x, of which
33x suspended) were imposed. They were followed by protective supervision, ban on activity,
expulsion or probationary supervision.

54 In 2016 — 4 x, in 2017 — 6 X, in 2018 — 0 x and in 2019 — 1x (2-times cancelled by the Supreme Court of the
SR)
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Real withdrawal of proceeds of crime based on final property-related court decisions is
a problem of efficiency. As the Report from the 5" Round of Evaluation of the SR by Moneyval

Formally, the exercise of property-related decisions issued in criminal proceedings falls
under the competence of two ministries — Ministry of Justice and Ministry of Interior. In the
SR, there is no mechanism of data collection or any methodology.

The following correlation was analysed in this area:

Seizure vs property sanctions vs real deprivation of criminal assets (real recovered)
Correlation SEIZURE — PROPERTY SANCTIONS — REAL CONFISCATION OF PROCEEDS

SEIZURE Property sanctions Real
(value not identified) recovery
Money on Other TOTAL | Art | Arti | Arti | Arti | Tot
bank secured icle | cle6 | cle8 | cle | al
accounts property 58| 0 3 56
than Money of | of | of of
on bank the | the | the | Cri
accounts Cri | Cri | Cri | min
mi | min | min | al
nal | al al | Cod
Co | Cod|Cod| e
de | e e
20 | €8,495,462. | €1,032,541. | €9,528,003. | 19 | 821 | 51 | 312 | 402 €71,835.88
16 27 40 67 9 0
+ + +
CzZK CzZK CzZK
292,947.11 | 3,135.00 296,082.11
+ +
USD 1 USD 1
20 | €20,241,07 | €3,010,267. | €23,251,33 | 30 | 855 | 63 | 296 | 391 €76,197.82
17 0.69 38 8.07 3 1
+ + +
CZK HUF HUF
2,000.00 8,000.00 8,000.00
+ +
CzZK CzZK
74,000.00 76,000.00
20 | €61,281,50 | €59,932,24 | €121,213,7 | 23 | 864 | 71 | 282 | 377 €1,957,672.11
18 1.77 7.21 48.98 1 9
+ + +
BTCN HUF BTCN
161.909578 | 4,000.00 | 161.909578
83 83
+
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HUF
4,000.00
20 | €4,334,294. | €4,799,713. | €9,134,007. | 21 | 563 | 18 | 265 | 326 | €1,094,999.05
19 67 30 97 8 | 0
+ +
USD USD
570.00 570.00
+ +
PLN PLN
1,480.00 | 1,480.00
Tot | €94,352,32 | €68,774,76 | €163,127,0 | 93 | 310 | 203 | 115 | 149 | €3,201,004.86
al 9.40 9.29 98.69 3 71 | 70
+ + +
CzZK 744 CZK
294,947.11 | 77,135.00 | 372,082.11
+ + +
BTCN HUF HUF
161.909578 | 12,000.00 | 12,000.00
83 + +
USD usD
571.00 571.00
+ +
PLN PLN
1,480.00 | 1,480.00
+
BTCN
161.909578
83

A very low efficiency results from the above data — an impact of seizing procedures on
property-related sanctions, and in particular an absolutely questionable scope of exercise of
property-related decisions of courts based on judgements awarded in criminal prosecution.

An absolutely unsatisfactory ability to withdraw property owned by third persons is a
special issue. In this context, there are virtually no examples for generalisation.

In the given context, ML prosecution is no way different from the results of criminal
prosecution of (only) predicate criminal offences.

As a consequence of the absence of a systematic approach in this area, it is difficult to
provide any substantial related conclusions. Thus, we can only suppose that even if a judgement
is awarded for real withdrawal of property — proceeds of crime, it is not withdrawn as a
consequence of its non-existence in the legal ownership of the affected person. There is not
qualified data in this context, for example, to which extent and at what stage, the affected
property is transferred to third persons, etc.

123



ML THREATS

3.5. Characteristics of methods and typology in the assessed criminal prosecutions of
legalisation of proceeds of crime

Based on the 1B module of the World Bank’s methodology, selected characteristics of
ML cases were analysed. Taking into account the terminology and terms used in the manual,
which could not be fully applied to the conditions of the SR due to ambiguity and absence of a
detailed explanation, a national explanation was applied in some characteristics to ML cases.
In assessing ML cases, the way of property legalisation as well as the type of property or thing
itself was taken into account.

The following methods of commission and their typology were determined:

1. Transfer of financial resources — the financial resources obtained by fraudulent transfer from
another account or phishing, including eliciting the funds fraudulently to a bank account kept
by a bank in the SR via e-mail communication were remitted to various accounts and sometimes
also subsequently transferred or withdrawn. Taking into account the above-mentioned scheme
of criminal activity, these cases involve many entities with a foreign element (the injured
person, banking institution, bank account’s holder and their statutory body have their registered
office/place of residence in various States, often in non-EU States). As the predicate criminal
offence is mostly committed abroad and information of the FIU SR or bank often does not
provide a sufficient basis to determine the way of commission of the predicate criminal offence,
it is necessary to primarily determine its existence and the way of its commission, which cannot
be carried out in any way other than through time-consuming requests for legal assistance to
foreign countries.

2. Stolen vehicles — legalisation of stolen vehicles by tampering VIN, possession of stolen
vehicles or their parts intended for further use or use of stolen vehicles.

3. Consumption of things — consumption or possession and use of various things, or sale of
things obtained from criminal activity, most frequently from theft or fraud, in particular
consumer electronics was concerned (in this category, two cases are worth mentioning: in the
first one, the sale of a “designer drug” was concerned, the Bitcoin cryptocurrency (and other),
other drugs, real estate, motor vehicles were purchased for the income, and in the second case,
four pictures coming from a theft by breaking in a flat in VVienna were procured, transported to
the territory of the Slovak Republic, kept at various places and then sold to another person).

4. Fraud during an act — legalisation or consumption of financial resources fraudulently obtained
during various acts, most frequently during a fake sale (issuance of an invoice, payment and
failure to supply goods) or by issuing fictitious invoices and entering them into accounting (tax
base reduction, tax evasion or ineligible VAT deduction).

5. Illicit sale of real estate - specific ML cases (3), when in the first case, the suspicious person
sold the fraudulently acquired real estate, in the second case, the real estate was transferred for
EUR 1,000.00 to a related natural person, for the purpose of complete frustration of the
possibility to satisfy the creditor’s receivable, and in the third case, forged contracts were
submitted to the cadastral authority with false signatures in order to illicitly obtain lands to
ownership.

6. Failure to fulfil a duty - two ML cases: in the first one, a duty was not fulfilled by an employee
of an originality check station, who despite finding out that a vehicle was tampered (tampered
VIN), designated the vehicle as original (unaltered), and in the second case, a duty was not
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fulfilled by two bank employees who carried out fictitious deposits into and withdrawals from
the accounts of a legal person at the request of another person.

3.6. Target country and country of origin

The Slovak Republic is a target country in most prosecuted ML cases (in 237 ML
cases, which represents a share of 70.53 %). The increase found compared to the previous NRA
IS interesting; it consists in 43 prosecuted ML cases with transfers of financial resources, where
two and more countries were determined as target countries.

It should be noted that in this method, such countries as China, Hong Kong, Malaysia,
Israel, Philippines, Taiwan, Benin, South Africa, India, Panama, i.e., non-EU countries were
also determined as target countries of ML cases.

In connection with the country of origin, the Slovak Republic held the highest share in
ML cases (83 cases, meaning a share of 24.70 %), Germany followed (45 cases, meaning a
share of 14.47 %), Austria (35 cases, meaning a share of 11.25 %) in particular in connection
with thefts of motor vehicles and subsequent legalisation. Like in determining the target
country, the number of countries of origin also increased, where two and more countries were
determined as countries of origin (49 ML cases).

The following data was found in terms of geographic origin of proceeds in accordance
with the methodology in the cases when a bill of indictment was filed:

Breakdown of Value of seized
origin of proceeds Number of . Value of confiscated
. o o proceeds of crime :
Period of collection: | convictions (funds + other proceeds of crime (funds
2016-2019 (things/persons) : + other things)
. things)
Currency used: €

Origin of legalised proceeds

6x Article 58 of the
Criminal Code
1x Article 56 of the
Criminal Code
(10,000.00)
3x Article 60 of the
Criminal Code
(1,074,605.00)
23/40 €2,560,961.15 1x Article 83 of the
Criminal Code
(10,394.05 + in other
cases the value was not
ascertained)
6x damage compensation
(€1,215,226.69)
of which
1x the injured person

A. generated in the
territory of the SR
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referred with their claim
(€6,000.00) to civil
proceedings
1x damage fully
compensated by the
perpetrator in pre-trial
proceedings
8x Article 58 of the
Criminal Code
1x Article 56 of the
B. generated abroad 18/26 €1,813,638.81+ | Criminal Code (€300.00)
1x Article 60 of the
Criminal Code (the value
undetermined)

C. generated in the
SR and also abroad

D. The country of
origin cannot be - - -
determined

It is obvious from the above data that statistically, the proceeds generated in the territory
of the SR still prevail. However, in terms of quality, a rising trend of detection and subsequent
prosecution of money laundering with a cross-border aspect of generating proceeds of crime
should be mentioned. This fact is important in particular in the context of an increase in the
volume of prosecution of the so-called carousel frauds.

The analysis of convicted ML cases shows the following:

The country, in which the laundered proceeds were generated — 5XSR, 2XxCR, 1xXUSA,
Cayman Islands, China, Mongolia

The country of placing (the country, which the proceeds were directed to, placed in or
later legalised in) — 8x SR, 1XUSA, PL, China, UK

The facts concerning active and passive legal assistance are another important element
because to a much greater extent they reflect the real involvement of entities from other States
in the cases with pre-trial proceedings completed as all necessary circumstances for filing a bill
of indictment were the subject of legal assistance.

As regards the active legal assistance in ML cases (the total number of requests 537),
most requests for legal assistance were addressed to judicial authorities of Hungary (109
requests, i.e., 20.30 % of the total number of requests), the Czech Republic (80, which means
14.90 %), Germany (79, which means 14.71%) and Italy (31, which means 5.77 %). In this
area, UK and Austria are significant (29 requests each, which means 5.40%) and France (16
requests, which means 2.98%).
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Table of international legal assistance (only ML cases)
The highest numbers of requests sent (active legal assistance) for the
period 2016-2019
Serial No. Country name Number of requests
1 Hungary 109
2 Czech Republic 80
g Germany 79
4 Italian Republic 31
5 UK 29
6 Republic of Austria 29
7 French Republic 16

Passive legal assistance in ML cases (the total number of requests 440) represents the

situation when information concerning money laundering in other States is in the territory of
the SR (transit or placing of proceeds).

Most requests were sent by judicial authorities of the Czech Republic (132 requests
which is 30 % of the total occurrence), Poland (106, which is 24.09 %), Hungary (53, which is
12.05 %), France (22, which is 5 %), and Italy (21, which is 4.77 %).

Table of international legal assistance (only ML cases)
The highest numbers of requests received (passive legal assistance) for
the period 2016-2019

Serial

No. Country name Number of requests
1 Czech Republic 132
2 Republic of Poland 106
3 Hungary 53
4 French Republic 22
5 Italian Republic 21
6 Germany 20
7 Republic of Austria 14

The scope of seizure executed on the basis of judicial cooperation in criminal
cases is another important factor in assessing the geographic aspect of legalisation
threats. The Slovak judicial authorities actively acted so only exceptionally, which
a significant factor representing negative connotations in relation to the quality of
prosecuted cases.

127



ML THREATS

Seizure within the international legal assistance for ML is as follows.

No. Country The value requested/seized

EUR 5,302,776.53/EUR 258,652.10
USD 246,190.00/ USD 246,190.00

2 The Netherlands EUR 387,234.48 /| EUR 387,234.48

1 Italian Republic

Based on the above facts it can be stated that no such ML cases were produced which
would include the involvement of tax havens, however, this fact must be assessed within the
overall threat resulting from the assessment of individual types of criminality.

The comparison of legal assistance volume for all criminal offences shows that in
particular Poland, USA, Romania, Spain, Switzerland and Ireland have to be added to the
above-mentioned States as regards the need to obtain evidence abroad. On the contrary, in
addition to the above States, in particular Bulgaria, Belgium and Ukraine request assistance
from Slovakia.

In the area of international cooperation, Slovak authorities are ever more frequently
confronted with requests for the seizure of proceeds, however, not only with the objective
of future confiscation. There is plenty of positive and negative experience within international
cooperation, from practical problems (translation, speed of response) to deficiencies of the
international legal regulation or national legal regulations insufficiently responding to
commitments under international treaties. The application of the Warsaw Convention
representing an important international tool is insufficient. Therefore, the Slovak
representatives initiated the preparation of practical aids in the Committee of States Parties to
the Warsaw Convention to facilitate its implementation which to a certain extent may help
eliminate practical problems in identifying, seizing and confiscating proceeds of crime.

However, the problem of efficient cross-border cooperation also concerns the Convention
on Cybercrime and other international contracts.

3.7. Services (products) used and sectors and institutions interested

These characteristics of ML cases distinguish services (products) and sectors and
institutions interested, through which things, income or property should be placed into the
“legal environment” during legalisation or sharing. Compared to the previous assessment, no
big changes were found in this area. These tools (entities) were identified in individual ML
cases as follows:

1. bank — use of accounts for transfers of financial resources coming from criminal
activity (in particular unauthorised transfers, fraudulent withdrawals and
phishing); these resources were subsequently transferred to other accounts,
withdrawn in cash and then consumed or sent further through bank transfers of
cash or using the Western Union service,
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2. possession and use — the things coming from criminal activity were knowingly
directly used (vehicles, appliances, etc.) or consumed, in some ML cases
(vehicles), the origin of the thing was concealed (VIN tampering, use of other
licence number), or such things were dismantled and their parts were further
used; there were also ML cases, when things from criminal activity were
possessed by the perpetrator (in particular vehicles) for the purpose of common
sale, use or consumption,

3. common sale — acquisition or subsequent sale of a thing coming from criminal
activity in the form of “common sale” (street sale, through friends, by
advertising, through other people, etc.), in particular by contacting particular
persons,

4. originality check — legalisation of a stolen car through originality check points®®,
where during originality check a stolen vehicle was detected, or stolen vehicles
were legalised at some points of originality check and then sold,

5. District Traffic Inspectorate and District Office — it was similar to “originality
check”, when during the registration of a vehicle in the records of vehicles at a
PF department (after the sale or declared import from abroad) it was found out
that the vehicles had been stolen, and there were cases, when a stolen car was
detected at the respective department of road traffic of at a District Office,

6. courier - ML cases of possession, in which perpetrators were expressly selected
for the transportation of stolen things (in particular vehicles) instead of their
further sale or consumption, and perpetrators were detected mainly when
crossing the State border of the SR,

7. gambling venue — by using slot machines, financial resources were legalised
(stained banknotes from another criminal activity used for a game); it was one
specific case, where the operator of the company operating slot machines pulled
stained banknotes out of a machine in the amount of EUR 50.00,

8. pawnshop — things coming from criminal activity were placed in a pawnshop by
the perpetrator, in an effort to obtain cash.

Out of all ML cases, most frequently a bank transfer of cash was concerned (63.69 % of
ML cases), possession and use (12.80 % of ML cases), ML cases in connection with legalisation
of stolen vehicles (originality check, District Traffic Inspectorate and District Office, together
with a share of 12.20 %) and common sale (6.85 % ML cases). Other sectors occurred only
sporadically.

%Qriginality checks are performed pursuant to Act No. 725/2004 Coll. on conditions of road traffic operation of
vehicles and on the amendment to certain acts as amended
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3.8. Identification of threats in individual sectors

3.8.1. Banking sector

Banks operating in the territory of the SR normally offer a wide portfolio of products
for their customers. Modern technologies enabling remote communication with banks —
“internet banking”, banking applications in mobile phones and devices “smart banking”, as well
as a wide offer of payment cards are currently most widespread.

Within the banking sector, we can speak about the following threats:

1. the level of threat is very significant- in particular the use of cash transactions with the
possibility of cash deposits, when illicit income from various criminal activities (mostly
of economic nature and tax crime) is deposited into accounts based on the statement that
the financial resources come from economic activities,

2. the level of threat is medium significant- use of virtual currencies and virtual assets
(abuse in connection with frauds, organised crime, cybercrime) and cashless
transactions (cross-border transfers connected with tax havens),

3. the level of threat is significant — private banking (above-standards banking and
financial services, “anonymity” of the customer), safe deposit boxes (hiding proceeds
obtained from illicit criminal activities), sector of electronic money (use of prepaid cards
to which customer due diligence does not apply), transfers of money (remitting money
through the providers of Money Value Transfer Services, use of front men) and payment
services (frauds connected with payment cards, POS - terminals).

3.8.2. Sector of non-financial businesses and professions

Obliged entities for the non-financial sector are provided in Article 5 of the AML Act
and include, for example, barrister, notary public, court executor, auditor, tax advisor,
accountant, gambling operator, etc.

In terms of ML, a certain threat is represented in particular by companies with free trade
licences, such as an organisational and economic advisor, accountant, legal person or natural
person authorised to trade in precious metals or precious stones (purchase and sale).

Executive officers of companies with the above objects as well as lawyer’s offices
establish companies in Slovakia (mostly limited liability companies) with a wide and identical
scope of various objects of company, for which they open bank accounts with the service of
electronic banking offered automatically. Subsequently, according to demand and supply, they
transfer them to persons from abroad, where business interests are transferred to a new owner
without consideration. The established companies are mostly without employees, their
registered office is at a “lucrative address” (the site is proportional to price) and high turnovers
are recorded on accounts. After they receive a notice of control to be performed by the FIU SR
or tax authorities, the movements on accounts are stopped, and the remaining financial
resources are withdrawn in cash through an ATM. Establishment of such companies with
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almost identical objects of free trade licences, with a registered office at a common address,
represented by a foreign Executive Officer and partner, is on the rise, which represents the
biggest threat in the non-financial sector.

3.8.3. Sector of other financial institutions (OFI)

The biggest ML threat in the OFI sector is the provision of products or services based
on payment in cash or providing the possibility of payment in cash. This possibility occurs
(except for an exchange) in all categories of the sector. Limitation of cash payments® in the
OFI sector does not apply to cash payments made in exchange offices, payment institutions,
payment service agents and electronic money institutions, and during auctions.

The other categories of the OFI sector can receive cash payments unless they exceed an
amount of EUR 5,000.00. According to the performed survey, obliged entities endeavour to
eliminate this way of payment to a minimum scope or they do not permit it at all based on
internal regulations. On the other hand, however, the legislation allows the customer to make a
deposit in cash into an account of a legal person kept by a financial institution, where the
employee of the financial institution will not sufficiently verify the origin of deposited
resources.

An ML threat can also be seen in security deposit paid for an auction in cash; the
auctioneers do not examine the origin of paid financial resources. Payment institutions and
payment service agents, i.e., the entities providing payment services based on cash payments
or international cashless transfers (Western Union) represent another threat.

In general, the following types of criminal activity were identified in OFI sector
categories:
- financial agent/advisor — frauds, credit frauds, insurance frauds, forgery and fraudulent
alteration of an official document,
- factoring- tax criminal offences, frauds,
- leasing — tax criminal offences, frauds,
- creditor — frauds, forgery and fraudulent alteration of an official document,
- payment institutions, payment service agent and electronic money institutions - frauds,
phishing.
It is only an assessment of a threat potential of the OFI category without underlying
statistical data, which is not available to the country.

3.8.4. Insurance sector

In terms of ML threat, the insurance sector can be assessed as less attractive compared
to the banking sector. The financial resources related to insurance policies (premium, payment
of indemnity) are transferred from or to customers’ accounts kept in other financial institutions
which are obliged entities according to the AML Act. Premium is paid in cash (and only to a

%6Act No. 394/2012 Coll. on limitation of cash payments
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limited extent) only for some insurance products (e.g., travel insurance, collision insurance, and
mandatory contractual insurance); the scope of premium received in cash in the SR is negligible
compared to the total volume of premium received.

In assessing the level of ML threat in the insurance sector, a distinction should be made
between the products in non-life insurance and life insurance products. It results from the
application practice that the use of non-life insurance products for ML is very low; therefore,
the level of ML threat can be designated as insignificant.

Compared to non-life insurance, the level of ML threat in life insurance represents a
higher risk, in particular in unit-linked life insurance. The increased ML risk results in particular
from the possibilities of investments by customers in the form of one-time deposits or repeated
deposits and withdrawals. These products are primarily linked to the investment component of
the contract and not to traditional insurance risk (death, survival). In consequence, the level of
ML threat for life insurance products can be assessed as moderately significant. It means that
the risk of legalisation in this area is present, however, to a limited extent, taking into account
the size of the insurance sector within the financial market, character of insurance products,
potential customers, selling channels, as well as the sufficient regulation of the insurance sector.

3.8.5. Sector of securities

The capital market represents a part of the financial market, where the movement of
securities takes place; the medium-term and long-term capital, i.e., a low-liquidity capital is the
subject of trading. Currently, trading in bonds prevails in Slovakia’s financial market, trading
in shares is represented to a smaller extent.

Securities traders and management companies administer various types of financial
instruments; however, transfers are carried out by cashless operations, i.e., any financial
transactions are carried out via the customers’ bank accounts. For that reason, the customers,
besides the monitoring by securities traders (or management companies) are also subject to
monitoring by the banks or financial institutions, which make payments to customers’ orders in
favour of the respective customers’ accounts.

To carry out business transactions, knowledge and expertise is necessary; therefore,
perpetrators do not prefer this way of money laundering and terrorist financing.

Taking into account the above, the level of ML threat in the securities sector represents
a less significant risk.

3.9. Number of cases cleared up

Out of the total number of 336 prosecuted ML cases, in total 64 ML cases were cleared
up (19.05 %), i.e., a bill of indictment was filed or the investigation was terminated in a way
reported as cleared up, although no particular person was charged (e.g., due to the
inadmissibility of criminal prosecution, absence of a witness, transfer of criminal prosecution
abroad).
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3.10. Number of entities involved

In the assessed period from 2016 to 2019, 491 Slovaks and 368 foreigners participated
in prosecuted ML cases. It is the number of persons participating in the cases, i.e., persons
without an exact specification of procedural position, thus the persons participating in an ML
case directly or indirectly were not necessarily charged or suspicious.

3.11. Conclusions of the analysis of the assessed criminal prosecutions of legalisation of
proceeds of crime

The analysis of assessed cases showed that frauds committed in particular abroad with
the subsequent unauthorised transfer of financial resources represented the biggest part of
predicate criminal offences. Theft of a thing, most frequently in connection with thefts of motor
vehicles, was another most frequent form of commission of predicate criminal offences.

ML cases and predicate criminal offences were not committed by State authorities, legal
or similar sectors, stock exchange, etc.

Commission of ML cases and their predicate criminal offences was mostly performed
in the territory of the SR, and from the view of possible clear-up rate, the international element
only occurred to a limited extent.

The finding that only exceptionally ML cases or their predicate criminal offences were
recorded, which were committed in connection with criminal offences of economic character,
tax crime, and well-organised perpetrators of criminal offences (organised crime), is worth
mentioning. No cases in which predicate criminal offences would be committed by violence or
threat of imminent violence or by extortion were carried out in the monitored period.

ML cases:

- the number of ML cases did not change very much during the monitored period,

- two cases of a failure to notify or report were detected in the monitored period,

- the most widespread method used for legalisation in the investigated ML cases was the
unauthorised transfer of financial resources through bank institutions or by using their
services, the second most widespread method of commission was carried out in
connection with (stolen) motor vehicles,

- the convicted ML cases concerned in particular VIN tampering in motor vehicles stolen
in the SR or abroad, their registration based on false certificates of registration or
dismantling them to spare parts for the purpose of possession, use or sale, in the banking
sector, in particular transfers of money obtained in a fraudulent way (often abroad) to
bank or game accounts, submission of false invoices and subsequent withdrawal of
financial resources for the purpose of possession, sale or direct consumption; even more
sophisticated techniques using “straw men” for bank account opening, using internet
systems (e.g., illicit obtaining of personal data abused for frauds), as well as using
business companies were recorded.
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Predicate criminal offences:

predicate criminal offences were most frequently committed in the form of various
fraudulent activities (frauds), in particular abroad, with the subsequent unauthorised
transfer of financial resources, these are followed by thefts, where perpetrators were
interested mainly in motor vehicles,

on the contrary, the convicted ML cases included thefts, falsification and fraudulent
alteration of motor vehicle identification numbers in the automotive sector, as well as
frauds and counterfeiting and altering a public instrument in particular in the banking
and tax sectors,

as regards predicate criminal offences, there was only one case committed in a
sophisticated way, no commission of criminal violence was confirmed.

In terms of a lower number of serious cases of criminal prosecution of legalisation of

proceeds of crime, it can be stated that:

It is a state determined by several factors; only a small part of them can be affected by
the investigators of the PF SR, FACO and bodies of the Prosecutor’s Office. Despite
the measures taken in response to the Action Plan to Combat Money Laundering,
Terrorist Financing and Financing of Proliferation of Weapons of Mass
Destruction for 2019 to 2022, there was no success in sufficiently focusing on and
creating related organisational and material preconditions for systematic search
for and detection of potential laundering from early stages of unlawful activities
based on an efficient proactive financial investigation taking into account the ML
threat and risks identified.

In the cases of serious organised criminal activity, pre-trial proceedings last longer,
often several years, therefore, the submitted statistics does not take into account many
cases with a pending criminal prosecution for the criminal offence of legalisation of
proceeds of crime because the pre-trial proceedings have not been concluded yet (filing
a bill of indictment) and the perpetrator has not been convicted. The length of
proceedings is among the threat factors determining the efficiency in this area.
The length of proceedings is also determined by legislative-system issues of the scope
of criminalisation of criminal social conduct and related scope of occurrence of
individual cases in relation to available forces and means. Thus, often a situation occurs
in practice that investigators and prosecutors focus on cases in which the taking of
evidence is simpler, in particular in investigating predicate criminal offences; in the
absence of efficient financial investigation, they are satisfied with the conclusion of
a case to an extent of predicate criminal offence.

Knowledge from practice repeatedly shows that the seizure of proceeds of crime in our
conditions is really executable only if the course of commission of the criminal activity
is subject to procedural acts of criminal proceedings, otherwise the proceeds of the
criminal offence quickly disappear and vanish away on various accounts kept for
persons not interested and uninformed, or their further movement is covered by

134



ML THREATS

operations seemingly legal, when it is also impossible to contest the legal reason for
payment.

“Straw men”, with a low intellectual capacity, for whom intentional culpability cannot
be proved even if in the form of indirect intent, are often involved in disposing of the
proceeds of crime.

In most cases, it is very difficult to identify the perpetrators of predicate criminal
offences, nor it is possible to identify finally the form of money laundering, i.e., to
determine whether the person, who fraudulently elicited money, is the same (or other)
person as the person, who subsequently handled the resources as the owner/person
authorised to dispose of the bank account concerned. The way of commission of some
of these acts suggests that several persons acting in a coordinated way in various
States are concerned, or that this activity is committed through organised groups.
The (often purposive) insolvency of perpetrators, who do not have any property
because the income from criminal activities was spent on gambling, payment of old
debts, etc., is another frequent reason for a failure to seize proceeds of crime or property
obtained within criminal activities.

The placing of proceeds and their transfer to third persons from the beginning of
unlawful conducts (legalisation aspect) fully escapes.

Spreading of criminal offences against morality which is an important factor of ML
threat.

THE QUALITY OF REALLY INVESTIGATED AND PROSECUTED CASES OF
LEGALISATION OF PROCEEDS OF CRIME DID NOT REFLECT THE GRAVITY
OF THE DETECTED PREDICATE CRIMINAL ACTIVITY.

COMPARED TO THE 15T ROUND OF NRA, WHEN THE WITHDRAWAL OF
PROCEEDS BY DIRECT INSTRUMENTS IN ML CASES WAS IMPOSED ONLY
TO A MINIMUM EXTENT, THERE WAS A POSITIVE CHANGE IN THE
NUMBER AND VOLUME OF SEIZURE OF PROCEEDS OF CRIME.

Despite a positive trend in imposing property-related penalties, the progress is not
sufficient and real withdrawal of proceeds of crime still marginally affects the proceeds
generated by criminal activities or in a broader context, circulation of “dirty money” in
the economy.

The analysis unambiguously confirmed the fact that despite the capability to penalise
all types of legalisation (self-laundering, autonomous money laundering or money
laundering by third persons), including the penalisation of legalisation of proceeds
generated by criminal activities abroad, and even despite an increase in the number of
investigations, criminal prosecutions and convictions for legalisation of proceeds of
crime, the majority of cases concerned simple property-related criminal offences,
and the share of High Profile Cases increases only gradually.

In general, despite the adoption of several measures, no stable positive trend in the area
of quantitative increase in the number of cases detected, investigated or with conviction
in this area can be stated in the period 2016-2019.

Penalising the legal persons for the legalisation of proceeds of crime still remains a
challenge.
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However, we have registered a qualitative change at the end of 2019 and in 2020; in
addition to other factors, it should be imputed to the functioning of measures adopted
within the fulfilment of the action plan for the previous NRA (e.g., in the area of
financial investigation, in the area of mentality change, adjustment of law enforcement
authorities focusing on the application of the follow-the-money principle). In this
period, several criminal prosecutions were commenced for the organised form of
corruption and other types of criminal offences of economic nature (but for example,
also environmental crime) perpetrated in an organised form including the related
moment of legalisation of proceeds of crime generated in such a way. However, in the
process of NRA performance, these criminal cases were mostly in pre-trial proceedings
or final court decisions were not available yet.

Legal persons are often used as means of legalisation but no legal person has been
finally convicted of ML yet; however, some investigations are pending.

Despite several convictions concerning organised crime, trafficking in human beings
and drugs, the results of penalising the proceeds generated in an organised form of crime
are modest.

Absolutely in conflict with the threat identified by the previous NRA — no substantial
results were achieved in prosecuting and convicting ML cases in connection with
corruption. In this area, too, a positive trend has been recorded since the end of 2019.
The absence of real proactive parallel financial investigation from the earliest stages of
illicit conduct and consumption of an act of simple legalisation form to a predicate
criminal offence is the biggest source of inefficient system of detection and generation
of serious cases of legalisation of proceeds of crime.

136



4. The most important threats and related trends

ML THREATS

In assessing and determining money laundering threats, the group used as a basis the
overall contexts of long-term development of criminality in the conditions of the SR, which
were affected by many factors having impact on the commission of criminal activity. However,
primarily it is the motive of perpetrators to generate profits (proceeds), i.e., the reason why they
commit the criminal offence, and the determination of the potential of a type of crime as a

source area of the generation of proceeds of crime.

Based on the above mentioned, the assumed amount of unrecorded proceeds was

determined, and FRAMEWORK ML THREATS AND RELATED TRENDS were set:

Criminality / criminal

Assumed amount of

offence unrecorded proceeds ML e e
=
=
1 =i <
S|8|2|5|8|E] &
g = g | D =
except for carrying
concealed weapons and
arms trafficking, where the
proportion of unrecorded
Criminal violence proceeds is substantially X X
higher, the ratio of
unrecorded proceeds for
criminal violence is not
significant
Premg?gg;gdlérln‘lurder insignificant X X
Murder Article 145 insignificant X X
Robbery Article 188 insignificant X X
Extortion Article 189 insignificant X X
Gross coercion T
Articles 190, 191 insignificant X X
Prohibited acquisition
and possession of
firearms and substantially higher X X
trafficking in them
Article 294
Prohibited acquisition
and possession of substantially higher X X
firearms and
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trafficking in them
Article 295
except for THB, where the
proportion of unrecorded
Criminal offences procee_ds B e, s
. . proportion of unrecorded X
against morality . A
proceeds is not significant
for criminal offences
against morality
Pimping Article 367 slightly higher X
Production of child
pornography Article estimate impossible X
368
Dissemination of
child pornography higher X
Article 369
Possession of child
pornography Article insignificant X
370
THB Atrticle179 higher X
Criminal offences i p(;ogortlon OJ :
against property unrecorded proceeds is X
slightly higher
Theft Article 212 slightly higher X
Failure to pay wages
and redundancy insignificant X
payment Article 214
Unlawful enjoyment
of a thing of another insignificant X
Article 215
Criminal offences of e L2l EIrEo e :
aconomic nature u_nrecorde_d proceed_s is X
(disproportionally) higher
Embezzlement L
Article 213 insignificant X
Unlawful
manufacturing and
enjoyment of
payment means, insignificant X
electronic money or
other payment card
Article 219
Fraud Article 221 higher X
(ng(':tl;rggg slightly higher X
Insurance fraud .
Atticle 223 higher X
Subsidy fraud .
Attcle 225 higher X
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Article 226
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Fraudulent
bankruptcy
Article 227

substantially higher

Induced bankruptcy
Article 228

higher

Usury Article 235

slightly higher

Forgery, fraudulent
alteration and illicit
manufacturing of
money and securities
Article 270

slightly higher

Tax and insurance
premium evasion
Article 276

higher

Failure to pay tax and
insurance premium
Article 277

higher

Tax fraud Article
277a

higher

Failure to pay tax and
insurance premium
Article 278

higher

Counterfeiting and
altering a public
instrument, official
seal, official seal-off,
official emblem and
official mark Article
352

insignificant

Abusing participation
in economic
competition
Article 250

higher

Unlawful business
activity Article 251

slightly higher

Unlawful
employment
Article 251a

insignificant

Unlawful trading in
foreign currency and
providing foreign-
exchange services
Avrticle 252

insignificant

Breach of regulations
governing imports
and exports of goods
Article 254

insignificant
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255, 256, 257
Distortion of data in

insignificant
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financial and
commercial records
Article 259
Damaging the

higher

European
Communities'
financial interests
Article 261
Endangering trade,

slightly higher

bank, postal,
telecommunication
and tax secrets Article
264
Insider trading

insignificant

Article 265
Contrivance in public

slightly higher

procurement and
public auction
Articles 266, 267, 268
Harm caused to a

slightly higher

consumer Article 269

insignificant

Environmental crime

Ilicit manufacturing

the proportion of

unrecorded proceeds is
(disproportionally) higher

and possession of
nuclear materials,
radioactive
substances, hazardous
chemicals and
hazardous biological
agents and toxins
Articles 298, 299
Unauthorised

estimate impossible

construction Article
299a

Endangering and

higher

damaging the

environment Articles substantially higher

300, 301
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Unauthorised
discharge of
pollutants Article
302a

substantially higher

Breach of water and
air protection Articles
303, 304

substantially higher

Unauthorised
production and
handling of ozone-
depleting substances
Article 304a

higher

Breach of plant and
animal species
protection regulations
Article 305

higher

Breach of trees and
shrubbery protection
regulations Article
306

higher

Spreading on a
contagious disease of
animals and plants
Articles 307, 308

insignificant

Escape of genetically
modified organisms
Article 309

insignificant

Poaching Article 310

higher

Endangering health
due to decayed
foodstuffs and other
items
Acrticles 168, 169

insignificant

Theft (only in relation
to timber pursuant to
Avrticle 212 (1) (e)

substantially higher

Inflicting cruelty to
animals Article 378

insignificant

Breaching the duty of
care of animals
Article 378a

insignificant

Corruption crimes

the proportion of
unrecorded proceeds is
higher
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Abuse of power by a
public official Article higher X X
326
Receiving a bribe .
Article 328 higher X X
Receiving a bribe .
Article 329 higher X X
Receiving a bribe .
Article 330 higher X X
Bribery Article 332 higher X X
Bribery Article 333 higher X X
Bribery Article 334 higher X X
Trading in influence .
Article 336 higher X X
Electoral corruption . .
Article 336a slightly higher X
Corruption in sport L
Article 336b insignificant X
the proportion of
Organised crime unrecorded proceeds is X
substantially higher
Establishing,
master_mlndlng an d substantially higher X
supporting a criminal
group Avrticle 296
Human smuggling . .
Articles 355, 356 substantially higher X
the proportion of
Drug-related crime unrecorded proceeds is X
substantially higher
[licit production,
holding of and
trafficking in narcotic
drugs and_ insignificant X
psychotropic
substances, poisons or
precursors Article
171
Ilicit production,
holding of and
trafficking in narcotic
drugs and . .
psychotropic substantially higher X
substances, poisons or
precursors Article
172
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5. Money laundering vulnerability of the country

The country’s vulnerability assesses the mechanisms of measures used by the SR in
combating money laundering. To assess vulnerability, the World Bank’s programme tool was
used as a support. The assessment of the country’s vulnerability should help:

- create an action plan to improve the efficiency of the fight against ML,

- evaluate the influence of various interventions of regulatory and other relevant
authorities,

- compare the level of vulnerability of evaluated sectors,

- ensure efficient allocation of resources.

Overall ML vulnerability at national level

The overall vulnerability of the SR was assessed based on the ability of the country to
fight against legalisation and on the overall vulnerability of national economy sectors. The
overall money laundering vulnerability of the country was assessed as medium-level (a score
according to the programme tool: 0.56), which represents only a moderate improvement
compared to the previous NRA for the assessment period 2011 to 2015 (a score according to
the programme tool: 0.6).

ML vulnerability at national level
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ML vulnerability at national level, within a scale of 0 — 1, a higher value means higher
vulnerability

5.1. The country’s ability to combat legalisation of proceeds of crime

The country’s ability to combat legalisation of proceeds of crime (hereinafter the
“legalisation”) represents the country’s ability to criminally prosecute and penalise the cases of
criminal offence of legalisation and the country’s ability to seize proceeds and means of
criminal activity. The country’s ability to combat legalisation was evaluated at medium level (a
score according to the programme tool: 0.48). (Within the NRA for the assessment period from
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2011 to 2015, the country’s ability to combat legalisation was at a medium-low to medium
level, a score according to the programme tool: 0.4).

The SR’s ability to combat legalisation was evaluated on the basis of the assessment:

- of input variables directly affecting the quality of general measures against legalisation
at national level

- of mixed variables evaluated by the MODULE 2 programme tool. The input and mixed
variables are displayed in the map of vulnerability.

Input variables affecting the country’s ability to combat ML Score
Quality of AML policies and strategies 0.6
Efficiency of the definition of the criminal offence of legalisation of proceeds of 0.7
crime
Comprehensiveness of legal framework for seizure of property 0.5

Quality of the FIU SR activity in obtaining and processing intelligence information 0.6

Integrity and independence of investigators 0.6
Capacities and resources for criminal prosecution of financial criminal activity 0.5
Integrity and independence of prosecutors 0.6
Capacities and resources for court proceedings concerning financial criminal 0.5
activity

Integrity and independence of judges 0.4
Quality of border checks 0.7
Comprehensiveness of the customs procedure in controls of cash and similar 0.7
instruments

Efficiency of customs controls during transport of cash and similar instruments 0.7
Efficiency of national cooperation 0.5
Efficiency of international cooperation 0.8
Level of national economy formalisation 0.7
Level of financial integrity 0.7
Efficiency of tax collection 0.5
Availability of independent audit 0.7
Availability of credible identification infrastructure 0.6
Availability of independent information resources 0.6
Availability of information on beneficial ownership 0.6

Mixed variables affecting the country’s ability to combat legalisation:

A. Quality of AML policies and strategies

B. Efficiency of the definition of the criminal offence of legalisation

C. Efficiency of cross-border controls of cash

D. Quality of detection of criminal offences

E. Quality of criminal prosecution

F. Quality of judgements

G. Quality of framework for property seizure and withdrawal of proceeds of crime.
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The results of the evaluation of the above factors identified in particular an insufficient
quality of judgements, insufficient capacity and insufficient resources for the investigation of
financial criminal activities, a lower quality of investigation of criminal activities, criminal
prosecution, seizure of property and withdrawal of proceeds of crime.

The ability to combat ML at national level, within a scale of 0 — 1, a higher value means
higher ability to combat ML

Ability to combat ML at national level

100
[ L Rt R e e e P TR P L LR DL PR PR PEEREED H
[ TRt R e R TR TR P L e e LR PR PR PEEREED
i AR MH
S ——
0,48
[T Rt R e R e PR P L LR P LR PR EEEEPEEREED M
[ Rt e R L LR LR PR PR P EEREED
P - | YV ML
[, e T
0,10 T
L
0,00
Scenario 3 scenario 7 SCenario B SCenario 9 scenario 10

5.2. Overall vulnerability of sectors

The overall vulnerability of sectors was evaluated at a medium to medium-high level, a
score according to the programme tool: 0.60. (For the NRA in the assessment period 2011 to
2015, the overall vulnerability of sectors of the country was at a medium to medium-high level,
a score according to the programme tool: 0.61). Vulnerability was assessed by working groups
for the following sectors: banks, insurance companies, securities traders, management
companies, payment institutions (along with electronic money institutions and payment
institution agents), exchange offices, gambling operators, real estate agencies, traders in
precious stones, auditors, accountants, notaries public, barristers, leasing companies, financial
agents and financial advisors, tax advisors, creditors, legal persons or natural persons authorised
to organise auctions except for executions, and legal persons and natural persons authorised to
provide organisational and economic consulting. The highest vulnerability was assessed in the
banking sector (a medium-high level of vulnerability, score: 0.62), the sector of management
companies and sector of legal persons and natural persons authorised to provide organisational
and economic consulting followed (a medium level of vulnerability, score: 0.58), the sector of
financial agents and financial advisors (a medium level of vulnerability, score 0.55), and the
sector of traders in precious metals (a medium level of vulnerability, score 0.55).
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Overall sector ML vulnerability
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Overall sector ML vulnerability, within a scale of 0 — 1, a higher value means a lower
ability to combat ML

The following vulnerabilities were identified in the banking sector:

- in providing private banking services, banks sent unusual transaction reports
(hereinafter “UTRs”) concerning private banking customers to a very limited extent,

- insufficient enforceability of Act No. 394/2012 Coll. on limitation of cash payments,

- a low number of reported UTs concerning politically exposed persons; banks should
focus on the process of provision of customer due diligence in more detail, in particular
if the customer does not use other products of the bank, they should obtain as much
information as possible on the purpose and nature of the business relationship with the
customer (expected frequency of visits, the relationship between the owner and the
person authorised to dispose of the safe deposit box, finding the reason for using the
safe deposit box, etc.,

- banks should precisely monitor the transactions with crowdfunding signs,

- high dynamics of development and technological changes in virtual assets, non-
existent/insufficient regulation in this area, anonymity of the environment,

- ahigh level of vulnerability, which means a high risk of abuse of a particular product
for the purposes of legalisation, was found for payment accounts of legal persons (small
and medium enterprises).

Factors considerably affecting the vulnerability in several assessed sectors
include:

- insufficient obliged entities’ awareness of ML/FT risks and their management,

- preferring the business policy to the AML policy,

- afailure to observe legislation,

- insufficient determination of the origin of financial resources or property during
customer due diligence,

- insufficient number of performed controls of obliged entities and pooled asset funds.

The result of an overall country’s ML vulnerability at national level points out the fact
that the level of measures in combating money laundering is at an average level and like in the
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previous NRA (for the assessment period 2011 — 2015), a lower efficiency of the measures was

found.
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Vulnerability of evaluated sectors

The vulnerability map is a visual summary of assessment; it shows the values of
individual factors affecting the country’s overall vulnerability. The assessment results
displayed in the vulnerability map show that the overall AML vulnerability of the SR is
at a medium level, and the overall sector vulnerability is at a medium to medium-high
level. The country’s ability to combat legalisation was evaluated as a medium level.

148



Vulnerability map

VULNERABILITY AP

0.56 Country"‘s
AML
vulnerability

0.43 Country‘s
ability to
combat ML

—

0.60 Overall
sector
vulnerability

0.60 Quality of
AML policies
and strategies

0.70 Quality of
cross-border
controls of cash
and similar
instruments

0.70 Quality of
border checks

ML VULNERABILITY

the customs procedure for

0.70 Comprehensiveness of

cash and similar instruments

instruments

0.70 Efficiency of cross-border
controls of cash and similar

0.70 AML
definition
efficiency

i

0.70 Quality of
cross-border
controls of cash
and similar
instruments

0.40 Quality of
crime
investigation

0.40 Quality of
criminal
prosecution

0.40 Quality of
judgements

0.40 Quality of
property seizure
framework

0.60 Quality of  |m
collection and
processing of
intelligence

0.40 Capacities
and resources for
investigation

0.60 Integrity and
independence of
investigators of
financial crime

0.80 Efficiency
of international
cooperation

0.50 Capacities and
resources for
criminal prosecution

0.60 Integrity and
independence of
prosecutors

]

0.50 Efficiency of
national
cooperation

0.60 Access to
reliable
information and

evidence K

0.50 Capacities
and resources for
court proceedings

0.70 Level of
national economy

formalisation

0.70 Level of
financial integrity

0.50 Efficiency of
tax collection

0.58 Reliability of

financial records
and books

0.70 Availability
of independent
audit

0.60 Availability
and reliability of
identification
infrastructure

0.40 Integrity and
independence of
judges

0.60 Customer
due diligence
quality

0.60 Availability
of independent
information

0.50
Comprehensiveness
of the act on
property seizure

0.60 Availability of
and access to
information on
beneficial ownership

149




ML VULNERABILITY

5.3. Factors affecting the country’s ability to combat legalisation

A. Quality of AML policy and strategy

In its Manifesto of the Government for the period 2016 - 2019, the Government of the
SR undertook to adopt further measures to combat legalisation. The National AML/CFT Expert
Group (hereinafter “NES-LP”) established by the Interdepartmental Expert Coordination Body
for Combating Crime (hereinafter “MEKO”) fulfilled important tasks in improving the
efficiency and effectiveness of these measures in the assessment period from 2016 to 20109.
MEKO is a national authority ensuring the fulfilment of tasks in combating criminality resulting
from programme documents of fight against criminality, from the Manifesto of the Government
of the Slovak Republic, from international legal acts and treaties binding on the Slovak
Republic. MEKO also initiates the preparation of legislative proposals for the improvement of
interministerial cooperation in combating criminal activities. The AML/CFT policies and
activities are among the many areas coordinated by MEKO. NES-LP is led by the FIU SR
Director, and it includes NBS, MF SR, MJ SR, GPO SR, Ministry of Economy of the SR, MD
SR and other institutions. Most institutions contributing to the activity of NES-LP are
considered AML/CFT policy-makers.

In 2017, a subgroup for fight against terrorist financing and proliferation of weapons of
mass destruction was established within NES-LP. This subgroup is responsible for analysing
the state in the area of terrorist financing and proliferation of weapons of mass destruction, for
preparing the rules of information exchange among the members in this matter, and for
identifying defects in the mechanisms of fights against terrorist financing and proliferation of
weapons of mass destruction.

In February 2018, a murder of a journalist and his fiancée was committed in the SR. The
murder affected the whole society, rearrangement of political power, the police started
investigating prominent perpetrators, negotiations started about the reform of the judicial
system, and law enforcement authorities started investigating serious criminal offences of
economic nature including the criminal offences of legalisation of proceeds of crime to a greater
extent.

For the first time, the SR identified and assessed ML/TF risks at national level based on
the National Money Laundering and Terrorist Financing Risk Assessment for the assessment
period 2011 to 2015 (hereinafter “NRA 17). Based on the results of NRA 1, the Action Plan to
Combat Money Laundering, Terrorist Financing and Financing of Proliferation of Weapons of
Mass Destruction for 2019 to 2022 (hereinafter the “Action Plan”) was prepared, which was
approved by Government Resolution of the Slovak Republic No. 207/2019 dated 7 May 2019,
in which the Government of the SR also took note of the NRA 1 Report. Strategical Principles
of Fights against Money Laundering and Terrorist Financing in the SR for the period 2019 to
2024 were attached to the Action Plan; the 17 strategic principles represent an expert
proclamation of the direction of activities of competent authorities fulfilling their AML/FT
tasks and duties.
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The second National Money Laundering and Terrorist Financing Risk Assessment in
the SR (hereinafter “NRA 2””) was commenced on 15 May 2020 in compliance with Article 26a
of Act No. 297/2007 Coll. on the protection against the legalisation of proceeds of crime and
terrorist financing and on the amendment to certain acts as amended. NRA 2 had to be carried
out also on the basis of Task C. 36 from the Action Plan and the MONEY VAL Committee, a
permanent monitoring body of the Council of Europe to counter money laundering and the
financing of terrorism, also called upon the SR to perform it.

For NRA 2 performance, the MEKO Secretariat expanded the NES LP working group
involving a wide spectrum of various institutions. Eight working teams were created for the
NRA 2 Project. Three working teams fulfilled the tasks of global character (identification of
threats and vulnerabilities in the system of measures against legalisation and assessment of
measures in the fight against terrorism) and five working teams assessed individual sectors
(banking sector, sector of securities, insurance sector, sector of other financial institutions,
sector of non-financial business and professions). Representatives of the Financial Intelligence
Unit acted as leaders of working groups within NRA 2.

The NRA 2 process was affected by the epidemiological situation in the SR, when the
second wave of the COVID-19 pandemic limited meetings of working groups to a distance
form.

The summary of most important legislative measures:

In an effort to efficiently respond to the constant development in ML/TF, the adoption
of an amendment to the AML Act based on Act No. 52/2018 Coll. transposing Directive (EU)
2015/849 of the European Parliament and of the Council was an important measure, at the same
time, some recommendations of the Committee of Experts on the Evaluation of Anti-Money
Laundering Measures and the Financing of Terrorism — MONEYVAL and FATF
recommendations were accepted. This amendment imposed the duty to register data on
beneficial owners of legal persons upon several source registers, including the Commercial
Register.

The adoption of Act No. 315/2016 Coll. on the register of public sector partners and on
the amendment to certain acts, which came into effect on 1 February 2017, represented another
AML measure. An important task of this act was to improve the transparency in transactions of
entities participating in public procurement or doing business with the State. Based on the above
act, the duty to publish beneficial owners was imposed upon the entities doing business with
the State.

At the same time, based on an amendment to Act No. 757/2004 Coll. on courts (Article
82i), in 2016, a central register of disqualifications was created at the District Court Zilina. The
register of disqualifications is a publicly available register, which is part of the central
information system of the judicial system. Data on natural persons, who based on a decision on
exclusion must not hold a position of a statutory body member, supervisory body member,
manager of an organisational unit of the company, manager of an enterprise of a foreign person,
manager of an organisational unit of an enterprise of a foreign person or a holder of procuration
(so-called excluded representative) is registered in the register of disqualifications for a period
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of disqualification (at least three years). The data on excluded representatives is obtained from
the disqualification letters of courts of the Slovak Republic. The decision on exclusion is
governed by Article 13a of the Commercial Code. The decision on exclusion is a decision
determined by law — e.g., a final judgement imposing a penalty of ban on holding such position
or a final judgement of the court in accordance with the Act on Bankruptcy and Restructuring
deciding on imposing the duty on a statutory representative to pay a contractual penalty for the
violation of the duty to file a petition for bankruptcy. These facts are examined by the competent
register court in registering a statutory or supervisory body member, manager of an
organisational unit of an enterprise/ of an enterprise of a foreign person or holder of procuration
in the Commercial Register.

In addition to the legislative measures in relation to the Criminal Code and Code of
Criminal Procedure (see more details in Part B and Part G), Act No. 91/2016 Coll., which came
into effect on 1 July 2016, introduced criminal liability of legal persons into law of the SR.
Based on this act, a legal person is also criminally liable for money laundering.

A draft act on the execution of asset seizure decision and seized asset management and
on the amendment to certain acts has been repeatedly submitted to the legislative process since
2019. This act (Act No. 312/2020 Coll.) was eventually adopted in autumn 2020 and came into
effect on 1 January 2021. Besides the establishment of the Office for Seized Asset Management
expected on 1 August 2021, it also includes amendments to the Criminal Code, Code of
Criminal Procedure, act on bankruptcy and settlement, act on criminal liability of legal persons
and other acts with the objective to considerably strengthen the legislative framework for
combating money laundering.

The measures carried out on the basis of the Action Plan are implemented continuously.
Based on a task from the Action Plan, the Rules of Procedure and Statute of MEKO were
updated for the purpose of more efficient operation of MEKO.

Vulnerability:

- insufficient allocation of resources necessary to implement measures to combat
ML/TF.

- absence of prioritisation of more significant criminal prosecutions

- inconsistent withdrawal of proceeds of crime

- low efficiency of financial investigation
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B. Efficiency of the definition of the criminal offence of legalisation of proceeds of crime®’

Compared to the previous assessed period, no essential change of the concept of the
criminal offence of legalisation of proceeds of crime occurred in the monitored period (Article
233, Article 234) except for a modification of Article 233 of the Criminal Code, where the
words “criminal offence” are replaced by the words “criminal activity”; and the reference to
“other property” in the text is replaced by the term “a thing coming from” (criminal activity).
The objective of the changes was to allow penalising the legalisation of property coming from
criminal activity, i.e., to not be bound to the condition of its origin strictly in the criminal offence
according to law of the Slovak Republic in accordance with Article 8 of the Criminal Code.

It can be stated that the respective modification helped increase the efficiency of
criminal prosecution of money laundering. However, the composition of cases within the
Moneyval Evaluation showed that mostly cases of lower importance were concerned (see the
Threats part).

In relation to predicate offences, the “all crime approach” was preserved, i.e., any
criminal offence listed in the Criminal Code may be a predicate criminal offence.

The sentencing tariffs, types of penalties or principles of imposing penalties were not
modified, either.

Criminal offence of legalisation of proceeds of crime in figures (Article 233 and 234 of
the Criminal Code)

Number of
persons

Year convicted Average length of the sentence of imprisonment
The highest The lowest

2016 18 96 months 24 months

2017 12 156 months 60 months

2018 6 56 months 0

2019 3 96 months -

" The term “legalisation of proceeds of crime” replacing the term “legalisation of
income from crime” is used in the whole text of the NRA Report. This change was carried out
on the basis of Act No. 312/2020 Coll. on the execution of asset seizure decision and seized
asset management and on the amendment to certain acts amending Act No. 300/2005 Coll.
Criminal Code as amended, changing the name of criminal offence in Article 233 of the
Criminal Code from the original term “legalisation of income from crime” to the term
“legalisation of proceeds of crime” with effect from 1 January 2021.
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However, the definition of the term “thing” (Article 130) was expended so that
punishing essentially any property meeting the conditions for imposition of the penalty of
forfeiture of a thing or protective measure of confiscation of a thing is enabled in practice.

The above changes were implemented by Act No. 397/2015 with effect from 1 January
2016.

The introduction of criminal liability of legal persons into law of the Slovak Republic
by Act No. 91/2016 Coll. on criminal liability of legal persons with effect from 1 July 2016
was an especially significant change. This act is lex specialis in relation to the Criminal Code
and Code of Criminal Procedure. Criminal liability is applied to legal persons only in relation
to the criminal offences exhaustively listed in Article 3 of this act, which, in addition to the
criminal offence of legalisation of proceeds of crime, also include key predicate criminal
offences, such as criminal offences of corruption, terrorist financing, drug-related criminal
offences or trafficking in human beings.

In the assessed period, criminal prosecution was commenced against legal persons
(Article 199 of the Code of Criminal Procedure) and they were charged (Article 206 of the Code
of Criminal Procedure) with the criminal offence of legalisation of proceeds of crime pursuant
to Article 233 of the Criminal Code only in several cases: in 2016 — 0, in 2017 -0, in 2018 - 2
cases (Article 233 of the Criminal Code) = commenced Article 199 of the Code of Criminal
Procedure + Article 206 of the Code of Criminal Procedure, in 2019 - 1 case (Article 233) =
commenced Article 199 of the Code of Criminal Procedure + Article 206 of the Code of
Criminal Procedure. However, no legal person was convicted of the criminal offence of
legalisation of proceeds of crime in the monitored period.

For an overall image, it should be noted that an essential reform of terrorist financing
criminalisation was implemented by Act No. 161/ 2018 Coll. with effect from 1 June 2018.
The culpability of terrorist financing is regulated in a separate criminal offence — terrorist
financing in Article 419c of the Criminal Code.

Vulnerabilities:

It resulted from the Moneyval evaluation from 2019 that “there are discrepancies in the
approach to the issue of the purposive element and coverage between the Conventions and the
Criminal Code of the Slovak Republic” (read the Vienna and Palermo Conventions). Although
it was recognised that this gap was to some extent mitigated by the offence of “sharing” in
Article 231 of the Criminal Code, the scope of “sharing” was, however, considered as
significantly narrower than the ML offence only applying to persons other than the perpetrator
of the predicate offence. In consequence, the evaluators came to a conclusion that any ML acts
committed by the offender with knowledge of the criminal source but without a demonstrable
intent to conceal would be covered by neither Article 233 nor Article 231 and were therefore
not criminalised. According to evaluators, this aspect also limits the scope of self-laundering.

The second aspect was the possibility of criminal sanction for an accomplice in
committing the criminal offence of legalisation of proceeds of crime in the event that qualified
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merits are not concerned, where Article 296 of the Criminal Code (criminal group) can be
applied.

The above observations led to a national discussion about a conceptual change of the
culpability of legalisation of proceeds of crime, which took place in parallel with the assessment
process. The national discussion resulted in adopting Act No. 320/2020 Coll. on the execution
of asset seizure decision and seized asset management and on the amendment to certain acts
which also amended Act No. 300/2005 Coll., the Criminal Code, with effect from 1 January
2021. The analysis of this new regulation will be included in the next national risk assessment.

C. Efficiency of cross-border controls of cash

In the assessment period, the Slovak Republic used a system of reporting the incoming
and outgoing transportation of cash and bearer negotiable instruments across external EU
borders for natural persons. Regulation (EC) No. 1889/2005 of the European Parliament and of
the Council on controls of cash entering or leaving the Community applies directly to the SR;
it is supplemented by provisions of Act No. 199/2004 Coll., Customs Act. Pursuant to the above
regulations, any natural person entering or leaving the Community and carrying cash of a value
of EUR 10,000.00 or more shall declare that sum using the respective form (CDF), whose
sample is laid down by Decree of the MF SR No. 161/2016 Coll. The competent border
Customs Office checks the fulfilment of the obligation to declare pursuant to Article Il (1) of
Regulation N0.1889/2005. If the conditions in accordance with the obligation to declare
pursuant to Article 11 (2) of Regulation No. 1889/2005 are not met or if the information provided
is incorrect, incomplete or false, the natural person shall be obliged to correct or supplement
the data. The border Customs Office shall send the copies of the filled in CDF form and a
protocol on the infringement of customs regulations to the FIU SR within the fifth day of the
calendar month following the month in which the facts occurred.

However, transportation of cash or transportation of bearer negotiable instruments by
postal service or freight transportation was not considered cross-border transportation of cash
across external EU borders. Such cases were not subject to the duty of declaration or reporting
to competent customs authorities.

The highest volume of cash transported without declaration was detected in 2017 upon
entry from Ukraine at Vysné Nemecké, when a citizen of UA carried EUR 198,736.00, a fine
was imposed in the amount of EUR 300.00. In 2018, upon entry at Vysné Nemecké, EUR
52,299.00, a sanction of EUR 300.00, upon entry at the M.R. Stefanik Airport (a citizen of the
U.A.E), EUR 40,309.00, a sanction of EUR 330.00, further, in 2018, two violations of the
obligation to declare, one in the amount of EUR 30,945 upon entry at the airport in Bratislava
and EUR 30,000.00 upon entry at Velké Slemence. In the rest of violations, the amount of
transported cash was around the limit of EUR 10,000.00.

Cash is captured most frequently at the road crossing point Vysné Nemecké upon entry

and at the international M.R. Stefanik Airport in Bratislava upon entry. Police dogs are also
used to detect cash (cash control).
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The comprehensiveness of customs procedure for cash is solved in new Regulation No.
1672/2018 of the European Parliament and of the Council, whose most part will come into
effect in 6/2021.

Vulnerabilities:

Transportation of cash or transportation of bearer negotiable instruments by postal
service or freight transportation was not considered cross-border transportation of cash across
external EU borders. Such cases were not subject to the duty of declaration or reporting to
competent customs authorities. Customs authorities should improve their knowledge of ML/FT
risks and duties and prepare suitable mechanisms to be able to reveal false declarations or
failures to file declarations and suspicions of ML or FT. The sanctions imposed in the
assessment period for a failure to file a declaration or for an incorrect declaration were not
dissuasive.

D. Quality of detection of financial criminal activity

D1. Activity of the Financial Intelligence Unit

The Financial Intelligence Unit (hereinafter the “FIU SR”) is a central national unit in
the area of prevention and detection of legalisation of proceeds of crime and terrorist financing,
and is a coordinator of national money laundering and terrorist financing risk assessment for
the assessed period from 2016 to 2019 (hercinafter “NRA II”’) with the competence for the
whole territory of the Slovak Republic.

In a part of the assessment period from 1 January 2016 to 31 August 2019, the FIU SR
was an organisational unit of the National Crime Agency of the Presidium of the Police Force
(hereinafter “NAKA”). This inclusion of the FIU SR in the structure of the PF raised concerns
in assessing the SR by international institutions. Since 1 September 2019, the FIU SR has been
an organisational unit of the Presidium of the Police Force, reporting directly to the President
of the Police Force of the Slovak Republic. Based on this organisational change, the Director
of the FIU SR obtained HR powers and the FIU SR has its own budget item, which are important
factors for the development of its activity. The FIU SR prepared underlying data and ensured
the organisation of the process of ML/FT assessment of the SR by the Moneyval Committee of
the Council of Europe. The legislative framework of the activity of the FIU SR is created by
Act No. 297/2008 Coll. on the protection against the legalisation of proceeds of crime and
terrorist financing and on the amendment to certain acts as amended (hereinafter “Act No.
297/2008 Coll.”) and Act No. 199/2004 Coll., Customs Act and on the amendment to certain
acts as amended, according to which the FIU SR receives forms for the declaration of transport
of cash, through which persons entering and leaving the EU territory declare cash transportation
exceeding the amount of EUR 10,000.00. The FIU SR is also authorised to follow Act No.
171/1993 Coll. on the Police Force as amended. After the organisational changes had been
carried out and the Asset Recovery Office had been excluded from the organisational structure
of the FIU SR on 1 February 2017 (the number of posts for policemen on the establishment
plans was 38), the FIU SR was organisationally divided into four sections:

- Section of Unusual Business Operations,
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- Section of Control of Obliged Entities,
- Section of International Cooperation,
- Analytical Section.

The Director is in charge of managing the FIU SR; it should be noted that the Director’s
position was not occupied in a party of the assessed period from March 2019 to December 2020,
and in this period the Director was substituted by the Deputy Director.

Within its competence, the FIU SR is autonomous and independent in performing its
powers. Policemen of the FIU SR are admitted to service pursuant to Article 14 of Act No.
73/1998 Coll. on civil service of members of the Police Force, the Slovak Information Service,
the Court Guards and Prison Wardens Corps of the Slovak Republic and the Railway Police as
amended, which lays down the conditions of competence and procedure of admission to service.
The basic requirements imposed on policemen of the FIU SR include integrity, reliability,
education specified for the function, health condition, physical condition and psychical
condition required for the service. Policemen of the FIU SR are obliged to obtain certificates
issued by the National Security Authority and are obliged to keep secrecy as laid down in Act
No. 297/2008 Coll. and in Act No. 171/1993 Coll. on the Police Force as amended. No case of
violation of integrity by a policeman of the FIU SR was recorded in the assessment period. The
FIU SR is a member of the Egmont Group, which is a network of 164 FIUs from around the
world; it is also part of the FIU EU platform and part of the grouping of the European FIUs
initiated by the European Commission.

In the assessment period from 2016 to 2019, the HR and wage policy at the FIU SR was
not at a level corresponding to its importance as an institution with a national competence. Since
1 September 2019, i.e., since the new organisational arrangement of the FIU SR within the
Presidium of the Police Force, the FIU SR has had its own budgeted financial resources, for
example, for trainings, interpreting and translations, membership fees for international
organisations, reimbursement of travel expenses for inland business trips; at the same time,
before the FIU SR was detached from NAKA, newer service motor vehicles had been replaced
by older ones. The financial remuneration of policemen of the FIU SR is not at an adequate
level and it has not changed after the organisational change within the PPF and after the FIU
SR had been detached from the NAKA structure. In the assessed period, adequate material and
financial resources necessary for its proper operation were available to the FIU SR, however,
for the next period, it is necessary to provide the FIU SR with a new comprehensive information
system and new service motor vehicles. The comprehensive information system of the FIU SR
used within the assessment period was created in 2012 and it needs replacing. The reasons for
it include the obsolete hardware and software and insufficient capacity of server disks, as well
as the need to keep new data and statistics necessary for international ML/TF measures
evaluation of the SR (evaluation by the Moneyval Committee of the Council of Europe, OECD
assessment, etc.).

One of the main tasks of the FIU SR is to receive, analyse, process and evaluate UTRS,
which the FIU SR receives from obliged entities. Other important tasks of the FIU SR include
the control of fulfilment and observance of duties of obliged entities imposed upon obliged
entities by Act No. 297/2008 Coll., and international cooperation concerning in particular the
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exchange and verification of information necessary to prevent and detect money laundering and
terrorist financing. The FIU SR prepares the National Money Laundering and Terrorist
Financing Risk Assessment. Customs Offices are obliged to report transportation of cash to the
FIU SR (any natural person entering the territory of the SR from a third country (non-EU) or
leaving the territory of the SR to a third country and carrying cash of a value of EUR 10,000 or
more shall declare that sum in writing to a Customs Authority in a prescribed form, Customs
Offices send the forms and notices of a failure to observe the obligation to declare to the FIU
SR) pursuant to Article 4 (4) of Act No. 199/2004 Coll., Customs Act and on the amendment
to certain acts as amended. To obtain additional information to UTRs from obliged entities, the
FIU SR uses in particular the authorisation pursuant to the provision of Article 17 (5) of Act
No. 297/2008 Coll. To fulfil its tasks, the FIU SR also actively uses the provision of information
by obliged entities pursuant to Article 21 (1) of Act No. 297/2008 Coll. based on which obliged
entities provide information and documents on business relations, transactions and persons
involved in transactions within a period specified by the FIU SR.

E-mail communication in protected mode, in encrypted form using suitable means
/PGP/ with mutually exchanged encryption keys allowing opening the e-mail communication
only by the respective addressee is used to receive and forward information in electronic form.
Exchange of information at international level is secured by protected communication channels,
by user’s access rights, passwords and authentication by valid certificates for individual FIUs.

In performing its activity, the FIU SR uses access to records and databases based on
which the forwarded information obtains an added value. In its activity, the FIU SR uses access
in particular to the following records and databases: Population Register, Register of Motor
Vehicles, Centralna lustracna konzola — CLK (Central Screening Tool) (international matters,
INTERPOL, EUROPOL, SIRENE, etc.), Register of Fixed Telephone Lines and Mobile
Telephone Numbers, Register of Criminal Prosecution Documents (“DVS”), Register of Legal
Persons, Entrepreneurs and Public Authorities with a functionality of Register of Beneficial
Owners, Register of Public Sector Partners, Real Estate Register, Commercial Register, Trade
Register. At an operational level, the FIU SR actively uses the following internal analytical and
administration tools:

- NetReveal (parametric search, visualisation of relations among natural persons, legal
persons, criminal records, FIU records, tax records)

- Analyst Notebook (visualisation of chain financial transactions and relationships)

- NetReveal - Analyser (full-text search of FIU records)

- DMS - Daily File Management (administration of documents and files of the FIU SR
with a possibility of parametric search).

If an UT analysis shows that there is a suspicion of the criminal offence of legalisation of
proceeds of crime, terrorist financing or another criminal offence, the FIU SR will forward
information to law enforcement authorities. The FIU SR also forwards information in
compliance with Act No. 297/2008 Coll. to other selected institutions — the Police Force for the
fulfilment of its tasks pursuant to Act No. 171/1993 Coll. on the Police Force, to the tax
administrator and public authorities in the area of taxes, fees and customs, and to public
authorities fulfilling tasks of protection of constitutional arrangements, internal order and State
security for the fulfilment of their statutory tasks in combating terrorism and organised crime.
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The FIU SR forwards information:

to law enforcement authorities pursuant to Article 26 (2) (b) of Act No. 297/2008
Coll., if the facts suggest that a criminal offence has been committed,

to the tax administrator and public authorities in the area of taxes, fees and
customs pursuant to Article 26 (2) (j) of Act No. 297/2008 Coll., if it justifies
the commencement of tax proceedings or is important for the pending tax
proceedings unless it endangers the fulfilment of tasks of the FIU SR,

to PF units for the fulfilment of tasks pursuant to the Act on the Police Force
pursuant to Article_26 (2) (1) of Act No. 297/2008 Coll., to public authorities
fulfilling tasks of protection of constitutional arrangements, internal order and
State security for the fulfilment of their statutory tasks in combating terrorism
and organised crime pursuant to Article 26 (3) of Act No. 297/2008 Coll.

Year 2016 | 2017 | 2018 | 2019
Information forwarding by 219
the FIUSRto LEAs | 22 | 394 | 22
Information forwarding by 485
the FIU SR to NAKA | 189 | 223 | 235
Information forwarding by 61
the FIU SR to the Dpt. of
Fight Against Terrorism 2 & &
PPF
Information forwarding by 397
the FIU SR to RH PF and 567 | 419 | 313
DH PF
Number of UTRs received from banks by the FIU SR:
Year 2016 | 2017 | 2018 | 2019
Number of UTRs r_ecelved 2.094 | 2.496 | 2,279 2,390
from banks:
Number of UTRSs received 70
from the NBS: i 5 B

Number of UTRs from various obliged entities for the period 2016 — 2019

Obliged entities 2016 2017 2018 2019

Insurance 65 15 14 17

Securities 4 9 6 5

Investment and management 48 7 11 5

companies

Exchange offices 5 1 0 13

Payment institutions, electronic 30 29 21 29
money institutions

Financial leasing 18 9 9 20
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Factoring, forfaiting 0 0 0 1
Financial agent, advisor 0 1 0 0
Casinos, gambling games 15 2 106 14
Real estate agencies 0 0 0 0
Traders in precious 0 0 0 0
metals/precious stones
Barristers, notaries public 8 4 4 4
Postal undertaking 22 3 2 1
Auditors / accountants 0 0 0 1

Based on the AML Act, the FIU SR provides information obtained during its activities
to the tax administrator and public authorities in the area of taxes, fees and customs if it is
important for tax administration and such provision does not endanger the fulfilment of tasks
of the Financial Intelligence Unit. In the assessment period, information was sent from the FIU
SR centrally to the Financial Directorate of the SR (hereinafter the “FD SR”) as follows:

Year: | 2016 | 2017 | 2018 2019

FDSR 1361 1138 | 980 & 829
FACO 8 6 12 | 128

As regards the forwarding of information from the FIU SR to the FD SR it should be
noted that the information serves to the tax administrator as underlying data for analytical
activities to increase the efficiency of tax audits. Of all information forwarded to the FD SR, 49
% of information was used to open a tax audit (see the part: Exaction of taxes — tab. Use of
forwarded information from UTRs by the financial administration for the years 2014-2019).
Better tax collection results from such cooperation. Such procedure is in compliance with
European Parliament resolution of 26 March 2019 on financial crimes, tax evasion and tax
avoidance, in which the European Parliament mentions that improved tax collection in the EU
countries will probably lead to reduced crime connected with tax avoidance and money
laundering, which follows.

Investigation of criminal activity based on forwarded information from UTRs by the
FIU SR to LEASs

Year UT Information Legalisation of proceeds of crime Other criminal offences
of the FIU (Article 233)
SR Criminal Indictmen Conviction Criminal Charge Conviction
prosecution t prosecution
2016 3,297 498 31 1 0 33 1 0
2017 2,636 354 53 3 0 28 1 1
2018 2,509 252 34 1 0 17 5 0
2019 2 576 219 10 0 0 10 2 0
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The Committee of Experts on the Evaluation of Anti-Money Laundering Measures and
the Financing of Terrorism — MONEYVAL stated in its Report on the 5" round of Mutual
Evaluation that:

- the FIU SR receives a reasonable number of UTRs although their quality varies,

- the FIU SR started to improve the feedback given to obliged entities,

- the FIU’s dissemination system dissipates its resources into less relevant cases, often
not related to ML. This has a negative impact on the quality of the analysis and on the
FIU’s operational independence. Too many FIU products are sent to the Financial
Directorate of SR to be used for tax audit purposes. The FIU SR should reassess the
information dissemination system,

- the staff of the FIU SR should be suitably motivated and the FIU SR should have stable
and competent management,

- law enforcement authorities insufficiently detect and investigate legalisation of
proceeds of crime with respect to suspicions resulting from UTRs,

- supervision authorities should allocate more resources and professional capacities to
perform supervision over financial institutions and non-financial institutions and
professions, which should be fully risk-oriented,

- at the international level the FIU SR appears to be active and responsive. There are no
requests from foreign counterparts which remained unanswered and the feedback
provided by the international community regarding the Slovak FIU was generally
positive.

Despite the fact that the FIU SR always requires a feedback from LEAs and operational
units of the PF regarding the use of sent information, which was obtained from UTRs, the
provision of feedback is not at the required level. In this context it should be noted that the
request for the provision of feedback from LEASs has been repeatedly discussed by the FIU SR
at various levels. Insufficient efficiency in providing feedback from LEAs cannot be justified
by sophisticated conduct of perpetrators of legalisation of proceeds of crime with frequent
occurrence of an international aspect with the subsequent prolongation of the investigation
process.

Money laundering and terrorist financing are international phenomena which can be
efficiently prevented and faced at international level only by means of an integrated approach.
Therefore, the strengthening and optimisation of international cooperation is a constant priority
in various authorities and during bilateral and multilateral consultations between the FIU SR
and its international partners.

Overview of numbers of reports on cash transportation from/to the EU received by the
FIU SR and the amount of transported cash in 2016 — 2019

2016 124 4,016,396.51
2017 152 5,261,245.86
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2018

230

8,131,825.21

2019

264

19,625,000.00

International cooperation of the FIU SR

2016 | 2017 | 2018 | 2019

Foreign requests received by the FIU SR 321 | 265 | 240 | 263
Spontaneous information received from abroad 156 | 211 | 420 | 131
Requests sent by the FIU SR abroad 78 89 85 125
Spontaneous information sent by the FIU SR abroad 321 | 654 | 555 | 502

Vulnerabilities:

insufficient number of controls of obliged entities performed by the FIU SR, the FIU
SR has no risk-oriented procedures which would determine the frequency and intensity
of obliged entity controls,

allocation of resources necessary for the implementation of measures to combat ML/TF
is insufficient,

the information system of the FIU SR is obsolete, it is not sufficiently flexible, there is
no systematic solution of collection and processing of information and supporting data
for the needs of NRA

the organisational structure of the FIU SR which was created in 2004 and has not
recorded any significant changes, needs to be changed with respect to the development
of AML/FT measures and for more efficient fulfilment of tasks (fulfilment of legislative
tasks and provision of trainings for obliged entities, NRA preparation, provision of
better cooperation with state institutions and private sector),

insufficient number of posts on the establishment plans at the FIU SR (a partial increase
in the number of staff took place in 2019 and in 2021),

the internal regulation of the FIU SR on the procedure in processing information from
UTRs needs to be elaborated in more detail in particular in the part concerning the
dissemination of UTRs with the objective to eliminate doubts about autonomous
information dissemination.

D.2 Capacities and resources for the detection of criminal activity

The investigators executing the investigation of the criminal offence of legalisation of

proceeds of crime and predicate criminal offences are assigned to departments of criminal
police of District Headquarters of the Police Force, Regional Headquarters of the /Police Force,
the Financial Administration Criminal Office and at the National Crime Agency. Investigators
have experience in investigation of predicate criminal offences according to the number of years
in service, however, experience in property seizure and financial investigation is insufficient or
none, no sufficient attention is paid to this area.

The cooperation of investigators of the PF with the Financial Intelligence Unit consists

in particular in receiving information, which the Financial Intelligence Unit obtained from
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reports on unusual transactions, based on which criminal prosecution can be commenced under
certain circumstances. Additional information important for criminal proceedings is obtained
by investigators through legal assistance, through the Interpol National Central Bureau and
Sirene National Bureau.

The operational and search activities are carried out without knowledge of the affected
person and this also possible to a certain extent (depending on the property) in criminal
proceedings. Pursuant to Article 3 of the Code of Criminal Procedure, both the investigator and
operational worker may assess the property in respective organisations without knowledge of
the owner of the thing. It may be a problem to determine the ownership of financial resources
in the cash office of a legal person or to determine movable property (goods, stocks, etc.)
because such information can be obtained in particular from accounting or from the employees
of the owner of the thing.

Investigators can efficiently cooperate with other domestic and international
investigation authorities based on request or legal assistance, i.e., the legal framework for it is
in place.

Vulnerabilities:

Financial criminal activities are investigated at departments of criminal police of DH PF
and RH PF at investigation units, and at the National Crime Agency. In general, investigators
dealing with criminal offences of economic nature have more criminal cases than investigators
dealing with criminal offence against property and criminal violence. There are no specialised
units for the investigation of money laundering and property seizure.

Trainings in financial investigation for investigators are carried out to a minimum
extent; in future, an increased activity in the area of such trainings is expected.

Sufficient technical resources for the fulfilment of “common” tasks are available to
investigators. If an unusual thing is to be seized in criminal proceedings (e.g., a great quantity
of diesel oil, scrap, cereals, etc.,), the investigator has a problem with storing the seized things.
In such case, it is necessary to seize the thing through a support centre; there was a case when
the support centre informed that there was lack of financial resources for the transportation and
storage of the material, thus, it was not possible to seize the thing. Again, in connection with
these cases, the absence of AMO in the assessment period must be pointed out (it is necessary
to mention that the proposal for the approval of an act regulating the seized asset management
has been withdrawn from the legislative process twice in the past). The Seized Asset
Management Office, which was established based on Act No. 312/2020 Coll. on the execution
of asset seizure decision and seized asset management and on the amendment to certain acts,
should start its activities on 1 August 2021.

Obviously, financial intelligence services are not used sufficiently in pending criminal
proceedings. Investigators also consider the provision of legal assistance from certain countries
to be time-consuming. There is no statistics concerning the number of investigators involved in
the process of property seizure.

Within the reorganisation of the PPF in 2021, particular emphasis will be given to the
support and development of analytical activities focused on the detection of the most complex
schemes of serious criminal offence of economic nature concerning corruption. Assignment of
the service of financial police to the Presidium of the PF with the creation of suitable structures
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for the initiation of the mechanisms of financial investigation, detection and seizure of proceeds
of crime will be important.

D3. Integrity and independence of investigators of financial criminal activity

The criminal activity of investigators of financial criminal activities is at a level showing
no significant year-on-year changes. No negative influence on investigators in connection with
investigation of ML and property seizure was detected. The area of seized asset management
and insufficient seizure of assets remains problematic; however, this is not caused by influence
of other persons on the investigator, the reason is the insufficient use of financial investigation
and legislative limitations in the area of asset seizure.

Investigation takes place without interventions, political or social pressure, corruption,
intimidation or abuse of position and asset seizure takes place without undesirable external
interventions. Investigators are procedurally independent by law. Pursuant to the Code of
Criminal Procedure, only prosecutors supervise the lawfulness in pre-trial proceedings and in
the proceedings prior to the commencement of criminal prosecution. Statistics on criminal
activities of investigators in executing cases of ML/asset seizure in general do not show a high
rate of criminal activity in connection with corrupt behaviour in the area of ML and asset
seizure.

D4. Efficiency of international cooperation

The Slovak Republic has a sufficient legal framework for the provision and requesting
of legal assistance from abroad. The length of request handling by foreign state authorities is
the only obvious deficiency. The SR provides legal assistance within the shorted time possible.
Cooperation in the area of legal assistance is covered by the GPO SR, which coordinates and
supervises proper and timely request handling. Police units provide international cooperation
at the requested level except for cooperation with certain countries where there are delays in
the process.

Quick responses to requests for legal assistance to be provided by investigators are
supervised by prosecutors, who, if necessary, efficiently coordinate the work of investigators
so that responses are provided properly and in time. The Slovak Republic can provide legal
assistance at the request for cooperation based on proceedings without previous conviction and
related preliminary measures. It also uses international law enforcement networks for
information sharing (Interpol, SIRENE, FIUs, etc.). Information exchange is also provided
through joint contact points and through seconded police officers.

On request, the SR will provide legal assistance urgently; legal assistance is also
provided based on a request regardless of whether the perpetrator has been convicted of a
criminal offence abroad or not.

The police have a legal mandate authorising them to exchange information with foreign
partner authorities. Limitations of information provision are adequate to the circumstances and
to areas, from which information is requested. Information is provided bilaterally in compliance
with law.
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Vulnerability:

Time needed to deal with a request sent within legal assistance and through Interpol
from abroad is relatively long.

D5. Availability of reliable information and evidence
D5.1 Level of economy formalisation

Key determinants of the size of shadow economy include the quality of regulation,
efficiency of the Government and human capital. A comprehensive package of reforms focused
on the driving forces of individual countries is necessary for the successful fight against shadow
economy. The list of policies, which are most important for the developing economies of
Europe, includes: reducing the regulatory and administrative load, support of transparency and
improvement efficiency of the Government, as well as improvement of tax regulations,
automation of procedures and support of electronic payments.

Shadow economies persist for various reasons. Employees and companies may opt for
informality in order to avoid taxes and pensions or social security payments or labour market
regulations. However, in some cases, shadow economy may serve as a source of employment
and income in the absence of opportunities in the formal sector or as a security network during
cyclical decrease. Thus, shadow economy may contribute to the overall growth.

Based on data for the previous six years, in Slovakia, the average volume of shadow
economy was at a level of 13.4 % of GDP. In comparison, Austria reaches an average value of
this parameter of 7.29 % and Germany 10.38 %. Achieving a zero share of shadow economy is
not feasible; zero unemployment is not feasible either. However, if Slovakia managed to reduce
shadow economy to a level of Austria, the state budget would obtain over EUR 1.78 bn. in taxes
and levies. The tax and regulatory burdens are the most essential factors encouraging shadow
economy.

Slovakia has a complicated and opaque tax system. With a correct adjustment of
measures, Slovakia could jump to a lower level of shadow economy. The area of VAT
collection is another area promising benefit for the state budget. The European Economy
calculated a total VAT loss in European Union States for 2017 of EUR 137 bn. The SR
essentially lags in this parameter. According to tax experts, the last measured gap between the
expected income and real VAT collection reached 22 %. The downward trend is positive;
however, the decrease is too slow to get the SR closer to States with more efficient control of
VAT collection. Such States include Austria (8%), Germany (9 %), but in particular Slovenia
(0%).

"It is necessary to appreciate the effort of the Financial Administration, which speaks
about the success of tax controls reaching 75 % and about plus values in additional collection
of taxes and fight against frauds in the amount of EUR 3.7 bn. in the previous years. It should
also be appreciated that the Financial Administration has already started working on automatic
identification of suspicious companies and on the concentration of control capacities on these
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companies. However, the SR misses the resulting easement for honest companies fulfilling their
duties on a regular basis."

Size of shadow economy in the SR compared to other countries:

Country / Year 2016 2017 2018 2019 ©2014-19
Austria 7.8 7.1 6.7 6.1 7.29
Czech Republic 149 141 13.6 13.1 14.35
Germany 10.8 10.4 9.7 8.5 10.38
Hungary 222 224 22.7 23.2 22.34
Poland 230 222 21.7 20.7 22.40
Slovakia 13.7 130 12.8 12.2 13.40

D5.2 Reliability of financial records and books

The reliability of accounting records/books assesses whether legalisation investigators
can rely on financial records/books to track the flows of financial proceeds of crime in the cases
of legalisation of proceeds of crime. The reliability of financial records/books is affected by the
level of financial integrity, efficiency of exaction of taxes and availability of independent audit.

Not always, investigators can rely on financial records from enterprises to be able to
track cash flow in investigating the cases of legalisation. Information provided by the banking
sector is reliable; however, a problem with tracking the flow of financial resources occurs when
cash is withdrawn. It is difficult to find out how financial resources were disposed of according
to accounting records of legal persons due to inconsistent book-keeping by entities committing
criminal activities.

D5.2.1 Level of financial integrity

LEAs have access to information from public authorities in the area of taxes, fees and
customs by submitting a request within legal rules (Code of Criminal Procedure, Act on the
Police Force).

In investigating criminal offences of economic nature, investigators cannot rely on the
cooperation of individual enterprises when obtaining financial records necessary to track cash
flow. Some business companies usually do not provide collaboration in investigating and often
they cannot be contacted and their accounting records cannot be obtained.

Vulnerabilities: Not always, investigators can rely on financial records from natural and
legal persons having the reporting duty in accordance with applicable legal regulations in order
to monitor cash flow in investigating the legalisation. Information provided by the banking
sector is reliable; however, a problem with tracking the flow of financial resources occurs when
cash is withdrawn. It is difficult to find out how financial resources were disposed of according
to accounting records of legal persons due to inconsistent book-keeping by entities committing
criminal activities.
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D5.2.2 Efficiency of exaction of taxes

The tasks of the Financial Administration and its individual authorities are laid down by
Act No. 35/2019 Coll. on the Financial Administration and on the amendment to certain acts as
amended, i.e., to protect the fiscal and commercial policy interests of the Slovak Republic and
European Union and to fulfil tasks in protecting the internal market of the European Union. The
Financial Administration cooperates with international organisations, tax administrations and
customs administrations of other States to an extent and under the conditions laid down by
legally binding acts of the European Union, international treaties or agreements among the
participating parties.

The main mission of the Financial Administration is to ensure uniform tax and customs
duties collection to a full amount of claim of the SR and EU, to ensure protection of economic
interests, commercial policy measures and security interests of the State and EU. The Financial
Administration fulfils the tasks resulting from the respective legislation, in particular in
preventing the violation of tax and customs regulations, in the area of direct taxes and fees
pursuant to special regulations, in supervising the observance of generally binding legal
regulations, EU regulations and international treaties ensuring the implementation of tax policy,
customs policy, business policy, security policy and agricultural policy, during goods
circulation in contact with third countries. It performs customs supervision of goods within the
single customs territory of the EU, in the area of administration of indirect taxes, tax supervision
of goods subject to tax administration, provides for mutual international assistance and
cooperation in tax and customs duty administration and in recovering financial receivables. It
fulfils tasks in the area of customs tariffs, customs duty rates, customs value, tariff classification
of goods, origin of goods, statistics of trade with third countries and statistics of trade among
EU Member States, and fulfils other tasks laid down by special regulations.

The priority task of the Financial Administration is to ensure the fulfilment of the
income part of the state budget and EU budget. The state budget is the basic instrument of the
State’s financial policy ensuring the division of the State’s resources. The key task of the
Financial Administration is to fulfil the statutory amount of income of the state budget, monitor
the fulfilment of income and adopt measures to achieve its fulfilment by collecting efficiently
the tax and customs duty income. It is important to focus on the prevention in collecting tax and
customs duty and on the support of voluntary fulfilment of state budget income, to estimate the
occurrence of tax and customs duty arrears of tax and customs duty debtors, to support the
implementation of tax liability simulation based on a behavioural analysis of economic
behaviour, to detect delinquencies and adopt efficient measures for successful collection of
taxes and customs duties.

Within the tax framework, in accordance with Act No. 563/2009 Coll. on the
administration of taxes and fees and on changes in the system of territorial financial authorities
as amended (Tax Procedure Code), the Financial Administration has the following
authorisations:

- Search for unregistered tax entities
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- Local screening — looking for evidence, verifying and finding the facts necessary for the
purposes of tax administration

- Seizure of athing — necessary to prove the facts in tax administration with the possibility
of forfeiture of a thing

- Request for data for the purposes of tax administration in accordance with Article 26

- Tax audit — finding or verifying the facts decisive for tax assessment or observance of
provisions of special regulations

- Execution proceedings.

Taxes are perceived as the means to fill the State Treasury, from which goods beneficial
to the whole society are settled. Equality is the principle applied in tax collection and in
subsequent tax execution, if any. Equality means that everybody has the same rights in the same
case assumed by law, as well as that everybody has the same duties. In this context, tax
execution can be perceived not only as an auxiliary tool or means but even as the duty of the
State to ensure equality, equal treatment of all obliged entities. In consequence, it is obvious
that tax execution is not, and should not be perceived in the rule of law, as the objective or
purpose of tax payment process because the tax collection itself is not the objective; rather, it
is the means leading to satisfaction of the citizens. The State is not interested in the highest
possible number of tax executions.

Ensuring the enforcement is an important element of the whole problem of legalisation.
It means not only tax execution but also real achievement of return/reimbursement of the harm
caused. Knowledge of property transfers should be used for legal guarantees of proper
procedure, which would allow full application of unenforceable or invalid legal actions.

Currently, the FD SR ensures a high-quality analytical support for the whole area of tax
administration. Nor this support, however, can be considered an efficient tool because data
sources are limited to a great extent by the competence possibilities of the Financial
Administration.

TAX AUDIT

As regards the performance of tax audits or control activities as such, they can be divided
into
- preventive
- repressive.

The system of criteria of selection of tax entities for audit is based on the risk rate, with
the determination of a maximum number of tax entities per individual tax authority per year.
All the units as well as tax authorities are involved; tax authorities submit suggestions to the
Financial Directorate department in charge in the form of proposals, and after the analysis is
performed by the department, the proposals are included in the list of audits or if necessary, the
reasons for proposals are consulted with tax authorities.

The objective is, in the interest of increasing the efficiency of control activity and
implementation of measures for suppressing and preventing criminality in the area of value

168



ML VULNERABILITY

added tax and other taxes, and based of the identification of risky behaviour of tax entities
from the outputs of analytical systems and other available data with the objective to achieve
real protection of the State’s interests and optimisation of work load of controllers of tax
authorities, to exactly specify a duty for individual departments and authorities of the Financial
Administration (including the department of internal control and inspection, etc.) to submit, in
the event that a necessary performance of tax administration acts by tax authorities is identified,
proposals for their performance to the Department of Risk Analysis and Management. An
internal regulation ensures and sets systematic continuous cooperation (periods, the way how
to submit requests, how to respond, etc.) with all departments and bodies of the Financial
Administration. Besides the number, also efficiency indicators are set by the plan of audit
activities. The indicator of efficiency of audit is set on the basis of reached efficiency values in
the previous period taking into account the current approach to control activity planning so that
it reflects the possibilities of the tax authority. It is calculated as the quotient of the number of
audits performed with a finding and the total number of audits performed. Limits are specified
for a minimum amount of finding when an audit is considered efficient.

Within the scope of improvement of control activity efficiency (performance of audits
and local screenings), it should be ensured that future plans of audits adequately cover all main
types of taxes and main segments of tax payers, including the well-off persons. At the same
time, it is necessary to ensure the analysis of a tax entity from all points of view —which assumes
a broader spectrum of information (for that, data from various sources need to be integrated)
for an integrated view of the tax entity (because the entity’s behaviour concerning the detected
tax is risky rather than the tax as such) so that control activity performance is focused on the
verification of all types of taxes ensuring a pro-customer approach, by verifying all the facts
(within all taxes) by one input, as well as to improve controllers’ knowledge in terms of use of
a broader spectrum of methodologies of indirect control (in necessary, accompanied by an
amendment to legislation) and detection of legalisation of proceeds of crime.

The prepared summary and the statistics relating to the efficiency of control activities
of the Financial Administration, as well as the statistics of recorded criminal complaints filed
by the Financial Administration for 2013 - 2017 according to individual types of tax criminal
offences in relation to the number of tax audits performed, in which information from unusual
transactions were used, imply a positive influence on the detection of tax criminality.

Table: Use of information from unusual transactions by the Financial Administration in
2016-2019

. . . Share of information from
Pieces of Out of it, the number of pieces of :
. : . . . the FIU SR which affected
information information from the FIU SR which . . .
Year : . . : the risk profile of the entity
received from | affected the risk profile of the entity at at the beainning of a tax
the FIU SR the beginning of a tax audit gauditg
2016 1,255 701 56%
2017 1,097 561 51%
2018 927 448 48%
2019 681 218 32%
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Table: Number of registered criminal complaints lodged by the Financial
Administration in 2015-2019 by individual types of tax criminal offences

2016 2017
Criminal complaints Nur_nb_er (I)f N“(“b.er (I)f
sent by the Financial cg&rgllz?iits Reported loss in cg::]rgllgi?]ts Reported loss in
Administration
lodged by the 23 lodged by the 254
FD FD
of the Criminal Code
Article 276 of the 416 180,709,942.38 659 136,489,978.13
Criminal Code
Failure to pay tax and
'fr‘:irglr;‘:;p?r ZT#\;“ 80 2,081,186.18 107 980,907.41
Criminal Code
To"j}xt;reag‘:iﬁmgl'ecila 140 6,592,768.64 191 7.427,342.83
Failure to pay tax and
'”Asr‘::gr;‘:g?pg%ﬂ‘;;“ 322 21,419,152.03 209 9,998,831.65
Criminal Code
Obstructing the
execution of tax
administration Article 3 0.00 5 0.00
278a of the Criminal
Code
Distortion of data in
financial and
commercial records 12 0.00 5 0.00
Articles 259, 260 of the
Criminal Code
Total 973 210,803,049.23 1176 154,897,060.02
2-12/2018 2019
Criminal complaints N“F"b_ef (I)f Numb.er (I)f
sent by the Financial cg:r:rgllz?i?\ts Reported loss cg::]rgllz?i?]ts Reported loss
Administration i i
lodgedbythe | "MEYUR | odged by the | MEUR
FD FD
Tax and insurance
prz”;g“g']l fr‘]’ :‘Séfi”m?r:;'f'e 315 61,438,131.56 267 45,098,440.97
Code
Failure to pay tax and
"”:r‘:ir;’;cg?p; %T;‘;g‘ 31 897,768.13 132 6,162,579.03
Criminal Code
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Tax fraud Article 277a
of the Criminal Code

70

3,883,128.65
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7,194,851.92

Failure to pay tax and
insurance premium
Article 278 of the
Criminal Code

178

4,582,002.95

628

16,348,743.81

Obstructing the
execution of tax
administration Article
278a of the Criminal
Code

25

Distortion of data in
financial and
commercial records
Articles 259, 260 of the
Criminal Code

25

Other criminal offences,
e.g., Article 221, Article

34

1,210,602.14

10

417,838.94

225

Total 678 72,011,633.43 1,120 75,222,454.67

EDUCATION OF FINANCIAL ADMINISTRATION EMPLOYEES

Tax controllers usually have 2" degree university education, however, mostly focused

on economics; there are few lawyers among them. No rotation is prescribed for controllers.

The objective of the system of education in the conditions of the Financial

Administration is to obtain education by Financial Administration members and employees,
to improve and deepen the qualification for the performance of expert and specialised activities.

Education types:

adaptation — a systematic, organised, evaluated educational process with the objective
to facilitate the adaptation of new Financial Administration members and employees
and to ensure that they acquire, develop and use their professional and personal potential
necessary for civil service and work performance

professional:

e Dasic — taking a basic course and passing a lower exam, i.e. proving theoretical
knowledge and solving a practical task before the examination commission,
which is a qualification precondition to hold a position and for the assignment
to permanent civil service,

e expert —taking an expert course and passing a higher exam, i.e. the application
of theoretical knowledge and practical skills in solving a case study before the
examination commission, which also is a qualification precondition

competence-related — systematic deepening of qualification of Financial Administration
members and employees with the objective of continuous maintenance, renewal,
improvement and supplementation of knowledge, skills, abilities and habits for civil
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service performance for individual positions according to the character of performed
service activities and for the performance of work agreed ion the contract of
employment; it consists of professional competence education, personal development,
training of Financial Administration members, service cynology, IT education,
language education, etc.

Forms of education and their characteristics:

- attendance form, mass, group and individual:
Mass forms — intended for a greater group of participants:

e trainings — a short-term form of educational activity whose objective is to obtain
or update knowledge;

e conference — an event with a selected topic focusing on expressing opinions on
various aspects of the professional area;

Group forms:

e course — an independent educational form consisting of one or several teaching
modules with contents selected and structured according to the respective
educational project,

e seminar — the objective is to strengthen and expand the already obtained
knowledge and skills of one or several teaching subjects or topics related to
performance of civil service or work

e workshop — the objective is to strengthen and expand the already obtained
knowledge and acquire new practical skills in solving practical examples, case
studies through interactive cooperation between the lecturer and educational
activity participant

e training — a practically oriented form of education whose objective is the
comprehensive development of already obtained knowledge, practical skills,
abilities and habits leading to comprehensive performance of civil service and
work

Individual forms:

e mentoring —a method of mutual cooperation between the mentor/superior and a
new Financial Administration member or employee with the objective to hand
over necessary information, work experience and skills to a new Financial
Administration member or employee and consult with them draft solutions for
the best possible adaptation in the environment of the Financial Administration

e coaching — the objective is to support the development of skills and abilities of
Financial Administration members or employees, usually by superiors; based on
the obtained experience, they help Financial Administration members or
employees transform their knowledge into skills and develop their potential in
order to maximise their performance

- distance form, e-learning and webinar

- self-study — a continuous process of acquiring and expanding knowledge, skills,
abilities, habits and experience, which is carried out by Financial Administration
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members or employees separately and independently from the educational activities
provided by the Academy of the Financial Administration;

- internship — professional practice of a Financial Administration member or employee at
a specified organisational unit within the Financial Administration in a specified time
period determined by the superior of the sent Financial Administration member or
employee, based on an agreement with the superior of the respective organisational unit
of the Financial Administration; the purpose is to apply theoretical knowledge in
practice, to acquire and improve practical abilities and skills;

- acombination of the above forms.

Verification and evaluation of knowledge and end of education: verification is
carried out in written or oral form, as a test or a practical exam, e.g. by solving case studies:

- the result of the exam can be:
e partial — passed/failed
e general — for a course and when taking a lower exam, higher exam, final exam,
during adaptation education: passed/failed; for other educational activities
taken/not taken

- completion may be:
e regular — taking an educational activity within the scope specified in the

educational project;

e premature — if a Financial Administration member ends the study only for
provable health or family reasons based on a written request for a premature end
of the study;

e exclusion from the study — if duties connected with the study of Financial
Administration members are not observed

Statistics of cases of violation of tax authority integrity (in particular by employees
performing tax audits). The main task in the area of internal control within the Financial
Administration was to refer to failures to observe and violations of generally binding legal
regulations and internal acts by Financial Administration members, both armed and unarmed,
thus contributing to improvement of lawfulness in customs and tax procedures including
preventive activities.

Internal control activities

Number of Scheduled/ combined Unscheduled controls Total
controls controls completed completed ota
commenced uncompleted
per year a protocol/report | arecord | a protocol/report | arecord | controls
2016 | 62 41 14 1 2 4
2017 | 60 48 10 1 0 1
2018 | 68 29 18 16 2 3
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2019 | 64 41 8 12 0 3
TOTAL | 254 159 50 30 4 11
COMPLAINTS Year TOTAL
2016 2017 2018 2019
Total number of complaints 412 417 282 287 1398
Complaints pending as at 31 Dec. 52 31 29 36 148
Complaints concluded as at 31 Dec. 360 386 253 251 1250
- forwarded 52 79 51 52 234
- postponed 167 118 80 72 437
- examined 141 189 122 127 579
- out of the examined, justified 24 47 71
Inspection
Year
2016 2017 | 2018 | 2019 TOTAL
Verified suggestions from legal persons,
natural persons and other general 58 70 63 23 214
government authorities
Verlfl_ed suggestions res_ul_tl_ng from 52 61 m 21 178
internal search activities
Violations of discipline 33 23 20 9 85
Verifications in |_nter_nal and external 4943 6211 3781 3130 | 18065
applications
Numbe_r of a_ccused person from the 5 12 3 1 18
Financial Administration
Forwarded notices of suspicions of
criminal offence to LEAS 26 6 16 48
Breathalyser tests 176 87 199 462
Of which positive 2 5 4 11
INDEXES OF PERCEPTION AND SURVEYS OF LEVEL OF

CORRUPTION/INTEGRITY OF TAX AUTHORITIES

A qualitative survey of perception of satisfaction with the Financial Administration of
the SR was carried out in April 2015, in the area of use of services of the Financial
Administration (as regards frequency, 36% of respondents use the services frequently and 41%
of respondents occasionally), satisfaction with them (60%), as well as evaluation of planned
steps and changes in the Financial Administration (71% of respondents have not noticed any
changes, and 18 % of respondents have noticed positive changes).
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SYSTEM OF SANCTIONS

In the Slovak conditions, subsequent State interventions in the form of negative material
situation of tax entities still prevail, starting from imposition of various sanctions and ending
by criminal consequences of tax liability application.

In the fight against the abuse of tax system, various motivation schemes have a certain
importance so that tax entities do not act at all, or to contribute to the elimination of negative
consequences of behaviour. A strategy concerning the support of voluntary fulfilment of tax
liabilities in the form of soft warning messages — notices for tax entities sent by the Financial
Administration regarding fulfilment of tax liabilities — is carried out in the area of tax
administration performance, including:

- Notices of the existence of arrears on the taxpayer’s personal account are sent on a
monthly basis after the closing of books

- Reminding the deadline to entities with an extended period for individual income tax
return submission

- Notices of unpaid prescribed advance tax for individual income tax are sent on a
quarterly basis

- Notices of special tax regimes on an annual basis

- Notices of a failure to submit corporate income tax on an annual basis

- Notices of the correct way of storage of accounting documents, in particular Annual
Reports, in the Registry of Financial Statements, to eliminate the incorrectly filed
accounting documents and Annual Reports, which cannot be forwarded to the Registry
of Financial Statements on an annual basis

- Notices of turnover amount for the purpose of VAT and change of taxation period

- Notices to accounting units which failed to save their financial statements in the
Registry of Financial Statements (hereinafter the “RFS”)/ a notice requesting the
fulfilment of this duty

- Notices of discrepancies in the data reported in control statements and in VAT returns

- Tax entities welcome the sending of friendly notices by the Financial Administration.

- Notices to entrepreneurs of the duty to use eKasa Klient cash registers for the
registration of revenues received in cash. SoWa was sent during the implementation of
the eKasa system, i.e., from 03/2019 to 07/2019. The evaluation of the SoWa measure
is not available due to its nature and focus. The objective was to submit information to
entrepreneurs on the duty to procure an eKasa Klient cash register by the deadline set
by law (1 July 2019) and use it in recording revenues (note: a suspension of the duty to
use the eKasa Klient cash register was approved immediately before the eKasa system
rollout in June 2019, therefore, the SoWa content was focused on meeting the duty to
apply for the assignment of a code for eKasa Klient cash register and on using it from 1
July 2019).

Sanction measures are in the form of sanctions imposed as tax legal sanctions for illicit
conduct of tax entities. The performance of tax administration for the area of imposition of
sanctions is governed by Act No. 563/2009 Coll. on the administration of taxes and fees and on

175



ML VULNERABILITY

changes in the system of territorial financial authorities as amended (Tax Procedure Code),
which specifies the violations, for which s sanction can be imposed:

- Article 154 Administrative Delinquencies (unlawful conduct committed by the person
who fails to fulfil a tax liability of monetary or non-monetary nature in a correct amount
or period within the time-limit according to the Tax Procedure Code or a special act)

- Article 155 Fines (a sanction imposed by the tax administrator for a fact found, which
is an administrative delinquency of non-monetary nature, such as a failure to file a tax
return pursuant to the Tax Procedure Code or a special act, e.g., Act No. 222/2004 Coll.
as amended, a failure to fulfil the registration duty, a failure to fulfil the duty in
performing tax audit, etc.)

- Articlel55a Aggregate Fines (one fine for the commission of several administrative
delinquencies)

- Article 156 Interest on Late Payment (a sanction imposed by the tax administrator for a
failure to pay the tax amount or to pay tax by the deadline).

Act No. 394/2012 Coll. on limitation of cash payments has been in effect in the SR since
1 January 2013; based on it, cash payments are prohibited if the amount paid exceeds EUR
15,000.00 between natural persons-non-entrepreneurs, and cash payments are prohibited if the
amount paid exceeds EUR 5,000.00 between business entities. Pursuant to Act No. 394/2012
Coll. on limitation of cash payments, a delinquency is committed by a person who

a) as the transferring person, violates the ban on handing over a cash payment amounting
to EUR 15,000.00/ EUR 5,000.00 or

b) as the recipient, violates the ban on accepting a cash payment amounting to EUR
15,000.00/ EUR 5,000.00

If a cash payment in an amount exceeding EUR 5,000.00 is made by a legal person or a
natural person-entrepreneur, they commit an administrative delinquency pursuant to Article 10
of Act No. 394/2012 Coll. on limitation of cash payments. The assessment of delinquencies and
administrative delinquencies pursuant to Act No. 394/2012 Coll. on limitation of cash payments
for the period 2016 to 2020 is provided in the following tables:

Number of cases:

Customs Office 2,016 2,017 2,018 2,019 2,020 Sum total
Customs Office Banska
Bystrica 2 1 3
Customs Office
Bratislava 2 2
Customs Office KoSice 2 1 3
Customs Office
Michalovce 14 7 7 6 34
Customs Office Nitra 14 20 29 63
Customs Office PreSov 1 1 1 3
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Customs Office Trencin 2 5 1 3 7 18
Customs Office Trnava 2 2
Customs Office Zilina 65 24 89
Sum total 21 13 26 97 60 217
Amount of fine:
Customs Office 2,016 2,017 2,018 2,019 2,020 Sum total
Customs Office Banska
Bystrica €100 €100 €200
Customs Office
Bratislava €30 € 30
Customs Office KoSice €1200 €150 €1350
Customs Office
Michalovce €1600 €400 €140 €270 €2410
Customs Office Nitra €330 €128 €180 €638
Customs Office PreSov €0 €300 €50 €350
Customs Office Trencin €600 €530 €250 €100 €120 €1600
Customs Office Trnava €310 €310
Customs Office Zilina €4240 €1655 €5895
Sum total €3500 €1230 €1000 €5098 €1955 €12,783
Infringement of Act No.
394/2012 Coll. — 2,015 | 2,016 | 2,017 | 2,018 | 2,019 | 2,020 | Sum total
number of cases
Delinquency 9 10 8 2 73 30 132
Adm_lnlstratlve 7 9 5 10 5 4 a1
delinquency
Sum total 16 19 13 12 79 34 173
Infringement of Act No.
394/2012 Coll. — 2,015 | 2,016 | 2,017 | 2,018 | 2,019 | 2,020 | Sum total
amount of fine
Delinquency €2,368 | €1,330 | €650 €60 |€4.472(€2,395| €11,275
Administrative €12,440 | €2,170 | €580 | €1,040 | €720 | €610 | €17,560
delinquency
Sum total €14,808 | €3,500 [ €1,230 | €1,100 | €5,192 | €3,005 | €28,835
Vulnerability:

According to the above findings, the fines imposed do not have a sufficient dissuasive
effect taking into account the authorisation of customs or tax authorities to impose a penalty for
a delinquency up to an amount of EUR 10,000.00 or for an administrative delinquency up to an
amount of EUR 150,000.00 pursuant to Act No. 394/2012 Coll. on limitation of cash payments.
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D5.2.3 Availability of independent audit

The purpose of the audit of financial statements is to allow the auditor to express an
opinion whether the financial statements have been prepared, in all material respects, in
compliance with the set financial reporting framework. The auditor also has to follow the Code
of Ethics for Auditors. Auditors perform audit in compliance with the International Standards
on Auditing —ISA.

In general, auditing can be characterised as a separate specific profession focused on
multiple examination and integral qualified evaluation of an enterprise as a dynamic object,
with an unambiguous conclusion in terms of the purpose for which it is ordered. The purpose
is formulated by the customer, and the auditor undertakes to provide them with qualified
(professional) conclusions for decision-making. Based on the above definition it can be stated
that the basic objective of audit is to improve the credibility of accounting information of the
companies obliged to publish financial statements and Annual Reports and to have the financial
statements verified by an auditor. The secondary (derived) objective of the audit is its moral
and preventive effect against the occurrence of errors and frauds.

Auditor’s independence concept

To fulfil the objectives of audit, financial information user must perceive the auditor as
an independent person. Thus, the term independence must be understood:

e as independence in relation to examined auditing, accounting and other information,
e as independence in relation to those preparing the information,
e as independence in relation to those using the information for decision-making.

The concept of independence in the legislation of the Slovak Republic is concentrated
in the wording of Article 21 of Act No. 423/2015 Coll. on statutory audit laying down that “In
performing statutory audit, the statutory auditor and audit firm are impartial and independent
from the audited entity or customer. The statutory auditor and audit firm must not perform
statutory audit in the audited entity if they take part in its decision-making processes and are
not independent from it.”

In acting in the public interest, the auditor should follow ethical requirements defined
in the Code of Ethics for Auditors and to observe it. The Code of Ethics for Auditors determines
the main ethical principles followed by auditors. It also specifies basic ethical principles, their
possible threats and measures to be taken by an auditor to prevent them. The Code of Ethics for
Auditors determines minimum principles to be observed by the member organisations of IFAC
(International Federation of Accountants) unless the legislation of the respective country
regulates some area otherwise.

Based on Act No. 423/2015 Coll. on statutory audit and on the amendment to Act No.
431/2002 Coll. on accounting as amended (hereinafter “Act No. 423/2015 Coll.”), the Audit
Supervisory Authority has had the competence to perform reviews of statutory audit quality
pursuant to Article 35 of Act No. 423/2015 Coll. since 17 June 2016.
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The Slovak Chamber of Auditors has issued a Code of Ethics for Auditors consisting of
two parts. The first part is the document explaining in more detail the application of the Code
of Ethics for Auditors in the conditions of the legislation of the SR. The second part is an official
translation of the International Code of Ethics for Professional Accountants along with
International Independence Standards issued by the International Ethics Standards Board for
Accountants IESBA at the International Federation of Accountants IFAC, which was issued in
2018.

D 5.3 Customer due diligence framework quality
D 5.3.1 Availability of reliable identification infrastructure

In performing customer due diligence, the obliged entities use the on-line access to the
databases of stolen identity cards and passports based on which they verify on-line the
authenticity of the submitted document.

Irregular SVK documents detected at the external borders within the EU and at the
internal air borders:

Y2016 — 365 SVK documents, 258 individuals

Passport — 41, ID card — 38, Residence permit — 2, Visa— 4, Other — 17, Crossing stamps
- 263

The way of forgery: 316 false, 16 impostors (a genuine document abused by another
person), 16 unspecified method, 7 replacement of a whole data page, 4 modifications on the
data page, 2 altered, 2 photo replaced

Y2017 — 306 SVK documents, 227 individuals

Passport — 41, ID card — 64, Residence permit — 2, Visa— 2, Other — 11, Crossing stamps
— 186

The way of forgery: 254 false, 18 unspecified method, 11 impostor, 8 altered,
5 replacement of a whole data page, 4 photo replaced, 3 modifications on the data page, 2 a
genuine document acquired fraudulently, 1 illicit intervention

The genuine documents acquired fraudulently - SVK visas:

SVK visas found: 1 UKR at Budomierz (Poland) and 1 GEO at NYO (Stockholm
Skavsta Airport in Sweden)

Y2018 — 409 SVK documents, 350 individuals

Passport — 65, ID card — 186, Residence permit — 0, Visa — 2, Other — 10, Crossing
stamps — 146

The way of forgery: 322 false, 44 unspecified method, 22 impostor, 2 altered,
4 replacement of a whole data page, 4 photo replaced, 8 modifications on the data page, 2
genuine documents acquired fraudulently, 1 modification on the data page, 1 illicit intervention

The genuine document acquired fraudulently - SVK passports and SVK ID cards:

SVK passport found: 1 IRN at PMI (Palma de Mallorca Airport in Spain), and SVK ID
cards found: 1 PAK at SNN (Shannon Airport in Ireland)
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Y2019 — 450 SVK documents, 366 individuals

Passport — 112, ID card — 221, Residence permit — 3, Visa — 8, Other — 33, Crossing
stamps — 73

The way of forgery: 340 false, 61 unspecified method, 23 impostor, 9 altered,
6 replacement of a whole data page, 3 photo replaced, 4 modifications on the data page, 2 stolen
clean copies, 1 replacement of other than data page, 1 illicit intervention

Stolen clean copies of SVK ID cards:

SVK ID card found: 1 RKS at Evzoni (Greece) and SVK ID card found: 1 BIH
at Obrezhje (Slovenia)

D5.3.2 Availability of independent information sources
Obliged entities use a great scope of independent information sources:

- Commercial Register of the SR and Trade Register of the SR, Register of Non-
Governmental Non-Profit Organisations, Registry of Financial Statements — a general
government information system,

- information on beneficial owners — Register of Legal Persons, Entrepreneurs and Public
Authorities, Register of Public Sector Partners,

- Central Register of Outstanding Receivables of the State — the register publishes the
persons towards whom the Slovak Republic records outstanding receivables which
came into existence after 1 January 2014, and which are covered by Act No. 374/2014
Coll. on the outstanding receivables of the State and on the amendment to certain acts
as amended,

- information from the credit register available to banks,

- information from the Social Insurance Agency,

- information from the Real Estate Register,

- information on the customer from history (account statements, previous applications for
bank products, the existing products provided, “black” and “grey” lists, questionnaires
concerning the bank products provided, KYC questionnaires before a business
relationship is established and during a business relationship, etc.),

- information on economic results of business entities, such as www.finstat.sk.

5.3.3. Availability of and access to information on beneficial ownership

System of information on beneficial owners in the SR is based on mechanisms and
principles contained in several acts:

- Act No. 297/2008 Coll. on the protection against the legalisation of proceeds of crime
and terrorist financing and on the amendment to certain acts,

- Act No. 315/2016 Coll. on the Register of Public Sector Partners, effective from 1
February 2017,

- Act No. 272/2015 Coll. on the Register of Legal Persons, Entrepreneurs and Public
Authorities and on the amendment to certain acts,
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- Act No. 346/2018 Coll. on the Register of Non-Governmental Non-Profit
Organisations and on the amendment to certain acts,

- Act No. 530/2003 Coll. on Commercial Register and on the amendment to certain acts
as amended,

Since 1 November 2018, the legal persons registered in the Commercial Register, which
are not general government entities or issuers of securities admitted to trading on a regulated
market, non-investment funds, non-profit organisations providing welfare services and
foundations, have been obliged to register in non-public parts of respective source registers (the
Commercial Register, Register of Non-Investment Funds, Register of Non-Profit Organisations
Providing Welfare Services, Register of Foundations) the data on their beneficial owners. The
following data on beneficial owners is recorded in the source registers: name, surname, personal
number or date of birth if no personal number has been assigned, permanent address or other
residence address, nationality, and type and number of ID card or a circle of persons considered
the beneficial owner, and data establishing the position of beneficial owner. The data on
beneficial owners recorded beneficial owners beneficial owners beneficial owners were not
publicly available.

The data on beneficial owners from the respective source registers are provided to the
central register — the Register of Legal Persons, Entrepreneurs and Public Authorities - kept by
the Statistical Office of the Slovak Republic. The Statistical Office of the SR provides a remote,
continuous and direct access to the data on beneficial owners to government institutions
pursuant to Article 7a (2) of Act No. 272/2015 Coll. on the Register of Legal Persons,
Entrepreneurs and Public Authorities and on the amendment to certain acts as amended (FIU
SR, Ministry of Finance of the Slovak Republic, National Bank of Slovakia, National Security
Authority, courts, Tax Authority, Customs Office, etc.) and to obliged entities for the fulfilment
of their tasks in performing customer due diligence.

The legal persons registered in the Commercial Register, non-investment funds, non-
profit organisations providing welfare services and foundations, which were established before
31 October 2018, were obliged to submit a proposal for registration of data on beneficial owners
with the respective register (the Commercial Register, Register of Non-Investment Funds,
Register of Non-Profit Organisations Providing Welfare Services, Register of Foundations) no
later than by 31 December 2019.

The legal persons registered in the Commercial Register, non-investment funds, non-
profit organisations providing welfare services and foundations, which were established after
31 October 2018, are obliged to provide data on beneficial owners upon their establishment.
The publicly available data on beneficial owners registered with the central Register of Legal
Persons, Entrepreneurs and Public Authorities from 1 November 2020 include name, surname,
date of birth, nationality, place of residence and data establishing the position of beneficial
owner.

On 1 January 2021, based on Act No. 346/2018 Coll. on the Register of Non-
Governmental Non-Profit Organisations and on the amendment to certain acts, the Register of
Non-Governmental Non-Profit Organisations replacing the Register of Foundations, Register
of Non-Profit Organisations Providing Welfare Services, and Register of Non-Investment
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Funds was established. The Register of Non-Governmental Non-Profit Organisations is
managed and operated by the MI SR.

Information on beneficial owners is also included in the Register of Public Sector
Partners which was established based on Act No. 315/2016 Coll. on the Register of Public
Sector Partners and on the amendment to certain acts as amended. The purpose of this act was
to improve the transparency of entities in transactions with the State; the act contains a
mechanism of verification of information on beneficial owners. The Register of Public Sector
Partners is managed by the Ministry of Justice of the SR. Without a registration with the
Register of Public Sector Partners, it is not possible to apply for resources from the state budget
or take part in public procurement.

Vulnerabilities:

A low efficiency of implementation of data on beneficial owners into source registers
was found, which results in low volume of data on beneficial owners in the central register
(Register of Legal Persons, Entrepreneurs and Public Authorities); no efficient mechanisms are
in place for the verification of correctness and topicality of data on beneficial owners of legal
persons when provided to respective registers, as well as no mechanisms are in place for the
application of appropriate and dissuasive sanctions if violations are detected in connection with
the provision of data on beneficial owners; it is necessary to carry out a legal analysis of
possibilities for the operation of foreign legal groupings (trusts) without legal personality if they
operate in the SR (trusts without legal personality cannot establish a Slovak legal person
providing capital to it or enter an already established Slovak legal person), and a legal analysis
of operation of SR citizens in the position of foreign trust administrators. Filling the
Commercial Register (and subsequently, filling the central Register of Legal Persons,
Entrepreneurs and Public Authorities) with data on beneficial owners is also affected by the
provision of Article 2 (3) of Act No. 530/2003 Coll. on the Commercial Register and on the
amendment to certain acts, according to which the persons registered with the Register of Public
Sector Partners are not obliged to provide data on beneficial owners to the Commercial
Register.

No legal regulation in the SR imposes the duty to provide the central register with
information on beneficial owners in legal groupings (trusts) upon the administrator of a legal
grouping (trust) if the administrator of a legal grouping (trust) is a citizen of the SR with a place
of residence in the (the duty of the SR resulting from Article 31 of Directive (EU) 2018/843 of
the European Parliament and of the Council). As the Slovak legal system allows operation of
silent partners in Slovak legal persons, it is necessary to pay an increased attention to
identification of silent partners who can be considered beneficial owners.

E. Quality of criminal prosecution of financial crime

The basic precondition for efficient criminal prosecution is the ability and integrity of
law enforcement authorities to commence and conduct criminal prosecution of criminal
offences of legalisation of proceeds of crime. However, this must be preceded by efficient
detection of legalisation of proceeds of crime, identification of proceeds and their movement,
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and activities of competent authorities in the area of operational search and criminal
intelligence.

E1. Capacity and resources for criminal prosecution in the area of financial crime

From 2016 to 2019, significant capacities of the Prosecutor’s Office of the SR were
allocated to penalisation of money laundering and subsequent property seizure. This was caused
by the measures issued by the General Prosecutor of the SR which imposed the duty on
prosecutors to execute financial investigations in specified criminal cases and ensured
systematic collection of information concerning ML. These measures were updated on a regular
basis also in compliance with the NRA process and Moneyval evaluation processes. In 2016,
an active process of giving rise to criminal liability of legal persons started at the level of the
Prosecutor’s Office of the SR, in particular for criminal offences of economic nature. For
objective reasons, specialisations for ML penalisation were not created at the level of the
Prosecutor’s Office because giving rise to criminal liability is closely related in particular to the
penalisation of a predicate criminal offence. Educational activity of prosecutors in the area of
ML and property seizure was also intensified — meetings concerning financial investigation take
place on an annual basis.

Prosecutors investigating criminal offences of legalisation of proceeds of crime and
predicate criminal offences work at all levels of prosecutor’s offices, including the SPO, and
are also directed by measures of the General Prosecutor of the SR. At work, they also use a
methodological aid for financial investigation, as well as results of the processed evaluation of
penalisation of the criminal offence of legalisation of proceeds of crime in the conditions of the
SR.

In addition to the educational activities focused on ML and property seizure it should be
pointed out that since 2016, educational activities have also been provided in connection with
giving rise to criminal liability of legal persons and seizure of virtual currency, in which
financial resources coming from crime can be placed. A leaflet for law enforcement authorities
was prepared at the level of the Prosecutor’s Office in this area.

Regional Prosecutor’s Offices draw attention to the need to execute proactive and
parallel financial investigation, which is the only possibility of identification and subsequent
seizure of illicit income coming for the criminal activity, in particular in connection with drug-
related criminal offences, criminal offences of trafficking in human beings, tax criminal
offences and fraudulent activities with sham existence of contractual relations of business
companies. The most important thing within efficient seizure of legalised proceeds of crime
includes the timely exchange of information among banks and early provision of information
to the Financial Intelligence Unit of the PPF, which continue to signalise the need of procedure
pursuant to Article 95 of the Code of Criminal Procedure to investigators as well as to
prosecutors. In practice this means that without the above institutions, a prosecutor alone has
no real possibility to improve the efficiency of seizure of proceeds of this type of criminal
activity.

In criminal proceedings after a bill of indictment had been filed, it was identified that
some courts conditioned the fulfilment of signs of the objective aspect of the merits of criminal
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offence of legalisation of proceeds of crime by the previous conviction of the perpetrator for a
predicate criminal offence. In one criminal case, such opinion of district courts has already been
confirmed by a resolution of a Regional Court. The General Prosecutor’ Office of the SR did
not identify with the draft cassation appeal of the prosecutor in this criminal case and considered
it to be obviously unsuccessful and inefficient.

Joint trainings based on model cases, extension of Article 58/3 of the Criminal Code to
other criminal offences and seizure in parallel with the filing of a bill of indictment or arrest of
the perpetrator, as well as establishment of special analytical units are proposed as functional
measures to eliminate the deficiencies.

Vulnerabilities:

A failure to adopt an act on the execution of asset seizure decision and seized asset
management and on the amendment to certain acts seems to be the main deficiency for more
efficient seizure of property in the assessed period. Act No. 312/2020 Coll. on the execution of
asset seizure decision and seized asset management and on the amendment to certain acts came
into effect on 1 January 2021. This Act will create real preconditions for the seizure of property
and proceeds coming from criminal activities in particular in the cases of abuse of sophisticated
schemes of economic activities of legal persons.

Moreover, it is necessary to ensure that every Prosecutor’s Office consistently carries
out financial investigation according to internal directions of the Prosecutor’s Office and, at the
same time, it is necessary to insist on criminal prosecution of legal persons. Solely this
procedure will create preconditions for the efficient implementation of the quoted act on the
execution of asset seizure decision and seized asset management and on the amendment to
certain acts, with the fulfilment of the intended objective.

E2. Integrity and independence of law enforcement authorities in the area of financial crime

The criminal activity of investigators of financial criminal activities is at a level showing
no significant year-on-year changes. No negative influence on investigators in connection with
ML investigation and property seizure was found. The area of seized asset management and
insufficient seizure of assets remains problematic; however, this is not caused by influence of
other persons on the investigator, the reason is the insufficient use of financial investigation and
legislative limitations in the area of asset seizure.

Investigation takes place without interventions, political or social pressure, corruption,
intimidation or abuse of position and asset seizure takes place without undesirable external
interventions. Investigators are procedurally independent by law. Pursuant to the Code of
Criminal Procedure, only prosecutors supervise the lawfulness in pre-trial proceedings and in
the proceedings prior to the commencement of criminal prosecution.

Statistics on criminal activities of investigators in executing cases of ML/asset seizure

in general do not show a high rate of criminal activity in connection with corrupt behaviour in
the area of ML and asset seizure.
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At the level of DH PF and RH PF, property is seized to a small extent; the property to
be managed is almost never seized taking into account the absence of an office managing the
seized property. Orders for property seizure are issued by prosecutors or judges for pre-trial
proceedings; asset management, in particular as regards immovable property, is complicated
with respect to time and expertise. No authority, whose competence would include
comprehensive seized asset management, was definitely appointed in the territory of the Slovak
Republic in the assessment period. The asset management, which cannot be provided by the
Police Force, is carried out by legal persons or government authorities. Act No. 312/2020 Coll.
on the execution of asset seizure decision and seized asset management and on the amendment
to certain acts, based on which the Asset Management Office is established, came into effect
on 1 January 2021; the Asset Management Office itself should be established as of 1 August
2021.

The criminal activity of prosecutors within financial criminal activity is at a level
showing no significant year-on-year changes. No negative influence on prosecutors in
connection with ML investigation and property seizure was detected in the assessment period.

The prosecutor’s supervision is carried out without intervention, political or social
pressure, corruption, intimidation or abuse of position; property seizure is also carried out
without undesirable external interventions. Prosecutors act independently by operation of law,
the superior prosecutor cannot issue a so-called negative instruction against their procedure. In
general, statistics of criminal activities of prosecutors during cases of legalisation/seizure of
property do not show a high rate of criminal activity in connection with corruption in the section
of property legalisation and seizure.

Vulnerabilities:

The absence of or insufficient legal regulation for identification of the assets to be
seized, procedural procedures in seizing it really, and in particular during management of seized
property in criminal proceedings were serious deficiencies in property seizure during criminal
proceedings. Both the seizure of real estate as well as of business interests and other
participating interests in legal persons are regulated insufficiently. With respect to the character
of the seized property, in particular real estate but also participating interests in legal persons,
as well as issues of turning it into cash, there is a real need to also ensure its management
through professionally qualified persons. The above topics are regulated by Act No. 312/2020
Coll. on the execution of asset seizure decision and seized asset management and on the
amendment to certain acts which came into effect on 1 January 2021. Based on this act, the
Asset Management Office will be established with effect from 1 August 2021, which will
ensure seized assets management either independently or through another person.

E3. Efficiency of national cooperation
To combat crime, the National AML/CFT Expert Group was established (NES-LP).
Members of this group participate, inter alia, in the legislative activities in connection with

adopting legislation in this area. NES-LP carries out its activities within the Interdepartmental
Expert Coordination Body for Combating Crime.

185



ML VULNERABILITY

Based on requests for collaboration, national cooperation within PF units is at a desired
level. There is room for improvement — to speed up the process of request handling; however,
this is affected by the current work load of the requested unit.

Within the PF, various trainings and methodical jobs are organised on a regular basis
for various police units, in which employees of other ministries and Prosecutor’s Office
representatives also take part, if necessary.

Regular meetings of investigators with intelligence services, public authorities in the
area of taxes, fees and customs, and with prosecutors are not arranged, as a matter of fact,
nothing from the above is executed. The police cooperate with the Financial Administration
within the “Tax Cobra” Project only to a limited extent. Exchange of information among the
above authorities takes place in particular cases in the form of dissemination of information on
UTs (FIU SR) and in the form of requests (e.g., the Financial Administration, Interpol, Sirene,
...). Individual DHs PF and RHs PF have meetings with competent District Prosecutor’s Offices
and Regional Prosecutor’s Offices where officers from individual units of DHs PF and RHs PF
participate.

As regards the Prosecutor’s Office, improvement of qualification and exchange of
experience is provided at all levels by organising regular collaboration meetings with the
adoption of current measures.

As a matter of fact, there is no legal framework at the interministerial level allowing
joint investigation of competent investigation units, and no such investigations are carried out.
Investigation can be carried out in collaboration with other units.

According to the Regulation of the MI SR, a specialised investigation team can be
established in particular in the event of criminal activity committed by an organised group or
in the event of establishing, masterminding and supporting a criminal group or establishing,
masterminding and supporting a terrorist group, whose detection, finding perpetrators and
investigation is extraordinarily demanding taking into account its scope and way of
performance, requires considerable effort and cannot be carried out by common forms or
means. The establishment of the team and end of its activity usually takes place based on an
order of the President of the Police Force, which also specifies the method of control by the
team leader.

F. Quality of judgements

In the monitored period (2016 — 2019), there was no essential change of the judicial
system in the Slovak Republic regarding the system of courts of the Slovak Republic or the
court map (number of courts and their districts). The CEPEJ Project “Efficiency and quality of
the Slovak judicial system” was implemented.
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A more significant amendment to status acts in the judicial system®® was approved in
May 2017 and concerned three basic topics — selection procedures for judges, assessment of
judges, and issues of disciplinary responsibility of judges®®. More detailed information is
provided below in Parts F.1 and F.2.

The competence of courts in relation to money laundering was not changed: general
courts remain competent and in more serious cases, the Special Criminal Court is competent
(as provided in detail in the previous NRA).

F1. Capacity and resources for judicial proceedings
Strengthening the efficiency and quality of the judicial system — CEPEJ Project

With respect to long-term adverse statistics regarding the length of judicial proceedings,
as well as the long-term low confidence of citizens and entrepreneurs in the independence of
the judicial system in Slovakia®®, the Ministry of Justice of the SR in cooperation with the
European Commission for the Efficiency of Justice (CEPEJ) — Council of Europe implemented
aproject in 2017 — 20195, whose objective was to support the effort to strengthen the efficiency
and quality of the Slovak judicial system. The main task was to achieve an improvement of the
situation regarding law-suit handling and to maintain the quality of court decisions.

The Project was implemented in Slovakia during the period, when the Ministry of
Justice worked on reform changes concerning the judicial system. They included, for example,
a new court map, an effort to simplify some court procedures, the introduction of an electronic
court payment order, the use of information systems and analytical tools for the improvement
of court management and improvement of efficiency of courts. In this context, the CEPEJ
reports contain several recommendations which can help further improve the judicial system in
Slovakia.

%8 Act No. 152/2017 Coll.
%9 Important judicial changes have been implemented since 2020; they will be assessed in the next NRA.

80 In 2019, the SR was in the EU in second (public assessment) or third place from the end (assessment by
entrepreneurs).

61 The objective of the project is to strengthen the efficiency and quality of the Slovak judicial system through the
assessment at national level and at court level, and application of tools and methodology of CEPEJ. The Project is
divided into three stages: /i/ the assessment of the judicial system as regards efficiency and quality, including the
CEPEJ recommendations to improve these aspects, reduce backlog and inadequate delays; /ii/ the assessment and
recommendations of CEPEJ with the further development of the Analytical Centre and more efficient use of IT
systems. The Analytical Centre is to be a key institution for the assessment of the whole judicial system and
preparation of future reforms, and /iii/application of CEPEJ instruments and methodology for the management of
courts’ working hours and judicial system quality at selected court. It will be a form of training programmes for
courts implemented at six selected courts, which will enable the application of CEPEJ instruments and
methodology for the management of courts’ working hours and, if necessary, also for the quality of the judicial
system.
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This activity of CEPEJ resulted in two reports:

©)

The first report with the title Report on the state of the judicial system®? introduces
an in-depth of the Slovak judicial system and consists of six parts: 1. Judicial system
and court organisation, 2. Budget of the judicial system, 3. Judges and judicial staff, 4.
Court management. Efficiency of courts, 5. Quality of courts and Executive summary.
The Report on the state of the judicial system was officially introduced on 27-28
February 2018 to court representatives, legal professionals and journalists.

The second report Evaluation of the current state of affairs of IT tools for the Slovak
judicial system and advice on their development analyses the digitalisation of the
judicial system mentioning the problematic aspects and offering solutions. Moreover,
the second report also discusses the Analytical Centre and contains recommendations,
which should ensure its successful operation.

In the third phase, the conclusions and recommendations resulting from the first and

second reports were implemented using the CEPEJ tools and methodology. Working groups
were appointed to adapt the recommendations and solutions resulting from the report to Slovak
conditions. The phase of implementation should have lasted until January 2019; subsequently,
it was extended to the end of June 2019.

Main findings of CEPEJ:

o

It is important that judges are specialised into one of the main agendas (civil law,
commercial law, family law or criminal law).

The court map should be reassessed to achieve a better efficiency.

It is necessary to solve the problem of old enforcement cases, also through a political
solution in the form of an “emergency act”.

Human resources and financial resources should be allocated based on transparent and
predictable tools.

An increase in the number of judges does not seem to be necessary — courts must better
use the existing resources.

To ensure that a judge’s family holiday or assignment to a higher-degree court does not
cause problems.

It is crucial to use IT tools to simplify the work of courts.

It is crucial to have reliable data which will enable the execution of informed
decisions.

Clear specification of tasks in court administration and management.

It is important to pay attention to differences in the performance of individual courts.
Time frameworks should be introduced which will set a time-limit for decision-
making in a case, thus achieving better efficiency.

62 The whole text of the “Report on the state of the judicial system” can be found HERE:
https://www.justice.gov.sk/Stranky/Ministerstvo/Sprava-k-stavu-justicie.aspx
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o Judges should be more active in managing the cases and endeavour to conclude them
quickly.

The use of the “flying judge” concept.

It is necessary to ensure the consistency of case law.

Judgements should be written in plain language and briefer and clearer.

A communication strategy for court should be set.

The use of questionnaires for satisfaction surveys aimed at court employees and court
users.

© O O O O

The Project results in the gradual implementation of recommendations with a
subsequent overall reform of the judicial system. The final goal of the judicial system reform is
to improve the credibility of the judicial system, its performance and quality, and also to provide
judges and court staff with better conditions for work and decision-making.

Financial and human resources

“The quality of judicial decisions presupposes, as a prerequisite, the proper organisation
and functioning of the judicial system as a whole. The approach to quality is not then at the
level of the judicial decision itself, but well beforehand, in the way in which the judicial system
and the courts are going to be organised and will work. The postulate is therefore that a judicial
decision of quality can be made only when the judicial environment lends itself to it, that it
allows the judge to be effective and to carry out its work correctly. It is in this sense that we can
speak of the administration of justice and management
of courts as prerequisites for the quality of court decisions; and the assumption is that a quality
court management will allow the courts/judges to make decisions of quality.”®®

The capacity to detect, investigate and prosecute criminal offences of legalisation of
proceeds of crime is hindered by lack of resources and specialised analytical expertise at the
Special Prosecution Office as well as in the National Crime Agency, and also problems with
obtaining evidence.

The CEPEJ Report on the state of the judicial system in Slovakia, which was also
worked out on the basis of surveys and discussions with judges, did not include lack of financial
or human resources among the basic challenges.

In relation to the financial resources of courts, the CEPEJ Report mentioned the need to
distribute them uniformly among individual courts, the need of uniform criteria of allocation of
finances, and also proposed greater involvement of judges into the preparation of the budget.

As regards human resources at courts in general (both in relation to the number of judges
and to the number of court employees) it surprisingly stated that the number of judges was

83 Quotation: Report on the state of the judicial system in Slovakia, CEPEJ
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superior to the European median®*. This, however, does not exclude the variety of situations at
individual courts.

Thus, the main problem consists in court management (including the assessment of the
issue of court map) and in the need to modernise them by using suitable IT systems. It is
recommended that all decisions, such as allocation of human resources or other categories of
resources, division of tasks and work organisation, and time management be made on an
informed basis.

Therefore, one of the first measures led to the establishment of an Analytical Centre
within the Ministry of Justice of the SR so that all subsequent reforms could be adopted on an
informed basis and based on data (data collection). The Analytical Centre was established in
2017. After some, time, this step can be assessed very positively.

The strategic role of the Analytical Centre®®

“The Analytical Centre is a quite new body in the Slovak judicial framework. However,
it plays an important role when it comes to the strategic vision of the Ministry of Justice. There
are four different pillars that support this vision: “Evaluation and Analysis”, “Modelling and
Forecasting”, “Statistics and Reporting” and finally “Cooperation”. The Analytical Centre was
set forward quite challenging goals: supporting the Ministry of Justice when drafting reforms,
monitoring current trends for the policy makers, legislation assessment, evaluation of the
courts’ performance on a regular basis, etc. The team is
currently composed of a good mixture of different professionals such as lawyers, economists,
statisticians, data analysts and mathematicians. Such a professional amalgam is expected to be

highly beneficial to the achievement of the set goals.

In regard to management of courts, the team of the Analytical Centre is called to a double
task: interpreting past data on the performance of courts and extrapolating on past data to make
predictions for the future. In an initial phase the Centre was mainly engaged in assessing all the
data and information at its disposal. Now, since the team is enhanced in number and quality, it
is focused on the development of a sound and robust methodology for data collection and
information exchange.”

The Analytical Centre has recently developed the concept of a new piece of software
(AZU), which is designed for managing the collection of statistical data more efficiently. The
testing phase of AZU within the pilot courts is now complete and final deployment took place
from 1 January 2018.

8 CEPEJ Report, quotation: “It results from the statistical data provided by the MJ that in 2016 there were 1215
active judges, while in 2015 there were 1211 active judges. The CEPEJ report “European judicial systems -
Efficiency and quality of justice” (CEPEJ STUDIES No. 23), published in October 2016, indicates that in 2014
the number of judges per inhabitants in the Slovak Republic was superior to the European median (that is, 24.4
judges per 100,000 inhabitants, comparing to the European median of 17.82 judges per 100,000
inhabitants). Thus, in general terms, it is difficult to conclude that Slovakia faces a problem of
insufficiency of judges. The same may be said in regard to court staff.”

8 Quotation: CEPEJ Project, Report Dec. 2017: Evaluation of the current state of affairs of IT tools for
the Slovak judicial system and advise on their development
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It also provides interactive statistics on the state of the judicial system (HERE):
https://web.ac-mssr.sk/
https://web.ac-mssr.sk/dashboard/

For the purpose of more flexible occupation of vacant judge positions and reduction of
the process in occupying them, an amendment to Act No. 385/2000 Coll. on judges (by Act No.
152/2017 Coll.) was adopted with the objective to conduct mass selection procedures. The
amendment introduces mass selection procedures at district courts, which will take place on a
regional principle for the number of vacant positions of judge within a region undetermined in
advance, in all eight regions on the same day. This mass selection will result in a list of
candidates for the position of judge, who will subsequently go through necessary reviews and
preparatory education, and will be prepared to occupy the vacant positions of judges.

In the monitored period, one of the CEPEJ recommendations was specified by adopting
an amendment to the Act on Courts,% which introduced the concept of a visiting judge into the
legislation, with the objective to create conditions for solving the situations temporarily
negatively affecting court operation by causing a temporary absence of the legitimate judge.

Quiality of decisions

Among the recommendations, besides the improvement of court management, the need
of specialisation of judges also resonated, which is applicable to both the civil and criminal
area. However, it can be introduced only at bigger courts. The above-mentioned supports the
justness of a discussion about a change of the court map®’.

A survey concerning the quality of court decisions in the form of questionnaire was also
carried out within the CEPEJ Project. According to CEPEJ, the responses to the Quality
Questionnaire did not show any particular problem in connection with the overall justice of
proceedings at Slovak courts. Various actors speaking to CEPEJ (Slovak Bar Association, non-
governmental organisations) did not signalise any particular problem concerning alleged
injustice of judicial proceedings, either.

However, certain criticism can be noticed in relation to the clarity of judicial decisions.
The report mentions: “As concerns the clarity of judicial decisions, reference has to be made to
the well-established practice of Slovak judges, confirmed by the Questionnaire on Quality (87
% of positive answers), to offer quite a detailed reasoning in fact and law to their decisions.
However, a few critical points emerge from the comments to the Questionnaire on Quality.
Some of the respondents indicated that too much space of the decision is occupied by the

8 Amendment - Act No. 282/2019 Coll.

6 CEPEJ Report, quotation: “It emerged from the discussion with representatives of the MJ
and of the judiciary, as well as from the comments to the replies to the Questionnaire on Quality, that
judges are not satisfied with the present court organisation, in particular with the high number of district
courts (which doubled between 1993 and 1998). Some are of the opinion that several district courts should be
either closed down, or merged in one bigger district court as courthouses. Each courthouse
should then deal with a given type of cases (labour cases, criminal cases, family law cases etc.), in order
to pursue a higher specialisation. This issue has to be addressed in connection with the analysis of the
Slovak judicial map.”
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description of proceedings, quoting from the minutes of the hearings, without any synthesis of
the factual elements which are truly relevant for the legal reasoning. Some other respondents
casted doubts over the relevance of the legal arguments written in the rather extended text of
judicial decisions, as sometimes they do not provide a clear explanation for the case under
examination, but often veer off to various formal elements.”

Within the conclusions, however, it states: “It cannot be excluded that the widespread
practice of providing a detailed reasoning in fact and law in judicial decisions of Slovak courts
reveals a rather formalistic approach. On the contrary, it has to be recalled that an effectively
reasoned decision shows to the parties that their case has truly been heard and contribute to the
trust of the public in the judiciary in a democratic society. A highly detailed and complex
motivation risk to undermine the comprehensibility of the decision and to have a negative effect
on the efficiency of justice. Therefore, the need for a detailed reasoning has to be adapted to the
nature of the decision and to the circumstances of the case. Parties are generally entitled to a
reasoned answer to their main legal arguments and pleas.”

Taking into account the above-mentioned, it cannot be concluded that the quality of
judicial decisions is low. It appears to be adequate. However, it is necessary to further discuss
the quality of judicial decisions including in the area of money laundering. In some aspects, the
LEAs indicated dissatisfaction with the absence of resolution of some issues in judicial
decisions or mentioned the disunity of case law (which was also another challenge for
improvement in the Slovak judicial system according to the general CEPEJ assessment).

Current need of specialisation

Although it can be assumed that judges with greater or smaller experience in money
laundering cases work at general courts, it should be noted that there is no systematic
specialisation of judges of general courts in this area. Such specialisation can be observed at
the Special Criminal Court.

This statement is also supported by the conclusions of the CEPEJ Report:

“It has been particularly highlighted by all the national stakeholders participating to this
evaluation exercise that one of the most important issues for the Slovak judicial system is that
of specialisation of judges. According to representatives of the MJ, the prevailing consideration
is to reach, at the same time, quality and efficiency. Several judges, in the process of developing
the present report, underlined their approval to the possibility to increase their specialisation in
specific areas of law, going even further the very general
distinction between civil and criminal cases. In their view, each judge should ideally be in
charge of just one type of agenda, which is admittedly difficult to achieve at the level of small
district courts and at the level of regional courts. Representatives of the Bar Association support
the specialisation of judges. On the contrary, the “causal jurisdiction” does not seem to be
considered as the best tool to achieve judges’ specialisation.

In this regard it can be added that 54% of the replies to the Questionnaire on Quality
were negative as concerns the need to create or to maintain the existence of specialised courts
in the Slovak judicial system, while only 25% were positive. Moreover, although not favourable
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to the specialisation of courts, the respondents supported the specialisation of judges. Thus 64%
of all respondents (and 71% among the respondents who are judges) replied “Yes” to judges’
specialisation, 13% (10% among the respondents who are judges) said that it is partially
necessary and 23% (19% among the respondents who are judges) replied “No.”

Quiality of cases — change of trend

As regards the quality of cases, as it has been mentioned above, despite an increase in
cases/criminal proceedings concerning the criminal offence of legalisation of proceeds of crime,
mostly less serious criminal offences were concerned. For the period 2016 — 2019, however, a
positive change of the trend can be mentioned thanks to all judicial power units. In this context,
only the year 2020 seems to mean a turning point, however, it is not included in this National
Risk Assessment.

Statistics

Detailed statistics of the numbers of commenced criminal prosecutions, numbers of
persons indicted persons and subsequently convicted of the criminal offence of legalisation of
proceeds of crime are provided in the THREATS part.

Avrticles 233/234 2016 2017 2018 2019
Commenced 130 209 149 66
criminal
prosecutions
Indicted persons 39 58 20 32
Convicted 17 26 18 13
persons
Asset-related 4 6 1 5
decisions
(Articles 58, 60,
83 of the
Criminal Code)

Education of judges

Education of judges (and prosecutors) is provided in particular by the Judicial Academy
in the form of preparatory education (pre-examination preparation) and lifelong education in
compliance with the following conceptual documents:

a) The contents of education of judges for 2016 — 20208,

b) Concept of education of the Judicial Academy (from 2016, updated in 2019), worked out in
compliance with the recommendations and resolutions of the European Parliament and of the
Council of the European Union®®;

% The contents of education of judges is specified (based on an agreement with the Minister of Justice) and
approved by the Judicial Council of the SR
% Recommendation No. 2006/962/EC, Resolution No. 11114/08, Commission Communication No. 14196/11)
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¢) The contents of education of judges and preparatory education of candidates for the
position of judge approved by the Judicial Council of the SR in 2017.

The full texts of reference documents are available at the website of the Judicial
Academy HERE:

https://ja-sr.sk/obsahova-napln-sudnej-rady-sr-generalneho-prokuratora-sr-koncepcia-
vzdelavania-rady-justicnej

Preparatory education

Pre-examination education takes place before a professional judicial examination is
taken. To a certain extent, the preparation for examinations can be considered part of
preparation for further career growth. After the successful mass selection procedure or selection
procedure for a higher court, within educational events, the Judicial Academy organises
preparatory education of candidates for the position of judge. The completion of preparatory
education is a necessary precondition for further progress before the appointment to a position
of judge.

Education of a particular group of judges takes place in the period of three years
according to specialisation and assignment at the respective court. Professional preparation is
organised in the form of professional lectures and workshops (6 — 8 workshops lasting two days
each in the course of three years) (cyclic education in linked blocks).

Lifelong education

Lifelong education as well as language education is provided by the Judicial Academy
for the whole target group, i.e., judge, prosecutor, senior court officials, court trainees, assistants
to judges of the Supreme Court of the SR, Prosecutor’s Office legal trainees, secondary
education of probation and mediation officers and court secretaries.

For the reason of methodology and continuity of educational process, lifelong education
is divided into two parts within the definition of the target subgroup:

e junior judge with the length of professional experience from 0 to 4 years,
e senior judge with the length of professional experience of four and more years.

The objective of lifelong education for junior judges is to familiarise them with the
development of theory and practice of the judiciary in the Slovak Republic, subsequently, with
the practice in a broader European context, and to provide them with knowledge, skills and
work habits needed for the position. Special attention should be paid to specialisation in
individual legal areas (civil, criminal, commercial and administrative law).

The objective of the 2" degree of lifelong education for senior judges is to focus on the
agenda of judges of regional and district courts, as well as on the decision-making activities of
the Supreme Court of the SR (the emphasis will be on positive legal regulations based on the
specialisation of judges on the basis of suggestions from relevant entities) and new legal
standards. Another part of education will be focused on cultivating the personality of a judge
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and their soft skills. This would include in particular lectures on psychology, speech and
especially ethics.

Number of educational activities and their topics

The number of educational activities of the Judicial Academy depends on the number
of business days in the year and on spatial and personnel capacities. The topics of educational
events are determined in accordance with the contents submitted by the GPO SR and the
Judicial Council of the SR. In general, education is provided to the whole primary target group.

Summary of activities of the Judicial Academy (Annual Reports) is available at its
website HERE: https://ja-sr.sk/vyrocne-spravy-justicnej-akademie-slovenskej-republiky

Educational events of the Judicial Academy in figures

Year Number of educational Number of participants
events

2016 141 4849

2017 96 3916

2018 26 5343

2019 131 5275

The summary of event topics can be found at the website of the Judicial Academy

HERE:

https://ja-sr.sk/archiv-studijnych-planov-kalendar-vzdelavacich-podujati .

As regards the education in the area of money laundering in 2016-2020, educational
events generally or partially focused on this area were carried out every year:

Year Number of Topic
education days
2016 2 Fight against corruption including OECD and GRECO
Group recommendations
2 Tax delinguencies and application practice of courts of the
SR and of the Financial Directorate of the SR
2 Seizures and confiscations (Brussels)
1 Seizure of property in criminal proceedings (a national
event
4 New paths for a better cooperation between judiciary and
police in the field of fight against drug trafficking
(Antwerp)
2 Judicial cooperation in criminal cases of the EU.
Prejudicial issues in criminal cases (Sofia)
2 International judicial cooperation in criminal cases
(Bucharest)
4 Financial investigations and asset recovery for THB
investigations (Vienna)
2 Legal contact with foreign countries
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2017 1 Corruption in the public sector
1 Organised crime and transnational organised crime
1 Current decision-making practice in relation to property
seizure in criminal proceedings
2 Tax system and tax proceedings, application practice of
courts of the SR and the Financial Directorate of the SR
(OmSenie)
4 Cross-border cooperation — financial investigation
1 Persons entitled to act for business companies — position
and responsibility (a national event in Pezinok)
2 Criminal liability of legal persons (Omsenie)
2 Legal contact with foreign countries (Omsenie)
2018 1 Activity of criminal groups and migration
2 Financial investigation
2 Corruption in the public sector
2 Latvia, Riga — Protection of financial interests of the EU
2 Legal contact with foreign countries in criminal cases
(Field Office of the Judicial Academy of the SR
Omsenie), Operational Programme Effective Public
Administration
5 The Netherlands — Financial investigation and property
confiscation
2 Spain, Madrid — Property confiscation in the EU
2019 2 European Public Prosecutor’s Office
2 Application practice in the cases of criminal liability of
legal persons (CR — comparative perspective), Field
Office of the Judicial Academy Omsenie, Operational
Programme Effective Public Administration
5 The Netherlands, Apeldoorn- Fight against terrorism and
terrorist financing
2 Criminal offences related to debtor’s bankruptcy and tax
optimisation (Field Office of the Judicial Academy
OmSenie) Operational Programme Effective Public
Administration
2 Greece, Thessaloniki — Protection of financial interests of
the EU and EPPO
1 Tax delinguencies and application practice of courts of the
SR and of the Financial Directorate of the SR (a national
event of the Judicial Academy of the SR Pezinok)
2 Croatia, Zagreb — Criminal offences of economic nature:

Property confiscation and confiscation in the EU

As regards education in the area of judicial ethics, it was included in the preparatory
education in the monitored period. As part of lifelong education, the number of activities ranged
from 2 to 4 annually. Similar knowledge can be deduced in relation to soft skills.
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Vulnerabilities:

Pursuant to Article 30 (7) of Act No. 385/2000 Coll. on judges as amended, judges are
obliged to improve their expertise and use the offered possibilities of education. However, the
participation in particular educational activities, either organised by the Judicial Academy or
by other entities, is voluntary. In this context support measures leading to a mandatory time
framework for completing selected educational activities can be considered with the objective
to ensure progressive and continuous education with the support of specialisation. The CEPEJ
Report recommends mandatory initiatory education of judges.

Despite the great quantity of events more or less concerning money laundering, no
activity exclusively focused on this criminal activity was identified in the monitored period. In
this context, it would be suitable to consider systematic specialised and even interprofessional
and interdisciplinary education with the objective of specialisation of judges.

A special question is the question of strengthening/intensification of education in the
area of judicial ethics and integrity in general.

However, for the objectivity of assessment it should also be noted that the Judicial
Academy is only one of several entities providing education. Judges also learn by self-studying
or take part in other activities within their courts or participate in events organised out of the
judicial sector through other entities (faculties of law, private sector in the area of legal
educational activities).

F2. Integrity and independence of judges

As regards the legislative conditions of independence of judges, there were no essential
changes in the monitored period, although partial changes were made concerning disciplinary
proceedings, temporary suspension of performance of the function of judge and introduction of
public hearing of constitutional judges.

The fact that the basis of guarantees of judicial independence is included in the
Constitution of the SR is still valid. The independence of the judicial system from the other
State power components results from Article 141 of the Constitution, according to which the
judiciary in the Slovak Republic is performed by independent and impartial courts. The
judiciary is performed at all degrees separately from other State authorities. Judges are
appointed and removed by the President of the Slovak Republic on the proposal from the
Judicial Council of the Slovak Republic. In performing their function, judges are independent
and in decision-making they are bound by the Constitution, constitutional acts and relevant
international treaties. A temporary suspension of performance of the function of judge must not
interfere with independent performance of the judiciary. The reasons for interruption of
performance of the function of judge, as well as conditions for the temporary suspension of
performance of the function of judge or for temporary assignment of a judge are laid down by
law. Judges must not be prosecuted for decision-making including after the end of their
functions. A judge may file a complaint against a decision on the commencement of criminal
prosecution of judge; the decision on the complaint shall be made by the General Prosecutor.
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The judicial system of the Slovak Republic consists of district courts (54), regional
courts (8) and the Supreme Court of the Slovak Republic. The judicial system also includes the
Special Criminal Court.

The Special Criminal Court is a court of first instance with a national competence for
the most serious criminal offences concerning the organised crime, criminal offences against
property and criminal offences of economic nature, as well as corruption-related criminal
offences and the most serious criminal offences committed by public figures in connection with
performance of their functions. In 2017, its competence was expanded with extremism-related
criminal offences.

In January 2019, the Constitutional Court decided that reviews of judges based on
information from the National Security Authority, which raised serious concerns over the
independence of the judiciary, were unconstitutional.

Measures to strengthen the credibility of the judicial system

As regards the perceived independence of the judiciary, the Slovak Republic is among
the last EU Member States.

Confidence of citizens and entrepreneurs in judicial independence in the SR has been a
long-term problem. After the murder of Jan Kuciak and his fiancée in spring 2018, and
subsequently, after the communication of indicted M.K. with several judges, prosecutors,
politicians and other people via the Threema application had been publicised in media,
confidence in state institutions and especially in the judiciary even decreased.

The information publicised in media led to a temporary suspension of some judges and
prosecutors. Although the above-mentioned confirmed the existence of securing mechanisms
for such situations, a pressure on the improvement of their efficiency came into existence.
Discussion on the real efficiency of disciplinary proceedings for judges and on the needed
changes, which would return confidence in justice, was started.

Most causes at the end of the monitored period were cases of corruption.

As an immediate response, an amendment to the Act on Courts and Judges’® was
adopted, implementing a set of measures, which should temporarily prevent active performance
of function of judge for those judges, for whom there are reasonable doubts as to the fulfilment
of conditions of competence if it can seriously endanger the credibility or reputation of the
judicial system. The decision on a temporary suspension of the performance of function of
judge is made by the Judicial Council on the proposal from the President of the Judicial Council,
Minister of Justice or President of the Supreme Court. The active performance of function of
judge can be temporarily suspended for maximum six months, with the possibility of extension
by additional six months; however, it must not exceed a total length of 12 months.

70 Amendment — Act No. 459/2019 Coll. (Article 22a) of 5 December 2019
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With respect to the planned replacement of judges of the Constitutional Court of the SR
in 2019, the MJ SR also prepared new rules for appointment of constitutional judges from 2018.
Eventually, a general political agreement on a change of the Constitution was not reached,;
however, an agreement on the introduction of public hearing of candidates for constitutional
judges within a new Act on the Constitutional Court (Act No. 314/2018 Coll.) was reached.
This was implemented with a positive public reaction. Such practice can be considered a good
measure for strengthening the confidence in the judicial system.

A new Act on the Constitutional Court of the Slovak Republic from October 2018,
which replaced Act No. 38/1993 Coll. on the organisation of the Constitutional Court of the
SR, on proceedings before it and on the position of judges, was adopted with the objective to
strengthen the protection of fundamental rights by improving the efficiency of work of the
Constitutional Court, reacting to its current experience.

Amendment to Act No. 385/2000 Coll. on judges from 2017:* as regards the changes
in the assessment of judges, it will be carried out by professional assessment commissions at
district and regional courts. Only a judge or a judge emeritus can be elected as a member of an
assessment commission. A separate assessment commission should be appointed within each
region; a commission will assess judges from another region. Members of an assessment
commission are elected and removed by the Judicial Council. The judge elected as a member
of an assessment commission does not perform the function of judge; membership in an
assessment commission is considered performance of function of judge. The assessment of a
judge shall be published at the website of the ministry. Repeated negative assessment of a judge
remains a serious disciplinary misconduct and three consecutive negative assessments of a
judge result in disciplinary liability with the possibility of termination of the function.

As regards disciplinary liability of judges, the objective of the change’ was to improve
the efficiency of disciplinary proceedings. The amendment also establishes the authority
responsible for the oversight of smoothness of disciplinary proceedings - the Judicial Council
of the Slovak Republic”.

Fulfilment of international recommendations
The Group of States against Corruption (GRECO, Council of Europe)’

The Slovak Republic was assessed in the 4™ round of GRECO evaluation in October
2013. GRECO addressed several recommendations concerning the judicial system to Slovakia,
in particular as regards the adoption of Codes of Ethics, a modification of composition of the
Judicial Council, changes in the legal regulation of removal of court presidents, extension of

L Amendment - Act No. 152/2017 Coll.

2 Amendment - Act No. 152/2017 Coll.

3 After the establishment of the Supreme Administrative Court, the questions of disciplinary proceedings for
judges will be assessed by this court.

4 The evaluation of the Slovak Republic was completed in 2020 with a relatively bad result due to the absence of
fulfilment of recommendations concerning Members of Parliament.
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the scope of information published in asset declarations (in particular as regards received gifts),
adoption of a comprehensive strategy for the prevention of any conflict of interests for judges.

The following GRECO recommendations in relation to the judicial system were
completely fulfilled in the monitored period:

o recommendation vi = that decisions to remove court presidents be reasoned, and
are made subject to judicial review (removal) — completely fulfilled in 2017

o recommendation ix = that a focused policy for preventing and managing
conflicts of interest and corruption risks within the judiciary be elaborated and
properly enforced — completely fulfilled in 2017

o recommendation xi = ensuring a more in-depth scrutiny of the declarations —
completely fulfilled in 2019 by cancelling the limit of EUR 50,000 for the
assessments of increase in assets and strengthening human resources for the

control of asset declarations.

The following recommendations remain partially fulfilled:

Statistics

o recommendation viii = the “Principles of Judicial Ethics” should be revised and
further developed (GRECO considers the Code of Ethics to be only generally
formulated) — there are no interpretation rules for the Code of Ethics

o recommendation x = establishing an obligation to declare liabilities (e.g. debts
and loans) and gifts above a certain value on judges

= Asafollow-up to the requirement of GRECO, the amendment to the Act
on Courts and Judges from 2017 laid down the judges’ duty to declare
contractual relations in asset declarations (including gifts) exceeding
€6,600 (note: an identical duty was laid down for prosecutors). However,
despite the above-mentioned, GRECO expressed doubts about the
adequacy of the limit of €6,600 with respect to judges’ salaries and to
the average income in the national economy. The SR reassesses the
possibilities of fulfilment of the above recommendation.

Court presidents as representatives of the judicial system are authorised by the Ministry
of Justice of the SR to hold judges accountable for disciplinary misconduct (also see Article 42
(3) of Act No. 757/2004 Coll. on courts). It is because court presidents should know the
circumstances of the case, the judge’s work load or their personal conditions. Before a proposal
for disciplinary proceedings is filed by the Minister of Justice, the ministry asks the competent
court president to provide an opinion on the possibility of disciplinary prosecution of the judge.
If the court president does not file the proposal and the failure still appears to be a disciplinary
misconduct, the minister shall file a proposal for disciplinary proceedings.

Year Number of motions for disciplinary Of which: lodged by the Minister of
proceedings concerning judges Justice
2016 29 7
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2017 30 5
2018 14 6
2019 13 3

Records of disciplinary proceedings are kept by the Office of the Judicial Council.
Vulnerabilities:

The crisis of the judicial system seen at the end of the monitored period can also be
perceived as a crisis of integrity. The absence of a Code of Conduct, which would supplement
the general provisions of the Code of Ethics with sample life situations and other practical
examples, appeared to be a serious problem.

Greater attention should also be paid to the area of ethics within the preparatory and
lifelong education of judges.

It will be necessary to ensure the consistency of case law and the uniformity of court
procedures more thoroughly, as well as to better communicate the court decisions to the public.

Strengthening the transparency, for example, by introducing public hearings for
important judicial posts, appears to be a suitable practice for society as a whole in order to
improve the confidence in the judicial system.

G. Quality of framework for property seizure and withdrawal of proceeds of crime

Quality of framework for property seizure depends on the following factors (except for
the factor “comprehensiveness of acts on property seizures”, the other factors were evaluated
in the previous articles):

- quality of collection and processing of intelligence information by the FIU SR,

- capacities and resources for the investigation of financial criminal activity, integrity of
investigators of financial criminal activity,

- capacities and resources for criminal prosecution in the area of financial criminal
activity,

- integrity and independence of criminal prosecution in the area of financial criminal
activity,

- capacities and resources for judicial proceedings,

- integrity and independence of judges,

- comprehensiveness of acts on property seizures,

- availability of reliable information and evidence,

- efficiency of national cooperation,

- efficiency of international cooperation.

201



ML VULNERABILITY

Legislation allows seizing the income and means coming from ML and its predicate
criminal offences, profits derived from these criminal offences and the property of respective
value owned by the accused person.

A protective measure of confiscation of a thing which, as a sanction, can also affect
property of a person other than the perpetrator, can be imposed. Inter alia, a thing of a third
person can be seized for the purposes of confiscation of a thing (Article 461 of the Code of
Criminal Procedure), as it is possible to impose a protective measure of confiscation of a thing
which, as a sanction, can also affect property of a person other than the perpetrator

Property can be tracked pursuant to Article 3 of the Code of Criminal Procedure,
according to which a policeman can ask state authorities, higher territorial units, municipalities
and other legal persons and natural persons for information on property and income of persons.
Operational-search activities and intelligence activities (in particular FIU SR) can also be used
to find property and income. Property is also searched for by screening records available to PF
members (MI, informative abstract of the Real Estate Register).

Essentially, the SR has the necessary legal possibilities although with some deficiencies.
In some cases, seizure is only possible from an accused person, i.e. only after a charge has been
brought. Only an accused person’s property can be seized as a whole.

The Code of Criminal Procedure provides a wide scale of tools for property seizure but
application problems are connected with some seizure instruments.

In the monitored period, there were only several legislative changes leading to the
strengthening of some concepts of criminal law, by amending the Code of Criminal Procedure
by Act No. 397/2015 Coll. with effect from 1 January 2016:

- seizure of a thing for the purpose of enforcement of the penalty of forfeiture of a thing
and protective measure of confiscation of a thing was enabled (see the change in Article
428 (2) and a new section (2) in Article 461 of the Criminal Code),

- it was enabled to confiscate a thing which does not belong to the perpetrator and was
obtained through a criminal offence or as a reward for a criminal offence or it was
obtained for such things (see the supplementation of Article 83 (1) with new letters (c)
and (d) of the Criminal Code).

The evaluation of the Moneyval Committee from the 5" round of evaluation critically
mentioned several application and legal deficiencies connected with the quality of framework
for property seizure and withdrawal of proceeds; it is possible to agree with main aspects of
them.

Insufficient financial investigation is the first basic deficiency.

In this connection, there is a permanent problem of (non-)determining the value of the
property where there is no agreement on the authority that should provide it (investigator,
prosecutor or court).
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Another essential deficiency is a relatively low efficiency of seizure of a thing/property
in complex cases of money laundering. A negative impact of the non-existence of an Asset
Management Office was clearly seen in complex cases. The absence of detailed rules and
procedures in managing the seized property in pre-trial proceedings was another identically
serious deficiency. Very simply it can be stated that the legal framework valid in the monitored
period is efficient in seizing movable things, simple objects. If real estate, a real estate complex
or an enterprise is concerned, the system fails. Exactly this aspect — the problem, what (to do)
with seized property — often led to the decision to not seize the property. The Moneyval’s
requirement leads to the ability to ensure active management of seized property (not only its
safekeeping). Key recommendations of Moneyval are in this context justified”.

The deficiencies of legal regulation were also seen in the possibility of property transfer
to third/close persons without an efficient possibility of making an objection to the validity of
such acts. This deficiency was seen both in the pre-trial phase or in the phase of judicial
proceedings, and in the phase of exercise of property-related decisions (especially the penalty
of forfeiture of property).

The Moneyval finding mentions in this context: “The legislation does not expressly
cover the confiscation of laundered property. ... Confiscation of laundered property does not
seem to be expressly covered by law and the coverage of third-party confiscation is still
incomplete. Simply said, it is a problem of “transferring” laundered assets to third persons.”

The third finding of the assessment process is the inability of the Slovak Republic to
prove the efficiency at a stage of exercise of property-related decisions, in particular in the event
of exercise of the penalty of forfeiture of a thing (in particular immovable thing) and forfeiture
of property. There is no systematic data collection. The data is not kept systematically by
competent authorities — district offices because they have never been requested to do so. No
separate accounting records of confiscated property within criminal prosecution are kept, thus,
there is no data on the really withdrawn proceeds of crime.

The conclusions of the first National Risk Assessment concerning the need to establish
a Central Register of Bank Accounts or the need to improve efficiency of the Act on Proving
the Origin of Property remain valid.

Besides the above knowledge it should be added that the Moneyval evaluation drew
attention to the protection of rights of third persons in using the provisions of Article 83 (1) (c)
and (d) of the Criminal Code.

Protection of third parties’ rights acquired in good faith is solved through case law
in compliance with Decision of the Constitutional Court of the SR I. US 549/2015-33. The
problem is monitored by Moneyval and although its requirement is directed to the
regulation of the problem by material-law regulations (positive law), the argumentation

> Moneyval evaluation: “The authorities should urgently review the legal and procedural framework for
forfeiture/confiscation to identify the possible issues in the process and take appropriate steps
to ensure that criminal proceeds are effectively confiscated in all cases. (108).”

76 See, for example, the Bastrnak example and other.
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of the Slovak Republic was accepted in the process of evaluation. However, in the future
practice it will be necessary that the rights in property of the acquirer in good faith
received constitutional protection in compliance with the above-quoted decision of the
Constitutional Court from 2016.

Confiscations without previous conviction were not introduced into law of the
Slovak Republic.

In November 2018, a regulation on the mutual recognition of freezing orders and
confiscation orders was adopted, however, its real application started only in December
2020.

As regards international cooperation, no significant deficiencies with an important
impact on practice were recorded in the monitored period; this was also confirmed by the
Moneyval Report.

Statistics:
Asset-related decisions
Basic overview
Number
Number
2013 | 2014 | 2015 | 2016 | 2017 | 2018 | 2019
Th | Article
epenalty | o fihe| ML | O 0 1 2 2 2 1
of forfeiture .
f Criminal
ot property | “~ 4. | other | 9 4 24 15 23 23 48
Th | Article
epenaty 60 of the | ML 0 0 0 1 1 2 1
of forfeiture .
£ a thin Criminal
Y 9 Code other | 975 968 870 821 855 863 | 1400
Protective Article ML 0 0 0 0 0 1 ]
measure 83 of the
Confiscation | Criminal
of a thing Code other 84 54 94 51 63 71 -

Vulnerabilities:

It is necessary to establish and put into operation the Asset Management Office in order
to ensure active asset management including more complex cases.

It is suitable to strengthen and expand seizure concepts, including the possibility of
seizure of another property or substitute value or participating interest in a legal person.

The shortcoming is that information obtained by PF units according to a legal regulation
other than the Code of Criminal Procedure, must be requested again by the investigator pursuant
to the Code of Criminal Procedure.
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A missing central register of bank accounts and the impossibility to monitor bank
accounts online represents an essential problem. There is no possibility at all to monitor
property, the state can be assessed only by repeated sending of requests to competent
institutions; this is not active monitoring of property in real time.

It will be necessary to create a system of data collection with the objective to ensure the
possibility of regular evaluation of efficiency of not only the system of seizure of things and
property and its management, but also of the real withdrawal of proceeds of crime.

Vulnerabilities:

Property of third parties cannot be seized except for the perpetrator’s property mixed
with property of a third party. A substitute value cannot be seized from third parties, either. The
shortcoming is that information obtained by PF units according to a legal regulation other than
the Code of Criminal Procedure, must be requested again by the investigator pursuant to the
Code of Criminal Procedure.

A missing central register of bank accounts and the impossibility to monitor bank
accounts online represents an essential problem. There is no possibility at all to monitor
property, the state can be assessed only by repeated sending of requests to competent
institutions; this is not active monitoring of property in real time.

However, the current legislation does not allow seizing things and property to a
sufficient extent because is some cases seizure is possible only for an accused person (i.e. after
a charge has been brought, which can take some time); therefore, the current legislation
concerning the seizure of a thing and property cannot be considered legislation allowing in all
cases a prompt procedure and fast seizure.

In relation to seizure of assets and management of seized assets, in 2020, the act on
the execution of asset seizure decision and seized asset management and on the
amendment to certain acts was approved, which, inter alia, establishes a separate Asset
Management Office. Within the new legal regulation, new merits of the criminal offence
of legalisation of proceeds of crime will also be defined including a new structure of
provisions concerning the seizure of things. A limited ability of authorities to detect, seize
and withdraw illicit property within the fight against crime remains a vulnerability of the
country.

Sources of information: IMF, www.openiazoch.sk, doc. Ing. Ladislav Kares, PhD.,
University of Economics in Bratislava, Faculty of Economic Informatics, Department of
Accounting and Auditing, Report: Efficiency and quality of the Slovak judicial system,
assessment and recommendations on the basis of tools of the European Commission for the
Efficiency of Justice (CEPEJ).
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6. RISK ASSESSMENT IN CONNECTION WITH VIRTUAL
CURRENCIES

Virtual currencies (e.g., Bitcoin, Litecoin, Ethereum and other) are not recognised in
the Slovak Republic as official national or foreign currencies, do not represent electronic money
in accordance with the act on payment services, and do not have any physical counter-value in
the form of a legal means of payment. Despite that, in this area a permanent dynamic
development can also be seen in our country, both in terms of technology and in terms of an
increasing number of entities operating on the market of virtual currencies and services, whose
offer directly correlates with the adequately increasing demand for virtual currencies in the
population. No special requirements are in place for such trade (e.g., a licence issued by the
National Bank of Slovakia), and for business activities only a general free trade licence was
sufficient until recently and these entities were not subject to AML supervision/control until
recently.

The continuous and fast technological development on the one hand in connection with
the length of legislative processes at both European and national levels on the other hand
represent the biggest limits in setting an optimum legal framework of regulation and control in
this area.

The bases of the legal framework for virtual currencies have been gradually included in
Slovak law since 2018.

On 1 October 2018, Act No. 213/2018 Coll. on insurance tax, and Act No. 431/2002
Coll. on accounting to an extent of definition of terms concerning virtual currencies and their
taxation came into effect.

The above amendments were preceded by Methodical Guide of the Ministry of Finance
of the Slovak Republic No. MF/10386/2018-721 on the procedure of taxation of virtual
currencies (hereinafter the “Methodical Guide”), which ensures the uniform interpretation in
imposing taxes on income flowing from the sale of virtual currencies pursuant to Act No.
595/2003 Coll. on income tax as amended, amending certain acts. According to this Methodical
Guide, the income from the sale of virtual currency is also considered taxable income according
to the Act on Income Tax.

The sale of virtual currency, including the exchange of virtual currency for property,
exchange of virtual currency for another virtual currency, exchange of virtual currency for the
provision of service or transfer of virtual currency for consideration, is considered taxable
income.

The Methodical Guide also specified the definition of virtual currency, which means a

digital carrier of value, which is not issued or guaranteed by a central bank or public authority,
and is not necessarily bound to a legal means of payment, does not have a legal status of
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currency or money but it is accepted by some natural or legal persons as a means of payment
and which can be transferred, stored or traded electronically.

On 1 November 2020, an amendment to the AML Act came into effect and assigned the
entities providing services connected with virtual currencies to the obliged entities: they
included the providers of services of cryptocurrency wallet and providers of services of virtual
currency exchanger, who provide professional services of exchange between virtual currencies
and fiat currencies (i.e., coins and banknotes designated as legal means of payment and
electronic money of the country received as the means of exchange in the issuing country).

At the same time, the amendment to the AML Act also amended, with effect from 1
November 2020, Act No. 455/1991 Coll. on trade licencing, based on which the providers of
services of virtual currency exchanger and the providers of services of cryptocurrency wallet
were included among regulated trades.

The assignment of the providers of services of cryptocurrency wallet and providers of
services of virtual currency exchanger to obliged entities is based on the provisions of the 5™
AML Directive.

The AML regulation of these entities was caused by the fact that the providers of
services of virtual currency exchanger exchanging virtual currencies for uncovered fiat
currencies, as well as the providers of services of cryptocurrency wallet were not subject to any
legal duty to identify suspicious activities. A combination of the absent regulation in connection
with natural features of virtual currencies, such as a higher rate of anonymity, complicated
tracking of transactions or the possibility to use technological means to conceal the origin
caused that for terrorist groups or perpetrators of criminal activities, virtual currencies became
a simple tool for the transfer of financial resources to the financial system of the EU or to
conceal their origin in a criminal offence.

However, already the 5" AML Directive has stated that by including the providers of
services of virtual currency exchanger exchanging virtual currencies for fiat currencies and the
providers of services of cryptocurrency wallet among obliged entities, the problem of
anonymity connected with transactions of virtual currencies carried out by terrorist or criminal
structures for the commission of criminal activities or money laundering will not be fully
solved because a great part of the environment of virtual currencies will further remain
anonymous and unregulated.

Therefore, including in connection with the prepared comprehensive regulation of the
sector of virtual assets within the European Union,’” in future, the area of obliged entities will
have to be specified in an extensive manner and all providers of services of virtual assets also
covering potential virtual currency exchanges, investment advisors or operators of virtual
currency ATMs, will have to be included among obliged entities.
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Today, the issue of integrity is examined only in relation to the trade operator. As a
follow-up to FATF recommendations No. 15, the Slovak Republic should also adopt legal or
regulatory measures which would also assess this fact in relation to holders or beneficial owners
of a significant interest of the provider of services of virtual assets.

It will also be necessary to set a system of measures focused on the identification of
natural and legal persons providing services of virtual assets without registration, inclu